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	Reason for change:
	The following EN in clause 4.3.2.4 on HTTP/2 connection management needs to be resolved
Editor's Note: HTTP routing aspects when hop by hop TLS from SEPP to SEPP is used needs further description here.
SA3 has clarified in their LS to CT4: (S3-183064)
SA3 recommends that if confidentiality protection of all IEs is required during transport, then hop-by-hop security between SEPP and IPXs should be established on N32-f, in addition to Application Layer Security (ALS).  This hop-by-hop security could be established using an IPSec or TLS VPN, and not based on setting up individual TLS sessions for messages sent by a SEPP. 
SA3 would therefore like to inform CT4 that:

a) There is no need to setup HTTPS connections for messages generated by the SEPP.

b) In the HTTP message generated by a SEPP, the “authority” sub-component in target URI points to an NF or a SEPP in target PLMN, and the “scheme” is set to HTTP.

So based on this the EN can be resolved stating that N32-f shall use "http" scheme URI and for security protection, hop by hop protection at lower layer (i.e IPSec tunnel or TLS VPN) is deployed.

	
	

	Summary of change:
	1. Resolve the EN by stating that N32-f shall use "http" scheme URI and for security protection, hop by hop protection at lower layer (i.e IPSec tunnel or TLS VPN) is deployed.
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* * * First Change * * * *

4.3.2.4
HTTP/2 connection management

Each SEPP initiates HTTP/2 connections towards its peer SEPP for the following purposes

-
N32-c interface

-
N32-f interface

The scope of the HTTP/2 connection used for the N32-c interface is short-lived. Once the initial handshake is completed the connection is torn down as specified in 3GPP TS 33.501 [6]. The HTTP/2 connection used for N32-c is end to end between the SEPPs and does not involve an IPX to intercept the HTTP/2 connection, though an IPX may be involved for IP level routing.

The scope of the HTTP/2 connection used for the N32-f interface is long-lived. The N32-f HTTP/2 connection at a SEPP can be:

-
Case A: Towards a SEPP of another PLMN without involving any IPX intermediaries; or

-
Case B: Towards a SEPP of another PLMN via IPX. In this case the HTTP/2 connection from a SEPP terminates at the next hop IPX with the IPX acting as a HTTP proxy.
For the N32-f interface the HTTP/2 connection management requirements specified in subclause 5.2.6 of 3GPP TS 29.500 [4] shall be applicable. The URI scheme used for the N32-f JOSE protected message forwarding API shall be "http". If confidentiality protection of all IEs for the N32-f JOSE protected message forwarding procedure is required, then:
-
For case A, the security between the SEPPs shall be ensured by means of IPSec or TLS VPN;

-
For case B, hop-by-hop security between the SEPP and the IPXs should be established on N32-f. This hop-by-hop security shall be established using an IPSec or TLS VPN.

* * * Next Change * * * *

6.2.1
API URI
URIs of this API shall have the following root:

{apiRoot}/{apiName}/{apiVersion}/

where "apiRoot" is defined in subclause 4.4.1 of 3GPP TS 29.501 [5]. The URI scheme of the API shall be "http". The "apiName" shall be set to "n32f-forward" and the "apiVersion" shall be set to "v1" for the current version of this specification.
* * * End of Changes * * * *

