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1. Introduction
After the initial handshake procedure between the SEPPs an N32-f context is established. It was discussed during the joint conference call with SA3, that a procedure to terminate this N32-f context is required. 
2. Reason for Change
1. Define the N32-f context termination procedure.
2. Provide the API definition for the same.

A RESTFul semantic for the N32-f context creation and deletion is not adopted. N32-f context creation goes hand in hand with cipher suite negotiation / parameter exchange. Since semantics are mixed here, it is better to design them as custom operations.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.cde v0.1.0.
* * * First Change * * * *

5.2.4
N32-f Context Termination Procedure

After the completion of the security capability negotiation procedure and/or the parameter exchange procedures, an N32-f context is established between the two SEPPs. The "n32fContextId" of each SEPP is provided to the other SEPP. This context identifier shall be stored in each SEPP until the context is explicitly terminated by the N32-f context termination procedure. The SEPP that is initiating the N32-f context termination procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/v1/n32f-terminate. The procedure is shown below in Figure 5.2.4-1.
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Figure 5.2.4-1: N32f Context Termination Procedure
1.
The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the N32-f context id information that is to be terminated.

2a.
On success, the responding SEPP, shall:

-
stop sending any further messages over the N32-f towards the initiating SEPP;

-
once all the ongoing N32-f message exchanges with the initiating SEPP are completed or timed out, delete the N32-f context identified by the "n32fContextId" provided in the request. 
The N32-f HTTP/2 connections from the responding SEPP shall not be deleted if they terminate at an IPX, since that HTTP/2 connection may carry traffic towards other PLMN SEPPs as well. The responding SEPP shall return the status code "200 OK" together with an N32ContextInfo payload body that carries the "n32fContextId" of the initiating SEPP, that the responding SEPP has store. 
The initiating SEPP shall: 
-
stop sending any further messages over the N32-f towards the responding SEPP;

-
once all the ongoing N32-f message exchanges with the responding SEPP are completed or timed out, delete the local N32-f context identified by this "n32fContextId".
2b.
On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" JSON body.
* * * Next Change * * * *

6.1.4.1
Overview


Table 6.1.4.1-1: Custom operations without associated resources

	Custom operation URI
	Mapped HTTP method
	Description

	
	
	

	{apiRoot}/n32c-handshake/v1/n32f-terminate
	POST
	This is the N32 parameter exchange API used to negotiate the cipher suites and protection policies.


* * * Next Change * * * *

6.1.4.4
Operation: N32-f Context Terminate

6.1.4.4.1
Description

This custom operation is used between the SEPPs to terminate an N32-f context. The HTTP method POST shall be used on the following URI:

URI: {apiRoot}/n32c-handshake/v1/n32f-terminate
This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.

Table 6.1.4.4.1-1: URI variables for this Operation
	Name
	Definition

	apiRoot
	See subclause 6.1.1.


6.1.4.4.2
Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.2.4.4.2-1 and 6.2.4.4.2-2.

Table 6.1.4.4.2-1: Data structures supported by the POST Request Body 

	Data type
	P
	Cardinality
	Description

	N32fContextInfo
	M
	1
	The IE shall contain the information about the N32-f context requested to be terminated by the requesting SEPP.


Table 6.1.4.3.2-2: Data structures supported by the <e.g. POST> Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	N32fContextInfo
	M
	1
	200 OK
	This represents the successful deletion of the request N32-f context. The responding SEPP shall return the "n32fContextId" it had towards the initiating SEPP, in this IE.

	ProblemDetails
	M
	1
	4xx / 5xx
	All the mandatory to support 4xx and 5xx status codes as specified in subclause 5.2.7.1 and their corresponding application errors specified in subclause 5.2.7.2 of 3GPP TS 29.500 4] shall be supported.


* * * Next Change * * * *

6.1.5.1
General

This subclause specifies the application data model supported by the API.


Table 6.1.5.1-1 specifies the data types defined for the N32 interface.

Table 6.1.5.1-1: N32 specific Data Types

	Data type
	Section defined
	Description

	N32fContextInfo
	6.1.5.2.x
	N32-f context information


Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface. 

Table 6.1.5.1-2: N32 re-used Data Types

	Data type
	Reference
	Comments

	
	
	


* * * Next Change * * * *

6.1.5.2.x
Type: N32fContextInfo
Table 6.1.5.2.x-1: Definition of type N32fContextInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the N32-f context identifier of the receiving SEPP. 


* * * End of Changes * * * *
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