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1. Introduction
The API URI, usage of HTTP, HTTP standard headers, custom headers and content type used for N32 initial handshake API are not yet specified. 
2. Reason for Change
The API URI, usage of HTTP, HTTP standard headers, custom headers and content type used for N32 initial handshake API need to be specified. 
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.cde v0.1.0.
* * * First Change * * * *
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* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

JWE
JSON Web Encryption
JWS
JSON Web Signature
* * * Next Change * * * *

5.2.3.1
General
The parameter exchange procedure shall be executed if the security capability negotiation procedure selected the security capability as ALS. The parameter exchange procedure is performed to:

-
Agree on a cipher suite to use for protecting NF service related signalling over N32-f; and

-
Optionally, exchange the protection policies to use for protecting NF service related signalling over N32.
* * * Next Change * * * *

5.2.3.2
Parameter Exchange Procedure for Cipher Suite Negotiation

The parameter exchange procedure for cipher suite negotiation shall be performed after the security capability negotiation procedure if the selected security policy is ALS.
The procedure is described in Figure 5.2.3.2-1 below.
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Figure 5.2.3.2-1: Parameter Exchange Procedure for Cipher Suite Negotiation
1.
The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information

-
Supported cipher suites;
The supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6] appearing at the top of the list.
The initiating SEPP also provides a N32-f context identifier for the responding SEPP to use towards the initiating SEPP for subsequent JOSE Protected Message Forwarding procedures over N32-f (see subclause 5.3.3) when the responding SEPP acts as the forwarding SEPP.
2a.
On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information

-
Selected cipher suite

The responding SEPP compares the initiating SEPP's supported cipher suites to its own supported cipher suites and selects, based on its local policy, a cipher suite, which is supported by both the SEPPs. The responding SEPP's supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6] appearing at the top of the list. The selected cipher suite is applicable for both the directions of communication between the SEPPs.
The responding SEPP also provides a N32-f context identifier for the initiating SEPP to use towards the responding SEPP for subsequent JOSE Protected Message Forwarding procedures over N32-f (see subclause 5.3.3) when the initiating SEPP acts as the forwarding SEPP.
2b.
On failure, the P-SEPP shall respond to the C-SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3.





* * * Next Change * * * *

5.2.3.3
Parameter Exchange Procedure for Protection Policy Exchange
The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange Procedure for Cipher Suite Negotiation (see subclause 5.2.3.2). If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If the parameter exchange procedure for the protection policy exchange is not performed then the protection policies between the SEPP shall be exchanged out of bands.
The procedure is described in Figure 5.2.3.3-1 below.
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Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy Negotiation
1.
The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information

-
Protection policy information
The protection policy information contains:

-
API to IE mapping containing the mapping information of list of leaf most IEs for each service operation API URI and method. 
-
List of IE types that are to be protected across N32-f (i.e the protection policy); and

-
Against each leaf most IE in the API to IE mapping information, a boolean flag indicating whether that IE is allowed to be modified by an IPX on the side of the SEPP sending the protection policy information.

Editor's Note: Its is FFS how to exchange the protection policy including the IEs allowed to be modified by IPX for notifications.
2a.
On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information

-
Selected protection policy information

The SEPPs shall store the selected protection policy information and shall apply this policy for subsequent message transfers over N32-f. The selected protection policy is applicable for both the directions of communication between the SEPPs.
2b.
On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3.
An illustration of how the protection policy is stored and looked up in the SEPP is provided below
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Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP
During the N32-f message forwarding, the SEPP looks at a HTTP request or response it receives from an NF service consumer or NF service producer and then uses the above tables to decide which IEs and headers in the message it shall cipher and integrity protect and which IEs it shall allow the IPXes to modify. 


* * * Next Change * * * *

6.1.4.1
Overview


Table 6.1.4.1-1: Custom operations without associated resources

	Custom operation URI
	Mapped HTTP method
	Description

	
	
	

	{apiRoot}/n32c-handshake/v1/exchange-params
	POST
	This is the N32 parameter exchange API used to negotiate the cipher suites and protection policies.


* * * Next Change * * * *

6.1.4.3
Operation: Parameter Exchange

6.1.4.3.1
Description

This custom operation is used between the SEPPs to exchange the parameters for the N32-f connection. The HTTP method POST shall be used on the following URI:

URI: {apiRoot}/n32c-handshake/v1/exchange-params
This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.

Table 6.1.4.3.1-1: URI variables for this Operation
	Name
	Definition

	apiRoot
	See subclause 6.1.1.


6.1.4.3.2
Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.2.4.3.2-1 and 6.2.4.3.2-2.

Table 6.1.4.3.2-1: Data structures supported by the POST Request Body 

	Data type
	P
	Cardinality
	Description

	SecParamExchReqData
	M
	1
	The IE shall contain the parameters requested by the requesting SEPP.


Table 6.1.4.3.2-2: Data structures supported by the <e.g. POST> Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	SecParamExchRspData
	M
	1
	200 OK
	This represents the successful processing of the requested parameters. The SEPP shall provide the selected parameters (i.e selected cipher suite and/or selected protection policy) depending on what was requested by the requesting SEPP and what is supported by the responding SEPP.

	ProblemDetails
	M
	1
	4xx / 5xx
	All the mandatory to support 4xx and 5xx status codes as specified in subclause 5.2.7.1 and their corresponding application errors specified in subclause 5.2.7.2 of 3GPP TS 29.500 4] shall be supported.


* * * Next Change * * * *

6.1.5.1
General

This subclause specifies the application data model supported by the API.


Table 6.1.5.1-1 specifies the data types defined for the N32 interface.

Table 6.1.5.1-1: N32 specific Data Types

	Data type
	Section defined
	Description

	SecParamExchReqData
	6.1.5.2.x
	Request data structure for parameter exchange

	SecParamExchRspData
	6.1.5.2.y
	Response data structure for parameter exchange

	ProtectionPolicy
	6.1.5.2.z
	The protection policy to be negotiated between the SEPPs.

	ApiIeMapping
	6.1.5.2.aa
	API URI to IE mapping on which the protection policy needs to be applied.

	HttpMethod
	6.1.5.3.4
	Enumeration of HTTP methods.

	IeType
	6.1.5.3.y
	Enumeration of types of IEs (i.e kind of IE) to specify the protection policy.

	IeLocation
	6.1.5.3.z
	Location of the IE in a HTTP message.


Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface. 

Table 6.1.5.1-2: N32 re-used Data Types

	Data type
	Reference
	Comments

	
	
	


* * * Next Change * * * *

6.1.5.2.x
Type: SecParamExchReqData
Table 6.1.5.2.x-1: Definition of type SecParamExchReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the responding SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the initiating SEPP. The initiating SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the responding SEPP, for the message forwarding procedure over N32-f.

	jweCipherSuiteList
	array(string)
	C
	0..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see subclause 5.2.3.2). When present, this IE shall contain the ordered list of JWE cipher suites supported by the requesting SEPP. Valid values for the string are as specified in subclause 5.1 of IETF RFC 7518 [x].

	jwsCipherSuiteList
	array(string)
	C
	0..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see subclause 5.2.3.2). When present, this IE shall contain the ordered list of JWS cipher suites supported by the requesting SEPP. Valid values for the string are as specified in subclause 3.1 of IETF RFC 7518 [x].

	protectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	This IE shall be present during the parameter exchange procedure for protection policy exchange (see subclause 5.2.3.3). When present, this IE shall contain the protection policy requested by the requesting SEPP.


* * * Next Change * * * *
6.1.5.2.y
Type: SecParamExchRspData

Table 6.1.5.2.y-1: Definition of type SecParamExchRspData

	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the initiating SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the responding SEPP. The responding SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the initiating SEPP, for the message forwarding procedure over N32-f.

	selectedJweCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see subclause 5.2.3.2). When present, this IE shall contain the JWE cipher suite selected by the responding SEPP.

	selectedJwsCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see subclause 5.2.3.2). When present, this IE shall contain the JWS cipher suite selected by the responding SEPP.

	selProtectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	This IE shall be present during the parameter exchange procedure for protection policy exchange (see subclause 5.2.3.3). When present, this IE shall contain the protection policy selected by the responding SEPP.


* * * Next Change * * * *
6.1.5.2.z
Type: ProtectionPolicy
Table 6.1.5.2.z-1: Definition of type ProtectionPolicy
	Attribute name
	Data type
	P
	Cardinality
	Description

	apiIeMappingList
	array(ApiIeMapping)
	M
	1..N
	Contains an array of API URI to IE type - IE name mapping. The mapping includes an indication against each IE if that IE is allowed to be modified by the IPX on the side of the SEPP or not.

	dataTypeEncPolicy
	array(IeType)
	C
	0..N
	This IE shall be present when the SEPPs need to exchange the IE protection policies. When present, this IE shall contain the list of IE types that the SEPP intends to protect by ciphering.


* * * Next Change * * * *
6.1.5.2.aa
Type: ApiIeMapping
Table 6.1.5.2.aa-1: Definition of type ApiIeMapping
	Attribute name
	Data type
	P
	Cardinality
	Description

	apiSignature
	ApiSignature
	M
	1
	This IE shall contain:

· The API URI of the NF service operations following request/response semantic; or

· The API URI of the subscribe / unsubscribe service operation

	apiMethod
	HttpMethod
	M
	1
	This IE shall contain the HTTP method used by the API.

	IeList
	array(IeInfo)
	M
	1..N
	This IE shall contain the array of IEs in the API.


* * * Next Change * * * *

6.1.5.2.bb
Type: IeInfo
Table 6.1.5.2.bb-1: Definition of type IeInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ieLoc
	IeLocation
	M
	1
	This IE shall contain the location of the IE mentioned in "reqBodyIePath" or "rspBodyIePath" (i.e URI parameter or JSON body or multipart message)

	ieType
	IeType
	M
	1
	This IE shall contain the type of the IE, representing the nature of the information the IE is carrying.

	reqIe
	string
	C
	0..1
	This IE shall be included when the IEs in HTTP/2 request messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:

· The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf most IEs are included;

· The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM";
· The name of the HTTP header, if the "ieLoc" indicates "HEADER";
· The JSON pointer representation of the RefToBinary IE if the "ieLoc" indicates "MULTIPART_BINARY".

	rspIe
	string
	C
	0..1
	This IE shall be included when the IEs in HTTP/2 response messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:

· The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf most IEs are included;

· The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM";
· The name of the HTTP header, if the "ieLoc" indicates "HEADER";
· The JSON pointer representation of the RefToBinary IE  if the "ieLoc" indicates "MULTIPART_BINARY".

	isModifiable
	boolean
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by an IPX on the side of the SEPP sending the API IE mapping. When present,

· true, indicates that the IE is allowed to be modified by an IPX on the side of the SEPP;

· false, indicates that the IE is not allowed to be modified by an IPX on the side of the SEPP;

· default is false.

When the IE is not included, the default value shall be applied.


6.1.5.2.cc
Type: ApiSignature

Table 6.1.5.2.cc-1: Definition of type ApiSignature as a list of "mutually exclusive alternatives"
	Data type
	Cardinality
	Description
	Applicability

	Uri
	1
	API URI of a request/response or subscribe/unsubscribe NF service operation.
	


Editor's Note: How to encode the identification of notifications is FFS.
* * * Next Change * * * *

6.1.5.3.4
Enumeration:  HttpMethod

Table 6.1.5.3.4-1: Enumeration HttpMethod

	Enumeration value
	Description

	"GET"
	HTTP GET Method.

	"PUT"
	HTTP PUT Method.

	"POST"
	HTTP POST Method.

	"DELETE:
	HTTP DELETE Method.

	"PATCH"
	HTTP PATCH Method.

	"HEAD"
	HTTP HEAD Method.

	"OPTIONS"
	HTTP OPTIONS Method.

	"CONNECT"
	HTTP CONNECT Method.

	"TRACE"
	HTTP TRACE Method.


* * * Next Change * * * *

6.1.5.3.y
Enumeration: IeType

Table 6.1.5.3.y-1: Enumeration IeType
	Enumeration value
	Description

	"UEID"
	IE of type UE identity (e.g SUPI).

	"LOCATION"
	IE carrying location information.

	"KEY_MATERIAL"
	IE carrying keying material.

	"AUTHENTICATION_MATERIAL"
	IE carrying authentication material like authentication vectors and EAP payload.

	"AUTHORIZATION_TOKEN"
	IE carrying authorization Token

	"OTHER"
	IE carrying other data requiring encryption.

	"NONSENSITIVE"
	IE carrying information that are not sensitive.


* * * Next Change * * * *

6.1.5.3.z
Enumeration: IeLocation

Table 6.1.5.3.z-1: Enumeration IeLocation
	Enumeration value
	Description

	"URI_PARAM"
	IE is located in the URI parameters.

	"HEADER"
	IE is located in the HTTP header.

	"BODY"
	IE is located in the body.

	"MULTIPART_BINARY"
	IE is located in the message body but encoded as a multipart message information in binary format.


* * * End of Changes * * * *
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