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	Reason for change:
	SA3 responded to CT4 LS on OAuth2.0 in S3-182033. SA3 clarifies that support for OAuth2.0 is mandatory but the use of OAuth2.0 is not. In view of this some clarifications on the following needs to be provided in TS 29.500
1. What is the expected behavior of both the HTTP/2 client and server when API requests are made with or without access token?



	
	

	Summary of change:
	1. Add "WWW-Authenticate" as a mandatory to support response header
2. Add "401 Unauthorized" as a mandatory to support status code for all HTTP methods.

3. Add clarification on OAuth2.0 usage and client / server behavior based on inclusion / non-inclusion of OAuth 2.0 access token.

Changes in Rev3:

To resolve the EN

Editor's Note: The use of OAuth 2.0 access token for notifications is FFS.
In order for the NF service consumer that receives notifications to trust the NF service producer that is generating the notifications, there are few options:

1. 3GPP shall mandate the NF service producer to include a access token in the HTTP POST method for the notification. But then the question arises how the NF service producer obtains the token? Should it be provided by the NF service consumer at the time of notification subscription? Then how is it obtained for implicit notifications? Or should the NF service producer query the NRF to obtain the access token for notifying the NF service consumer?

2. As per 33.501 a trust relationship between NFs are established either via TLS or via NDS or by physical security. For inter PLMN scenarios, the SEPP can anyways protects against spurious notifications crossing the PLMN boundaries based on operator policies.

For release 15 option#2 can be assumed to be simpler and hence it is proposed to remove the EN clarifying that in this release of the specification notifications does not include OAuth2.0 access token and the authorization for notifications is achieved based on underlying transport security.
Change in Rev4:
Simplify the text for notifications as OAuth2.0 access token is not used in this release.
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* * * First Change * * * *

5.2.2.2
Mandatory to support HTTP standard headers
The HTTP request standard headers and the HTTP response standard headers that shall be supported on SBI are defined in Table 5.2.2.2-1 and in Table 5.2.2.2-2 respectively. Mandatory to support HTTP standard headers does not mean all the HTTP requests and responses carry the identified request and response headers respectively. It only means it is mandatory to support the processing of the identified headers in request and response message.

Table 5.2.2.2-1: Mandatory to support HTTP request standard headers

	Name
	Reference
	Description

	Accept
	IETF RFC 7231 [11]
	This header is used to specify response media types that are acceptable.

	Accept-Encoding
	IETF RFC 7231 [11]
	This header may be used to indicate what response content-encodings (e.g gzip) are acceptable in the response.

	Content-Length
	IETF RFC 7230 [12]
	This header is used to provide the anticipated size, as a decimal number of octets, for a potential payload body.

	Content-Type
	IETF RFC 7231 [11]
	This header is used to indicate the media type of the associated representation.

	User-Agent
	IETF RFC 7231 [11]
	This header shall be mainly used to identify the NF type of the HTTP/2 client.
The pattern of the content should start with the value of NF type (e.g. udm, see NOTE 1) and followed by a “-“and any other specific information if needed afterwards.

	Cache-Control
	IETF RFC 7234 [20]
	This header may be used in some HTTP/2 requests to provide the HTTP cache-control directives that the client is willing to accept from the server.

	If-Modified-Since
	IETF RFC 7232 [24]
	This header may be used in a conditional GET request, for server revalidation. This is used in conjunction with the Last-Modified server response header, to fetch content only if the content has been modified from the cached version.

	If-None-Match
	IETF RFC 7232 [24]
	This header may be used in a conditional GET request. This is used in conjunction with the ETag server response header, to fetch content only if the tag value of the resource on the server differs from the tag value in the If-None-Match header.

	If-Match
	IETF RFC 7232 [24]
	This header may be used in a conditional POST or PUT or DELETE or PATCH request. This is used in conjunction with the ETag server response header, to update / delete content only if the tag value of the resource on the server matches the tag value in the If-Match header.

	Via
	IETF RFC 7230 [12]
	This header shall be inserted by HTTP proxies.

	Authorization
	IETF RFC 7235 [21]
	This header shall be used if OAuth 2.0 based access authorization with "Client Credentials" grant type is used as specified in subclause 13.4.1 of 3GPP TS  33.501 [17], clause 7 of IETF RFC 6749 [22] and IETF RFC 6750 [23].

	NOTE 1: 
The value of NF type in the User-Agent header shall comply with the enumeration value of Table 6.1.6.3.3-1 in 3GPP TS 29.510 [8].


Table 5.2.2.2-2: Mandatory to support HTTP response standard headers

	Name
	Reference
	Description

	Content-Length
	IETF RFC 7230 [12]
	This header may be used to provide the anticipated size, as a decimal number of octets, for a potential payload body.

	Content-Type
	IETF RFC 7231 [11]
	This header shall be used to indicate the media type of the associated representation.

	Location
	IETF RFC 7231 [11]
	This header may be used in some responses to refer to a specific resource in relation to the response.

	Retry-After
	IETF RFC 7231 [11]
	This header may be used in some responses to indicate how long the user agent ought to wait before making a follow-up request.

	Content-Encoding
	IETF RFC 7231 [11]
	This header may be used in some responses to indicate to the HTTP/2 client the content encodings (e.g gzip) applied to the response body beyond those inherent in the media type.

	Cache-Control
	IETF RFC 7234 [20]
	This header may be used in some responses (e.g. NRF responses to queries) to provide HTTP response cache control directives. The cache directives "no-cache", "no-store", "max-age" and "must-revalidate" values shall be supported.

	Age
	IETF RFC 7234 [20]
	This header may be inserted by HTTP proxies when returning a cached response. The "Age" header field conveys the sender's estimate of the amount of time since the response was generated or successfully validated at the origin server. The presence of an Age header field implies that the response was not generated or validated by the origin server for this request.

	Last-Modified
	IETF RFC 7232 [24]
	This header may be sent to allow for conditional GET with the If-Modified-Since header.

	ETag
	IETF RFC 7232 [24]
	This header may be sent to allow for conditional GET with the If-If-None-Match header or a conditional POST / PUT / PATCH / DELETE with the If-Match header.

	Via
	IETF RFC 7230 [12]
	This header shall be inserted by HTTP proxies.

	Allow
	IETF RFC 7231 [11]
	This header field shall be used to indicate methods supported by the target resource.

	WWW-Authenticate
	IETF RFC 7235 [21]
	This header field shall be included when an NF service producer rejects a request with a "401 Unauthorized" status code (e.g when a request is sent without an OAuth 2.0 access token or with an invalid OAuth 2.0 access token).


* * * Second Change * * * *

5.2.7
HTTP status codes
5.2.7.1
General

This subclause describes the HTTP status codes usage on SBI.

HTTP status codes are carried in ":status" pseudo header field in HTTP/2, as defined in subclause 8.1.2.4 in IETF RFC 7540 [7].

Table 5.2.7.1-1 specifies HTTP status codes per HTTP method which shall be supported on SBI. Support of an HTTP status code shall be:

-
mandatory, which is marked in table as "M". This means that all 3GPP NFs shall support the processing of the specific HTTP status code for the specific HTTP method, when received in a HTTP response message. In such cases the 3GPP NF shall also support the handling of the "ProblemDetails" JSON object with the Content-Type header field set to the value "application/problem+json" for HTTP status codes 4xx and 5xx, if the corresponding API definition in the related technical specification does not specify another response body for the corresponding status code;
-
service specific, which is marked in table as "SS" and means that the requirement to process the HTTP status code depends on the definition of the specific API; or
-
not applicable, which is marked in table as "N/A". This means that the specific HTTP status code shall not be used for the specific HTTP method within the 3GPP NFs.
Table 5.2.7.1-1: HTTP status code supported on SBI
	HTTP status code
	HTTP method

	
	DELETE
	GET
	PATCH
	POST
	PUT

	100 Continue
	N/A
	N/A
	N/A
	N/A
	N/A

	200 OK (NOTE 1)
	SS
	M
	SS
	SS
	SS

	201 Created
	N/A
	N/A
	N/A
	SS
	SS

	202 Accepted
	SS
	N/A
	SS
	SS
	SS

	204 No Content (NOTE 2)
	M
	N/A
	SS
	SS
	SS

	300 Multiple Choices
	N/A
	N/A
	N/A
	N/A
	N/A

	303 See Other
	SS
	SS
	N/A
	SS
	SS

	307 Temporary Redirect
	SS
	SS
	SS
	SS
	SS

	308 Permanent Redirect
	SS
	SS
	SS
	SS
	SS

	400 Bad Request
	M
	M
	M
	M
	M

	401 Unauthorized
	M
	M
	M
	M
	M

	403 Forbidden
	SS
	SS
	SS
	SS
	SS

	404 Not Found
	SS
	SS
	SS
	SS
	SS

	405 Method Not Allowed
	SS
	SS
	SS
	SS
	SS

	406 Not Acceptable
	N/A
	N/A
	N/A
	N/A
	N/A

	408 Request Timeout
	SS
	SS
	SS
	SS
	SS

	409 Conflict
	N/A
	N/A
	SS
	SS
	SS

	410 Gone
	SS
	SS
	SS
	SS
	SS

	411 Length Required
	N/A
	N/A
	M
	M
	M

	412 Precondition Failed
	SS
	SS
	SS
	SS
	SS

	413 Payload Too Large
	N/A
	N/A
	M
	M
	M

	414 URI Too Long
	N/A
	M
	N/A
	N/A
	N/A

	415 Unsupported Media Type
	N/A
	N/A
	M
	M
	M

	500 Internal Server Error
	M
	M
	M
	M
	M

	501 Not Implemented
	M
	M
	M
	M
	M

	503 Service Unavailable
	M
	M
	M
	M
	M

	504 Gateway Timeout
	SS
	SS
	SS
	SS
	SS

	

	NOTE 1:
"200 OK" response used on SBI shall contain body.

NOTE 2:
If the NF acting as an HTTP Client receives 2xx response code not appearing in table, the NF shall treat the received 2xx response:
- as "204 No Content" if 2xx response does not contain body; and
- as "200 OK" if 2xx response contains body.


* * * Second Change * * * *

6.7.3
Authorization of NF service access

As specified in subclause 13.4.1 of 3GPP TS 33.501 [17] OAuth 2.0 (see IETF RFC 6749 [22]) may be used for authorization of NF service access. All NFs and the NRF shall support the OAuth 2.0 authorization framework with "Client Credentials" grant type as specified in clause 4.4 of IETF RFC 6749 [22]. The NRF shall act as the Authorization Server providing the access tokens to the NF service consumers to access the services provided by the NF service providers. If an NF service (i.e API) receives an OAuth 2.0 access token in the "Authorization" HTTP request header field, the NF service shall validate the access token, its expiry and its access scope before allowing access to the requested resource, as specified in clause 7 of IETF RFC 6749 [22].
An NF service consumer shall support OAuth 2.0. 
For request/response semantics service operations and for the subscribe and unsubscribe operations of subscribe/notify semantics service operations, an NF service consumer may use OAuth 2.0 for the authorization of the API access, based on local configuration. An NF service producer shall decide to accept or reject an API request without the OAuth2.0 access token in the "Authorization" HTTP request header field, based on local configuration. If an NF service producer rejects an API request without the OAuth2.0 access token or an API request with an invalid OAuth2.0 access token, it shall return the HTTP "401 Unauthorized" status code together with the "WWW-Authenticate" header as specified in IETF RFC 7235 [21]. The scheme for challenge in the "WWW-Authenticate" header shall be set to "OAuth" in this case. The realm shall be set to:

 -
the URI of the service (i.e API URI) for which the access without an OAuth2.0 access token failed, in the case of request / response service operations.
For the notify operation of subscribe/notify semantics service operations, in this release of this specification OAuth 2.0 access token is not used.
When an NF service consumer receives a "401 Unauthorized" status code with a "WWW-Authenticate" header containing "OAuth" as the scheme for challenge it shall not repeat the same request without an OAuth2.0 access token or with an access token that has been already used. The NF service consumer may repeat the same request with a new OAuth 2.0 access token.
NOTE:
If a NF service producer accepts a request without the OAuth 2.0 access token, based on local policy, it is assumed that such accesses are allowed based on trust relationships and hence full access to the resource as it would have been otherwise allowed, is provided.
* * * End of Changes * * * *

