Page 1



3GPP TSG CT WG4 Meeting #86
C4-186350
West Palm Beach, US 20th – 24th August 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	23.008
	CR
	0564
	rev
	1
	Current version:
	15.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Data related to authentication, ciphering and keying for 5GS

	
	

	Source to WG:
	Orange

	Source to TSG:
	CT4

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2018-08-21

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Add data storage information and parameter description related to authentication, ciphering and keying for 5GS.

	
	

	Summary of change:
	The 5GS supports two authentication methods: EAP-AKA' and 5G-AKA. This CR adds then the following data (defined in 3GPP TS 33.501):
· RAND, AUTN, XRES, CK', IK' used in EAP-AKA' (not stored)
· RAND, AUTN, XRES* used in 5G-AKA (UDM->AUSF) (not stored)
· RAND, AUTN, HXRES*used in 5G-AKA (AUSF->AMF (not stored))
· Kausf: either provided by UDM (5G-AKA) or derived at AUSF (EAP-AKA')

· Kseaf: provided by AUSF to AMF (acting as SEAF)



	
	

	Consequences if not approved:
	Data related to authentication in 5GS not defined in 3GPP TS 23.008

	
	

	Clauses affected:
	0.1, 2.x.y1, 2.x.y2, 2.x.y3, 2.x.y4, 2.x.y5, 5.2B

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

0.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.002: "Circuit Bearer Services (BS) supported by a Public Land Mobile Network (PLMN)".
----- CUT FOR READINESS ----

[112]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[113]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[a]
3GPP TS 33.501: " Security Architecture and Procedures for 5G System"
* * * Next Change * * * *

2.x.y1
RAND, AUTN, XRES, CK', IK'
Random Challenge (RAND), Authentication Token (AUTN), Expected Response (XRES), Cipher Key prime (CK') and (IK') form a quintuplet vector for user authentication based on EAP-AKA' as defined in subclause 6.1.3.1 of  3GPP TS 33.501 [a].
This quintuplet is provided by the UDM to the AUSF.
* * * Next Change * * * *

2.x.y2
RAND, AUTN, XRES*
Random Challenge (RAND), Authentication Token (AUTN), Expected Response prime (XRES*) form a triplet for user authentication based on 5G AKA as defined in subclause 6.1.3.2.0 of 3GPP TS 33.501 [a].
This triplet is provided by the UDM to the AUSF. The Expected Response prime (XRES*) is used in particular during the confirmation phase by the AUSF.
* * * Next Change * * * *

2.x.y3
RAND, AUTN, HXRES*
Random Challenge (RAND), Authentication Token (AUTN), H-Expected Response prime (HXRES*) form a triplet for user authentication based on 5G AKA as defined in subclause 6.1.3.2.0 of 3GPP TS 33.501 [a].
This triplet is provided by the AUSF to the AMF.
* * * Next Change * * * *

2.x.y4
Kausf

The Kausf is defined in 3GPP TS 33.501 [a]. It is a key either provided by the UDM (along with RAND, AUTN and XRES*) if 5G-AKA is selected as authentication method or derived at the AUSF if EAP-AKA' is selected.

The Kausf is temporary data condtionnaly stored at the AUSF.
* * * Next Change * * * *

2.x.y5
Kseaf
The Kseaf is defined in 3GPP TS 33.501 [a]. It is a key provided by the AUSF to the AMF acting as an SEAF. In case of 5G-AKA, it is provided along with RAND, AUTN and HXRES*)
The Kseaf is temporary data stored at the AMF.
* * * Next Change * * * *

5.2B
PS Network Access Mode Data (5GS)
Table 5.2B-1: Overview of data used for PS Network Access Mode (5GS)
	PARAMETER
	Subclause
	UDM
	AMF
	SMF
	SMSF
	AUSF
	NEF
	
	TYPE

	TAI
	2.13.45
	-
	C
	C
	-
	-
	-
	-
	T

	RAND, AUTN, XRES, CK', IK'
	2.x.y1
	-
	-
	-
	-
	-
	-
	-
	T

	RAND, AUTN, XRES*
	2.x.y2
	-
	-
	-
	-
	-
	-
	-
	T

	RAND, AUTN, HXRES*
	2.x.y3
	-
	-
	-
	-
	-
	-
	-
	T

	Kausf
	2.x.y4
	-
	-
	-
	-
	C
	-
	-
	T

	Kseaf
	2.x.y5
	-
	M
	-
	-
	-
	-
	-
	T


Editor's Note: it is FFS whether the table should address additional NFs, e.g. PCF or N3IWF.

NOTE:
Where the node physically stores data and/or from where it retrieves data for usage (e.g. interactions with the UDR) are not reflected in this table.

* * * End of Changes * * * *

