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1. Introduction
The API URI, usage of HTTP, HTTP standard headers, custom headers and content type used for N32 initial handshake API are not yet specified. 
2. Reason for Change
The API URI, usage of HTTP, HTTP standard headers, custom headers and content type used for N32 initial handshake API need to be specified. 
The N32 initial handshake procedure results in the creation of an N32f context on both the SEPPs. A RESTFul semantic for the N32-f context creation and deletion is not adopted. N32-f context creation goes hand in hand with cipher suite negotiation / parameter exchange. Since semantics are mixed here, it is better to design them as custom operations.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.cde v0.1.0.
* * * First Change * * * *
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* * * First Change * * * *

4.2.2
N32-c Interface
The following figure shows the scope of the N32-c interface.
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Figure 4.2.2-1: N32-c Interface
The N32-c interface provides the following functionalities:
-
Initial handshake procedure between the SEPP in PLMN A (called the initiating SEPP) and the SEPP in PLMN B (called the responding SEPP), that involves capability negotiation and parameter exchange as specified in 3GPP TS 33.501 [6].

* * * Next Change * * * *

5.2.2
Security Capability Negotiation Procedure
The initiating SEPP shall initiate a Security Capability Negotiation procedure towards the responding SEPP to agree on a security mechanism to use for protecting NF service related signalling over N32-f. A HTTP/2 connection shall be setup between the SEPPs before the initiation of this procedure. This HTTP/2 connection shall be direct and shall not be proxied by intermediaries. The procedure is described in Figure 5.2.2-1 below.
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1. POST ../capability (SecNegotiateReqData)

2a. 200 OK (SecNegotiateRspData)

2b. 4xx/5xx (ProblemDetails)


Figure 5.2.2-1: Security Capability Negotiation Procedure

1.
The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecurityNeogiateReqData" IE carrying the following information

-
Supported security capabilities (i.e ALS and/or TLS)

2a.
On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information

-
Selected security capability (i.e ALS or TLS)

The responding SEPP compares the initiating SEPP's supported security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both the SEPPs. If the selected security capability indicates any other capability other than ALS, then the HTTP/2 connection initiated between the two SEPPs for the initial handshake procedures shall be terminated. The negotiated security capability shall be applicable on both the directions.
2b.
On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.2.



* * * Next Change * * * *

6.1.3
Resources 

6.1.3.1
Overview
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Figure 6.1.3.1-1: Resource URI structure 

There are no resources in this version of the initial handshake API. All the operations are realized as custom operations without resources.


	
	
	
	


	
	
	
	

	
	
	
	

	
	
	
	


* * * Next Change * * * *









	
	

	
	

	
	

	
	









	
	
	
	
	

	
	
	
	
	




	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	














	
	

	
	

	
	

	
	









	
	
	
	
	

	
	
	
	
	




	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	






* * * Next Change * * * *

6.1.4
Custom Operations without Associated Resources 

6.1.4.1
Overview


Table 6.1.4.1-1: Custom operations without associated resources

	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/n32-init-handshake/v1/capability
	POST
	This is the N32 capability exchange API used to negotiate the security capabilities between SEPPs.

	
	
	


6.1.4.2
Operation: Security Capability Negotiation


6.1.4.2.1
Description


This custom operation is used between the SEPPs to negotiate their security capabilities. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32-init-handshake/v1/capability
This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.

Table 6.1.3.2.1-1: URI variables for this Operation
	Name
	Definition

	apiRoot
	See subclause 6.1.1.


6.1.4.2.2
Operation Definition


This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.

Table 6.1.4.2.2-1: Data structures supported by the POST Request Body 
	Data type
	P
	Cardinality
	Description

	SecNegotiateReqData
	M
	1
	The IE shall contain the security capabilities of the initiating SEPP.


Table 6.1.4.2.2-2: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	SecNegotiateRspData
	M
	1
	200 OK
	


This represents the successful processing of the requested security capabilities. The responding SEPP shall provide the security capabilities that it has selected, in the response.

	ProblemDetails
	M
	1
	4xx / 5xx
	All the mandatory to support 4xx and 5xx status codes as specified in subclause 5.2.7.1 and their corresponding application errors specified in subclause 5.2.7.2 of 3GPP TS 29.500 4] shall be supported.


6.1.4.3
Operation: < operation 2>

And so on if there are more than two custom operations supported by the service. Same structure as in subclause 6.2.4.2. 

* * * Next Change * * * *

6.1.5
Data Model

6.1.5.1
General

This subclause specifies the application data model supported by the API.


Table 6.1.5.1-1 specifies the data types defined for the N32 interface.

Table 6.1.5.1-1: N32 specific Data Types

	Data type
	Section defined
	Description

	SecNegotiateReqData
	6.1.5.2.2
	Defines the security capabilities of a SEPP sent to a receiving SEPP.

	SecNegotiateRspData
	6.1.5.2.3
	Defines the selected security capabilities by a SEPP.

	SecurityCapability
	6.1.5.3.3
	Enumeration of security capabilities.


Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface. 

Table 6.1.5.1-2: N32 re-used Data Types

	Data type
	Reference
	Comments

	Uri
	3GPP TS 29.571 [x]
	


6.1.5.2
Structured data types


6.1.5.2.1
Introduction



This subclause defines the structures to be used in the N32 Initial Handshake API. 

Allowed structures are: array, object.

6.1.5.2.2
Type: SecNegotiateReqData 




Table 6.1.5.2.2-1: Definition of type SecNegotiateReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Uri
	M
	1
	This IE shall uniquely identify the SEPP that is sending the request. This IE is used to store the negotiated security capability against the right SEPP.

	supportedSecCapabilityList
	array(SecurityCapability)
	M
	1..N
	This IE shall contain the list of security capabilities that the requesting SEPP supports.

	
	
	
	
	


6.1.5.2.3
Type: SecNegotiateRspData

Table 6.1.5.2.3-1: Definition of type SecNegotiateRspData

	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Uri
	M
	1
	This IE shall uniquely identify the SEPP that is sending the request. This IE is used to store the negotiated security capability against the right SEPP.

	selectedSecCapability
	SecurityCapability
	M
	1
	This IE shall contain the security capability selected by the responding SEPP.


6.1.5.3
Simple data types and enumerations


6.1.5.3.1
Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the previous subclauses.

6.1.5.3.2
Simple data types 

The simple data types defined in table 6.1.5.3.2-1 shall be supported.

Table 6.1.5.3.2-1: Simple data types

	Type Name
	Type Definition
	Description

	
	
	


6.1.5.3.3
Enumeration: SecurityCapability

Table 6.1.5.3.3-1: Enumeration SecurityCapability
	Enumeration value
	Description

	"TLS"
	TLS security is supported by the SEPP.

	"ALS"
	Application layer security is supported by the SEPP.


6.1.5.3.4
Enumeration: <EnumType2>

And so on if there are more enumerations to define.

* * * End of Changes * * * *
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