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1. Overall Description:

CT4 WG thanks SA3 WG for their LS (C4-185028) related to a possible race conditions issue during the 5G AKA authentication session. 

The CT4 WG understanding after having review the mentioned article and the related SA3 WG LS is that this case cannot happen in our authentication system. The reason is that the use of HTTP/2 permits to correlate request and response thanks to the STREAM_ID identifier. Moreover, we assume that there is an internal application logic within the AUSF which permits to correlate the whole primary authentication system i.e. between the procedure with the AMF on one side and the procedure with the UDM on the other side..

Concerning SA3 questions, please see below our reply:
Question 1: SA3 would like to know whether CT4 agrees that there is a lack of binding between the first request and final response at the stage 3 level? If yes, whether CT4 has taken the described race condition into account in their protocol design?

[CT4] As mentioned, the STREAM_ID can be used as an identifier of the request on one side and the AUSF can use it to bind with the request sent to the UDM.

Question 2: If so, could CT4 inform SA3 how this condition is avoided, e.g., by pointing SA3 to the relevant specification?

[CT4] Stream identifiers are described in section 5.1.1 of IETF RFC 7540 (HTTP/2)

Question 3: SA3 would like to know whether CT4 would find the attached CR helpful to be included in SA3 specification? 

[CT4] CT4 WG considers that it is fair to include the proposed text at stage 2 level even though the protocol chosen by CT4 solves natively the mentioned issue.
CT4 WG hopes this clarify concerns raised by SA3 WG.
2. Actions:

To SA3 group.

ACTION: None
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