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1. Introduction
The initial handshake procedures of the new N32 specification needs to be specified.
2. Reason for Change
Specify the initial handshake procedures in the N32 TS
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.xxx.
* * * First Change * * * *

5
N32 Procedures

5.1
Introduction

The procedures on the N32 interface are split into two categories:
- Procedures that happen end to end between the SEPPs on the N32-c interface;

- Procedures that are used for the forwarding of messages on the service based interface between the NF service consumer and the NF service producer via the SEPP across the N32-f interface.
* * * Next Change * * * *

5.2
N32 Initial Handshake Procedures (N32-c)

5.2.1
General
The initial handshake procedure is used between the SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) to mutually authenticate each other and negotiate the security mechanism to use over N32-f along with associated security configuration parameters.

A HTTP/2 connection shall be established between the c-SEPP and the p-SEPP end to end over TLS. The HTTP/2 connection shall be torn down after the completion of the initial handshake procedure. The following initial handshake procedures are specified in the subclauses below.

-
Security Capability Negotiation Procedure

-
Parameter Exchange Procedure
* * * Next Change * * * *

5.2.2
Security Capability Negotiation Procedure

The c-SEPP shall initiate a Security Capability Negotiation procedure towards the p-SEPP to agree on a security mechanism to use for protecting NF service related signalling over N32-f. The procedure is described in Figure 5.2.2-1 below.
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Figure 5.2.2-1: Security Capability Negotiation Procedure

1.
The C-SEPP issues a HTTP POST request towards the P-SEPP with the request body containing the "SecurityNeogiateReqData" IE carrying the following information

-
Supported security capabilities (i.e ALS and/or TLS)
2a.
On successful processing of the request, the P-SEPP shall respond to the C-SEPP with a "200 OK" status code and a POST response body that contains the following information

-
Selected security capability (i.e ALS or TLS)

The P-SEPP compares the C-SEPP's supported security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both the C-SEPP and the P-SEPP. If the selected security capability indicates any other capability other than ALS, then the HTTP/2 connection initiated between the two SEPPs for the initial handshake procedures shall be terminated.
2b.
On failure, the P-SEPP shall respond to the C-SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.3.2.3.1 or 6.1.4.2.

Editor's Note: It is FFS whether a resource standard method is to be used or a custom operation without resource needs to be used. The clause number above need to be updated once this is decided.
Editor's Note: It is FFS whether the Security Capability Negotiation procedure can be performed periodically.
Editor's Note: It is FFS whether the Security Capability Negotiation procedure needs to be executed on both directions or if it is enough to exchange both the SEPP's capabilities in one procedure interaction itself.
* * * Next Change * * * *

5.2.3
Parameter Exchange Procedure


The parameter exchange procedure shall be executed if the security capability negotiation procedure selected the security capability as ALS. The parameter exchange procedure is performed to:
· agree on a cipher suite to use for protecting NF service related signalling over N32-f; and
· optionally, negotiate the protection policies to use for protecting NF service related signalling over N32.

5.2.3.1
Parameter Exchange Procedure for Cipher Suite Negotiation

The parameter exchange procedure for cipher suite negotiation shall be performed immediately after the security capability negotiation procedure if the selected security policy is ALS.
The procedure is described in Figure 5.2.3.1-1 below.
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Figure 5.2.3.1-1: Parameter Exchange Procedure for Cipher Suite Negotiation
1.
The C-SEPP issues a HTTP POST request towards the P-SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information

-
Supported cipher suites;
2a.
On successful processing of the request, the P-SEPP shall respond to the C-SEPP with a "200 OK" status code and a POST response body that contains the following information

-
Selected cipher suite
The P-SEPP compares the C-SEPP's supported cipher suites to its own supported cipher suites and selects, based on its local policy, a cipher suite, which is supported by both the C-SEPP and the P-SEPP. 
2b.
On failure, the P-SEPP shall respond to the C-SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.3.3.3.1 or 6.1.4.3.

Editor's Note: It is FFS whether a resource standard method is to be used or a custom operation without resource needs to be used. The clause number above need to be updated once this is decided.
Editor's Note: It is FFS whether the Parameter Exchange procedure for negotiating protection policies can be piggy backed over the Parameter Exchange Procedure for cipher suite exchange.
Editor's Note: It is FFS whether the Parameter Exchange procedure for negotiating cipher suites can be performed periodically.
Editor's Note: It is FFS whether the Parameter Exchange procedure needs to be executed on both directions or if it is enough to exchange both the SEPP's parameters in one procedure interaction itself.
* * * Next Change * * * *

5.2.3.2
Parameter Exchange Procedure for Protection Policy Negotiation
The parameter exchange procedure for protection policy negotiation may be performed any time. If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established.
The procedure is described in Figure 5.2.3.2-1 below.
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Figure 5.2.3.2-1: Parameter Exchange Procedure for Protection Policy Negotiation
1.
The C-SEPP issues a HTTP POST request towards the P-SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information

-
Protection policy information
2a.
On successful processing of the request, the P-SEPP shall respond to the C-SEPP with a "200 OK" status code and a POST response body that contains the following information

-
Selected protection policy information

The C-SEPP shall store the selected protection policy information and shall apply this policy for subsequent message transfers over N32-f.
2b.
On failure, the P-SEPP shall respond to the C-SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.3.3.3.1 or 6.1.4.3.

Editor's Note: It is FFS whether a resource standard method is to be used or a custom operation without resource needs to be used. The clause number above need to be updated once this is decided.
Editor's Note: It is FFS whether the Parameter Exchange procedure needs to be executed on both directions or if it is enough to exchange both the SEPP's parameters in one procedure interaction itself.
* * * End of Changes * * * *
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