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* * * First Change * * * *

5.3.2.2.4
SMF registration 
Figure 5.3.2.2.4-1 shows a scenario where an SMF sends a request to the UDM to create a new registration (see also 3GPP TS 23.502 [3] figure 4.3.2.2.1-1 step 4). The request contains the UE's identity (/{ueId}) which shall be a SUPI and the SMF Registration Information.
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Figure 5.3.2.2.4-1: SMF registration

1.
The SMF sends a PUT request to the resource .../{ueId}/registrations/smf-registrations/{pduSessionId}, to create an SMF Registration as present in the message body. 

2a.
The UDM responds with "201 Created" with the message body containing a representation of the created SMF registration. 

2b.
If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).
* * * Next Change * * * *

5.3.2.2.5
SMSF Registration for 3GPP Access

Figure 5.3.2.2.5-1 shows a scenario where the SMSF sends a request to the UDM to create or update the SMSF registration information for 3GPP access (see also 3GPP TS 23.502 [3], section 4.13.3.1). The request contains the UE's identity (/{ueId}) which shall be a SUPI and the SMSF Registration Information for SMS service.
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Figure 5.3.2.2.5-1: SMSF registering for 3GPP Access

1.
The SMSF sends a PUT request to the resource representing the UE's SMSF registration for 3GPP Access to update or create SMSF registration information. 
2a.
If successful, the UDM responds with "200 OK", or "201 Created" with the message body containing the representation of the SmsfRegistration.
2b.
If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the PUT response body.

* * * Next Change * * * *

5.3.2.2.6
SMSF Registration for Non 3GPP Access

Figure 5.3.2.2.6-1 shows a scenario where the SMSF sends a request to the UDM to create or update the SMSF registration information for non 3GPP access (see also 3GPP TS 23.502 [3], section 4.13.3.1). The request contains the UE's identity (/{ueId}) which shall be a SUPI and the SMSF Registration Information for SMS service.
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Figure 5.3.2.2.6-1: SMSF registering for Non 3GPP Access

1.
The SMSF sends a PUT request to the resource representing the UE's SMSF registration for Non 3GPP Access to update or create SMSF registration information. 
2a.
If successful, the UDM responds with "200 OK", or "201 Created" with the message body containing the representation of the SmsfRegistration.
2b.
If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the PUT response body.
* * * Next Change * * * *

5.4.2.2
Get

5.4.2.2.1
General

The following procedure using the Get service operation is supported:

-
Authentication Information Retrieval
As part of this Authentication Information Retrieval operation, the UDM authorizes or rejects the subscriber to use the service provided by the registered NF, based on subscription data (e.g. roaming restrictions).
* * * Next Change * * * *

5.4.2.2.2
Authentication Information Retrieval

Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] subclause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.
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Figure 5.4.2.2.2-1: NF service consumer requesting authentication information

1.
The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information. 

2a.
The UDM responds with "200 OK" with the message body containing the authentication data information. 
2b.
If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).
* * * Next Change * * * *

6.1.6.2.17
Type: PduSession

Table 6.1.6.2.17-1: Definition of type PduSession
	Attribute name
	Data type
	P
	Cardinality
	Description

	pduSessionId
	PduSessionId
	M
	1
	Identifier of the PDU Session

	dnn
	Dnn
	M
	1
	Data Network Name

	smfId
	NfInstanceId
	M
	1
	Nf-Id of the SMF

	smfAddress
	IpAddress
	M
	1
	IP address of the SMF

	plmnId
	PlmnId
	M
	1
	PLMN Id of the SMF


* * * Next Change * * * *

6.2.6
Data Model

6.2.6.1
General

This subclause specifies the application data model supported by the API.

Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 

Table 6.2.6.1-1 specifies the structured data types defined for the Nudm_UECM service API. For simple data types defined for the Nudm_UECM service API see table 6.2.6.3.2-1.

Table 6.2.6.1-1: Nudm_UECM specific Data Types

	Data type
	Section defined
	Description

	Amf3GppAccessRegistration
	6.2.6.2.2
	The complete set of information relevant to the AMF where the UE has registered via 3GPP access.

	PurgeFlag
	6.2.6.3.2
	This flag indicates whether or not the NF has deregistered.

	AmfNon3GppAccessRegistration
	6.2.6.2.3
	The complete set of information relevant to the AMF where the UE has registered via non 3GPP access.

	DeregistrationData
	6.2.6.2.5
	Data sent with the Deregistration Notification

	SmfRegistration
	6.2.6.2.4
	The complete set of information relevant to an SMF serving the UE

	SmsfRegistration
	6.2.6.2.6
	The complete set of information relevant to the SMSF serving the UE.

	Amf3GppAccessRegistrationModification
	6.2.6.2.7
	Contains attributes of Amf3GppAccessRegistration that can be modified using PATCH

	AmfNon3GppAccessRegistrationModification
	6.2.6.2.8
	Contains attributes of AmfNon3GppAccessRegistration that can be modified using PATCH

	PcscfRestorationNotification
	6.2.6.2.9
	Information sent to the AMF or SMF when P-CSCF restoration is triggered.


Table 6.2.6.1-2 specifies data types re-used by the Nudm_uecm service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_uecm service API. 

Table 6.2.6.1-2: Nudm_UECM re-used Data Types

	Data type
	Reference
	Comments

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	PduSessionId
	3GPP TS 29.571 [7]
	PDU Session ID

	Pei
	3GPP TS 29.571 [7]
	Permanent Equipment Identifier

	ProblemDetails
	3GPP TS 29.571 [7]
	Common data type used in response bodies

	Uri
	3GPP TS 29.571 [7]
	Uniform Resource Identifier

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] subclause 6.6

	Supi
	3GPP TS 29.571 [7]
	see 3GPP TS 23.501 [2] subclause 5.9.2

	PlmnId
	3GPP TS 29.571 [7]
	PLMN Identity


* * * Next Change * * * *

6.2.6.2.4
Type: SmfRegistration 

Table 6.2.6.2.4-1: Definition of type SmfRegistration
	Attribute name
	Data type
	P
	Cardinality
	Description

	smfId
	NfInstanceId
	M
	1
	Identifier of the SMF

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See subclause 6.2.8

	pduSessionId
	PduSessionId
	M
	1
	PDU Session ID

	dnn
	Dnn
	M
	1
	Data Network Name

	pcscfRestorationCallbackUri
	Uri
	O
	0..1
	a URI provided by the SMF to receive (implicitly subscribed) notifications on the need for P-CSCF Restoration

	plmnId
	PlmnId
	M
	1
	Serving node PLMN identity.

	
	
	
	
	


* * * Next Change * * * *

6.2.6.2.6
Type: SmsfRegistration

Table 6.2.6.2.6-1: Definition of type SmsfRegistration
	Attribute name
	Data type
	P
	Cardinality
	Description

	smsfId
	NfInstanceId
	M
	1
	Identifier of the SMSF

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See subclause 6.2.8

	plmnId
	PlmnId
	M
	1
	Serving node PLMN identity


* * * Next Change * * * *

A.2
Nudm_SDM API

openapi: 3.0.0

info:

  version: '1.PreR15.0.0'

  title: 'Nudm_SDM'

  description: 'Nudm Subscriber Data Management Service'

servers:

  - url: https://{apiRoot}/nudm-sdm/v1

    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause subclause 4.4 of 3GPP TS 29.501, excluding the https:// part.

security:

  - oAuth2ClientCredentials: []
paths:

  /{supi}:

    get:

      summary: retrieve multiple data sets

      operationId: Get

      tags:

        - Retrieval of multiple data sets

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: dataset-names

          in: query

          description: List of dataset names

          required: true

          schema:

             $ref: '#/components/schemas/DatasetNames'

        - name: plmn-id

          in: query

          description: serving PLMN ID

          content:

            application/json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SubscriptionDataSets'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{supi}/nssai:

    get:

      summary: retrieve a UE's subscribed NSSAI

      operationId: Get

      tags:

        - Subscribed Network Slice Selection Assistance Information Retrieval

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        - name: plmn-id

          in: query

          description: serving PLMN ID

          content:

            application/json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/Nssai'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{supi}/am-data:

    get:

      summary: retrieve a UE's Access and Mobility Subscription Data

      operationId: Get

      tags:

        - Access and Mobility Subscription Data Retrieval

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        - name: plmn-id

          in: query

          description: serving PLMN ID

          content:

            application/json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AccessAndMobilitySubscriptionData'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{supi}/smf-select-data:

    get:

      summary: retrieve a UE's SMF Selection Subscription Data

      operationId: Get

      tags:

        - SMF Selection Subscription Data Retrieval

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        - name: plmn-id

          in: query

          description: serving PLMN ID

          content:

            application/json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmfSelectionSubscriptionData'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{supi}/ue-context-in-smf-data:

    get:

      summary: retrieve a UE's UE Context In SMF Data

      operationId: Get

      tags:

        - UE Context In SMF Data Retrieval

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/UeContextInSmfData'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{supi}/sm-data:

    get:

      summary: retrieve a UE's Session Management Subscription Data

      operationId: Get

      tags:

        - Session Management Subscription Data Retrieval

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        - name: singleNssai

          in: query

          content:

            application/json:

              schema:

               $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'

        - name: dnn

          in: query

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

        - name: plmnId

          in: query

          content:

            application/json:

              schema:

               $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                type: array

                items:

                  $ref: '#/components/schemas/SessionManagementSubscriptionData'

                minItems: 1

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{supi}/sms-data:

    get:

      summary: retrieve a UE's SMS Subscription Data

      operationId: Get

      tags:

        - SMS Subscription Data Retrieval

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        - name: plmnId

          in: query

          content:

            application/json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmsSubscriptionData'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{supi}/sms-mng-data:

    get:

      summary: retrieve a UE's SMS Management Subscription Data

      operationId: Get

      tags:

        - SMS Management Subscription Data Retrieval

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        - name: plmnId

          in: query

          content:

            application/json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmsManagementSubscriptionData'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{supi}/sdm-subscriptions:

    post:

      summary: subscribe to notifications

      operationId: Subscribe

      tags:

        - Subscription Creation

      parameters:

        - name: supi

          in: path

          description: SUPI of the user

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SdmSubscription'

        required: true

      responses:

        '201':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SdmSubscription'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

      callbacks:

        datachangeNotification:

          '{request.body#/callbackReference}':

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/ModificationNotification'

              responses:

                '204':

                  description: Successful Notification response

  /{supi}/sdm-subscriptions/{subscriptionId}:

    delete:

      summary: unsubscribe from notifications

      operationId: Unsubscribe

      tags:

        - Subscription Deletion

      parameters:

        - name: supi

          in: path

          description: SUPI of the user

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: subscriptionId

          in: path

          description: Id of the SDM Subscription

          required: true

          schema:

            type: string

      responses:

        '204':

          description: Successful response

  /{gpsi}/id-translation-result:

    get:

      summary: retrieve a UE's SUPI

      operationId: Get

      tags:

        - GPSI to SUPI Translation

      parameters:

        - name: gpsi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/IdTranslationResult'

        '404':

          description: User (GPSI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:
  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes: {}
  schemas:

# COMPLEX TYPES:

    DatasetNames:

      type: array

      items: 

        $ref: '#/components/schemas/DataSetName'

      minItems: 2

      uniqueItems: true

    SubscriptionDataSets:

      type: object

      properties:

        amData:

          $ref: '#/components/schemas/AccessAndMobilitySubscriptionData'

        smfSelData:

          $ref: '#/components/schemas/SmfSelectionSubscriptionData'

    AccessAndMobilitySubscriptionData:

      type: object

      properties:

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        gpsis:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

        internalGroupIds:

          type: array

          items:

            $ref: '#/components/schemas/InternalGroupId'

        subscribedUeAmbr:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ambr'

        nssai:

          $ref: '#/components/schemas/Nssai'
        ratRestrictions:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/RatType'

        areaRestrictions:

          type: array

          items:

            $ref: '#/components/schemas/AreaRestriction'

        coreNetworkTypeRestrictions:

          type: array

          items:

            $ref: '#/components/schemas/CoreNetworkType'
        rfspIndex:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/RfspIndex'
        subsRegTimer:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

        ueUsageType:

          $ref: '#/components/schemas/UeUsageType'
        ladnInformation:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        mpsPriority:

          $ref: '#/components/schemas/MpsPriorityIndicator'

        activeTime:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

        dlPacketCount:

          $ref: '#/components/schemas/DlPacketCount'

    AreaRestriction:

      type: object

      required:

        - restrictionType

      properties:

        restrictionType:

          $ref: '#/components/schemas/RestrictionType'

        areaInformation:

          $ref: '#/components/schemas/AreaInformation'

        ratTypes:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/RatType'

    AreaInformation:

      type: object

      properties:

        tacs:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Tac'

        areaCodes:

          type: array

          items:

            $ref: '#/components/schemas/AreaCode'

        maxNumderTAs:

          type: integer

    SmfSelectionSubscriptionData:

      type: object

      properties:

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        subscribedSnssaiInfo:

          type: array

          items:

            $ref: '#/components/schemas/SnssaiInfo'

    SnssaiInfo:

      type: object

      required:

        - singleNssai

        - dnnInfos

      properties:

        singleNssai:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'

        dnnInfos:

          type: array

          items:

            $ref: '#/components/schemas/DnnInfo'

          minItems: 1

    DnnInfo:

      type: object

      required:

        - dnn

      properties:

        dnn:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

        defaultDnnIndicator:

          $ref: '#/components/schemas/DnnIndicator'

        lboRoamingAllowed:

          $ref: '#/components/schemas/LboRoamingAllowed'

    Nssai:

      type: object

      properties:

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        defaultSingleNssais:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'

          maxItems: 8

        singleNssais:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'

    UeContextInSmfData:

      type: object

      additionalProperties:

        $ref: '#/components/schemas/PduSession'

      minProperties: 1

    PduSession:

      type: object

      required:

        - pduSessionId

        - dnn

        - smfId

        - smfAddress
        - plmnId
      properties:

        pduSessionId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionId'

        dnn:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

        smfId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        smfAddress:

          $ref: '#/components/schemas/IpAddress'
        plmnId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
    SessionManagementSubscriptionData:

      type: object

      required:

        - singleNssai

      properties:

        singleNssai:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'

        dnnConfiguration:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/DnnConfiguration'

    DnnConfiguration:

      type: object

      required:

        - dnn

        - pduSessionTypes

        - sscModes

      properties:

        dnn:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

        pduSessionTypes:

          $ref: '#/components/schemas/PduSessionTypes'

        sscModes:

          $ref: '#/components/schemas/SscModes'

        ladnIndicator:

          $ref: '#/components/schemas/LadnIndicator'

        5gQosProfile:

          $ref: '#/components/schemas/5GQosProfile'

        sessionAmbr:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ambr'

        3gppChargingCharacteristics:

          $ref: '#/components/schemas/3GppChargingCharacteristics'
        staticIpAddress:

          $ref: '#/components/schemas/IpAddress'

    IpAddress:

      type: object

      properties:

        ipv4Addr:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'

        ipv6Addr:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'

        ipv6Prefix:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'

    PduSessionTypes:

      type: object

      required:

        - defaultSessionType

      properties:

        defaultSessionType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionType'

        allowedSessionTypes:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionType'

    SscModes:

      type: object

      required:

        - defaultSscMode

      properties:

        defaultSscMode:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SscMode'
        allowedSscModes:

          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/SscMode'
          minItems: 0

          maxItems: 2

    5GQosProfile:

      type: object

      required:

        - 5qi

      properties:

        5qi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/5qi'

        arp:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Arp'

    SmsSubscriptionData:

      type: object

      properties:

        smsSupported:

          $ref: '#/components/schemas/SmsSupport'

    SmsManagementSubscriptionData:

      type: object

      required:

        - mtSmsSubscribed

        - moSmsSubscribed

      properties:

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        mtSmsSubscribed:

          type: boolean

        mtSmsBarringAll:

          type: boolean

        mtSmsBarringRoaming:

          type: boolean

        moSmsSubscribed:

          type: boolean

        moSmsBarringAll:

          type: boolean

        moSmsBarringRoaming:

          type: boolean

    SdmSubscription:

      type: object

      required:

        - callbackUri

        - monitoredResourceUri

      properties:

        callbackReference:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        monitoredResourceUris:

          type: array

          items: 

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

          minItems: 1

    ModificationNotification:

      type: object

      properties:

        amDataModification:

          $ref: '#/components/schemas/AccessAndMobilitySubscriptionData'

        smfSelDataModification:

          $ref: '#/components/schemas/SmfSelectionSubscriptionData'

        smsMngDataModification:

          $ref: '#/components/schemas/SmsManagementSubscriptionData'

        smDataModification:

          $ref: '#/components/schemas/SessionManagementSubscriptionData'

    IdTranslationResult:

      type: object

      required:

        - supi

      properties:

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        gpsi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

# SIMPLE TYPES:

    UeUsageType:

      type: integer

    MpsPriorityIndicator:

      type: boolean

    DnnIndicator:

      type: boolean

    LboRoamingAllowed:

      type: boolean

    LadnIndicator:

      type: boolean

    SmsSupport:

      type: boolean
    3GppChargingCharacteristics:

      type: string
    DlPacketCount:

      type: integer
      minimum: -1
    InternalGroupId:

      type: string
    AreaCode:

      type: string

# ENUMS:

    DataSetName:

      anyOf:

      - type: string

        enum:

        - AM

        - SMF_SEL

      - type: string

    RestrictionType:

      anyOf:

      - type: string

        enum:

        - SAR_ALLOWED_AREA
        - SAR_NOT_ALLOWED_AREA
        - FORBIDDEN_AREA
      - type: string

    CoreNetworkType:

      anyOf:

      - type: string

        enum:

        - 5GC
        - EPC
      - type: string
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* * * Next Change * * * *
A.3
Nudm_UECM API

openapi: 3.0.0

info:

  version: '1.PreR15.0.0'

  title: 'Nudm_UECM'

  description: 'Nudm Context Management Service'

servers:

  - url: https://{apiRoot}/nudm-uecm/v1

    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause subclause 4.4 of 3GPP TS 29.501, excluding the https:// part.

security:

  - oAuth2ClientCredentials: []

paths:

  /{ueId}/registrations/amf-3gpp-access:

    put:

      summary: register as AMF for 3GPP access

      operationId: Registration

      tags:

        - AMF registration for 3GPP access

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/Amf3GppAccessRegistration'

        required: true

      responses:

        '204':

          description: Expected response to a valid request

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

      callbacks:

        deregistrationeNotification:

          '{request.body#/deregCallbackUri}':

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/DeregistrationData'

              responses:

                '204':

                  description: Successful Notification response

    patch:

      summary: Update a parameter in the AMF registration for 3GPP access

      operationId: Update

      tags:

        - Parameter update in the AMF registration for 3GPP access

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/merge-patch+json:

            schema:

              $ref: '#/components/schemas/Amf3GppAccessRegistrationModification'

        required: true

      responses:

        '204':

          description: Expected response to a valid request

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

    get:

      summary: retrieve the AMF registration for 3GPP access information

      operationId: Get

      tags:

        - AMF 3Gpp-access Registration Info Retrieval

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

        - name: supportedFeatures

          in: query

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/Amf3GppAccessRegistration'

        '404':

          description: User (GPSI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{ueId}/registrations/amf-non-3gpp-access:

    put:

      summary: register as AMF for non-3GPP access

      operationId: Register

      tags:

        - AMF registration for non-3GPP access

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AmfNon3GppAccessRegistration'

        required: true

      responses:

        '204':

          description: Expected response to a valid request

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

      callbacks:

        deregistrationeNotification:

          '{request.body#/deregCallbackUri}':

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/DeregistrationData'

              responses:

                '204':

                  description: Successful Notification response

    patch:

      summary: update a parameter in the AMF registration for non-3GPP access

      operationId: Update

      tags:

        - Parameter update in the AMF registration for non-3GPP access

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/merge-patch+json:

            schema:

              $ref: '#/components/schemas/AmfNon3GppAccessRegistrationModification'

        required: true

      responses:

        '204':

          description: Expected response to a valid request

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

    get:

      summary: retrieve the AMF registration for non-3GPP access information

      operationId: Get

      tags:

        - AMF non-3GPP-access Registration Info  Retrieval

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

        - name: supportedFeatures

          in: query

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AmfNon3GppAccessRegistration'

        '404':

          description: User (GPSI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{ueId}/registrations/smf-registrations/{pduSessionId}:

    put:

      summary: register as SMF

      operationId: Registration

      tags:

        - SMF Registration

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: pduSessionId

          in: path

          description: Identifier of the PDU session

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionId'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SmfRegistration'

        required: true

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmfRegistration'   

        '403':

          description: Forbidden

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

      callbacks:

        pcscfRestorationNotification:

          '{request.body#/pcscfRestorationCallbackUri}':

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/PcscfRestorationNotification'

              responses:

                '204':

                  description: Successful Notification response

    delete:

      summary: delete an SMF registration

      operationId: Deregistration

      tags:

        - SMF Deregistration

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        - name: pduSessionId

          in: path

          description: Identifier of the PDU session

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionId'

      responses:

        '204':

          description: Expected response to a valid request

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{ueId}/registrations/smsf-3gpp-access:

    put:

      summary: register as SMSF for 3GPP access

      operationId: Update SMSF Reg 3GPP

      tags:

        - SMSF registration for 3GPP access

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SmsfRegistration'

        required: true

      responses:

        '204':

          description: Expected response to a valid request

        '403':

          description: Forbidden

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

    delete:

      summary: delete the SMSF registration for 3GPP access

      operationId: Deregistration

      tags:

        - SMSF Deregistration for 3GPP Access

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      responses:

        '204':

          description: Expected response to a valid request

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

    get:

      summary: retrieve the SMSF registration for 3GPP access information

      operationId: Get

      tags:

        - SMSF 3GPP access Registration Info Retrieval

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

        - name: supportedFeatures

          in: query

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmsfRegistration'

        '404':

          description: User (GPSI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /{ueId}/registrations/smsf-non-3gpp-access:

    put:

      summary: register as SMSF for non-3GPP access

      operationId: Registration

      tags:

        - SMSF registration for non-3GPP access

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SmsfRegistration'

        required: true

      responses:

        '204':

          description: Expected response to a valid request

        '403':

          description: Forbidden

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

    delete:

      summary: delete SMSF registration for non 3GPP access

      operationId: Deregistration

      tags:

        - SMSF Deregistration for non-3GPP access

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      responses:

        '204':

          description: Expected response to a valid request

        '404':

          description: User (SUPI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

    get:

      summary: retrieve the SMSF registration for non-3GPP access information

      operationId: Get

      tags:

        - SMSF non-3GPP access Registration Info Retrieval

      parameters:

        - name: ueId

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

        - name: supportedFeatures

          in: query

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmsfRegistration'

        '404':

          description: User (GPSI) does not exist

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:
  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes: {}

  schemas:

# COMPLEX TYPES:

    Amf3GppAccessRegistration:

      type: object

      required:

        - amfId

        - deregCallbackUri
        - plmnId
      properties:

        amfId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        purgeFlag:

          $ref: '#/components/schemas/PurgeFlag'

        pei:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'

        imsVoPS:

          $ref: '#/components/schemas/ImsVoPS'

        deregCallbackUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        pcscfRestorationCallbackUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        plmnId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

    Amf3GppAccessRegistrationModification:

      type: object

      properties:

        purgeFlag:

          $ref: '#/components/schemas/PurgeFlag'

        pei:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'

        imsVoPS:

          $ref: '#/components/schemas/ImsVoPS'

    AmfNon3GppAccessRegistration:

      type: object

      required:

        - amfId

        - deregCallbackUri
        - plmnId
      properties:

        amfId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        purgeFlag:

          $ref: '#/components/schemas/PurgeFlag'

        pei:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'

        deregCallbackUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        pcscfRestorationCallbackUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        plmnId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

    AmfNon3GppAccessRegistrationModification:

      type: object

      properties:

        purgeFlag:

          $ref: '#/components/schemas/PurgeFlag'

        pei:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'

    SmfRegistration:

      type: object

      required:

        - smfId

        - pduSessionId

        - dnn
        - plmnId
      properties:

        smfId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        pduSessionId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionId'

        dnn:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

        pcscfRestorationCallbackUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        plmnId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

    SmsfRegistration:

      type: object

      required:

        - smsfId
        - plmnId
      properties:

        smsfId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

        plmnId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'

    DeregistrationData:

      type: object

      required:

        - deregReason

      properties:

        deregReason:

          $ref: '#/components/schemas/DeregistrationReason'

    PcscfRestorationNotification:

      type: object

      required:

        - supi

      properties:

        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

# SIMPLE TYPES:

    PurgeFlag:

      type: boolean

# ENUMS:

    ImsVoPS:

      anyOf:

      - type: string

        enum:

        - HOMOGENEOUS_SUPPORT

        - HOMOGENEOUS_NON_SUPPORT

        - NON_HOMOGENEOUS_OR_UNKNOWN

      - type: string

    DeregistrationReason:

      anyOf:

      - type: string

        enum:

        - UE_INITIAL_REGISTRATION

        - UE_REGISTRATION_AREA_CHANGE

        - SUBSCRIPTION_WITHDRAWN

        - 5GS_TO_EPS_MOBILITY

      - type: string  

externalDocs:

  description: Documentation
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* * * Next Change * * * *
A.4
Nudm_UEAU API

openapi: 3.0.0

info:

  version: '1.PreR15.0.0'

  title: 'UDM UE Authenticaton'

  description: 'UDM UE Authentication Service'

security:

  - oAuth2ClientCredentials: []
paths:

  /{supiOrSuci}/security-information/generate-auth-data:

    post:

      summary: Generate authentication data for the UE

      operationId: GenerateAuthData
      tags:

        - Generate Auth Data
      parameters:

        - name: supiOrSuci
          in: path

          description: SUPI or SUCI of the user

          required: true

          schema:

            $ref: '#/components/schemas/SupiOrSuci'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfoRequest'

        required: true

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthenticationInfoResult'
        '403':

          description: Forbidden

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        '404':

          description: User (SUPI or SUCI) does not exist
          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
  /{supi}/auth-events:

    post:

      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:

        - Confirm Auth
      parameters:

        - name: supi

          in: path

          description: SUPI of the user

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthEvent'

        required: true

      responses:

        '201':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthEvent'
        '404':

          description: User (SUPI) does not exist
          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:
  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes: {}
  schemas:
# COMPLEX TYPES:

    AuthenticationInfoRequest:

      type: object

      required:

        - servingNetworkName

      properties:
        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        servingNetworkName:

          $ref: '#/components/schemas/ServingNetworkName'
        resynchronizationInfo:

          $ref: '#/components/schemas/ResynchronizationInfo'
    AuthenticationInfoResult:

      type: object

      properties:

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        authenticationVector:

          $ref: '#/components/schemas/AuthenticationVector'
        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
    AuthenticationVector:

      oneOf:

        - $ref: '#/components/schemas/AvEapAkaPrime'

        - $ref: '#/components/schemas/Av5GHeAka'

      discriminator:

        propertyName: avType
        mapping: 

          5G_HE_AKA: '#/components/schemas/Av5GHeAka'

          EAP_AKA_PRIME: '#/components/schemas/AvEapAkaPrime'
    AvEapAkaPrime:

      type: object

      required:

        - avType

        - rand

        - xres

        - autn

        - ckPrime

        - ikPrime

      properties:

        avType:

          $ref: '#/components/schemas/AvType'

        rand:

          $ref: '#/components/schemas/Rand'

        xres:

          $ref: '#/components/schemas/Xres'

        autn:

          $ref: '#/components/schemas/Autn'

        ckPrime:

          $ref: '#/components/schemas/CkPrime'

        ikPrime:

          $ref: '#/components/schemas/IkPrime'
    Av5GHeAka:

      type: object

      required:

        - avType

        - rand

        - xresStar

        - autn

        - kausf

      properties:

        avType:

          $ref: '#/components/schemas/AvType'

        rand:

          $ref: '#/components/schemas/Rand'

        xresStar:

          $ref: '#/components/schemas/XresStar'

        autn:

          $ref: '#/components/schemas/Autn'

        kausf:

          $ref: '#/components/schemas/Kausf'
    ResynchronizationInfo:

      type: object

      required:

        - rand

        - auts

      properties:

        rand:

          $ref: '#/components/schemas/Rand'

        auts:

          $ref: '#/components/schemas/Auts'
    AuthEvent:

      type: object

      required:

        - nfInstanceId
        - success
        - timeStamp
        - authType

      properties:

        nfInstanceId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        success:

          $ref: '#/components/schemas/Success'
        timeStamp:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authType:

          $ref: '#/components/schemas/AuthType'
# SIMPLE TYPES:

    Autn:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    Auts:

      type: string

      pattern: "^[A-Fa-f0-9]{28}$"
    CkPrime:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    IkPrime:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    Kausf:

      type: string

      pattern: "^[A-Fa-f0-9]{64}$"
    Rand:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    Xres:

      type: string

      pattern: "^[A-Fa-f0-9]{8,32}$"
    XresStar:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    SupiOrSuci:

      type: string

      pattern: "^(imsi-[0-9]{5,15}|nai-.+|suci-[0-9]{5,6}-[0-9]{1,4}-[a-fA-F0-9]-(NULL|[a-zA-Z0-9]+)-[a-fA-F0-9]+|.+)$"
    ServingNetworkName:

      type: string
      pattern: "^5G:mnc[0-9]{3}[.]mcc[0-9]{3}[.]3gppnetwork[.]org$"
    Success:

      type: boolean

# ENUMS:

    AuthType:
      anyOf:
      - type: string

        enum:

        - 5G_AKA

        - EAP_AKA_PRIME
        - EAP_TLS

      - type: string

    AvType:
      anyOf:

      - type: string

        enum:

        - 5G_HE_AKA

        - EAP_AKA_PRIME
      - type: string

externalDocs:
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* * * End of Changes * * * *
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