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1. Does the Capability Negotiation Request from one SEPP to another SEPP follow a query / response semantic or does it also involve altering some state in the peer SEPP? i.e Which of the following is true
a) Capability Negotiation Request carries a set of parameters as query filters and the receiving SEPP just responds to the request and provides the capabilities based on the requested filters. This does not update / create any new resource / state in the receiving SEPP (or)
b) Capability Negotiation Request from SEPP A to SEPP B creates a state in SEPP B which results in storing the capability of SEPP A in SEPP B. Then after creating the resource, SEPP B responds with its own capabilities

[SA3] Idea behind Capability Negotiation is to determine the security mechanism (TLS or ALS) to use to protect N32 data plane messages (i.e. Service layer messages between two NFs) between two SEPPs. Starting with the negotiation procedure, the two SEPPs are expected to remember the security mechanism used between each other. Therefore, a new state is created in both SEPPs. SA3 cannot comment on the form this state information should be stored ideally and whether a new resource has to be created.
SA3 would like to confirm that the term “Capability Negotiation” only refers to the steps 1-3 and 7 of the initial handshake. The steps 4-6 are part of the “Parameter negotiation for JOSE-based mechanism” and “Policy exchange”. This question and the next question therefore deal with different parts of the ‘initial handshake’ in S3-181937.

Follow-up CT4 question: Do SA3 see that this negotiation needs to be done periodically, e.g. SEPP may change their capabilities?

[SA3] Yes this is needed.

[bookmark: _GoBack][Open issue] the details of this will be discussed by SA3 and communicated to CT4.

2. S3-181937 says that the Modification Policy exchanged between SEPPs in Parameter Exchange req / rsp carries list of IEs allowed to be modified by IPX. Is this a flat list of IE names or is it a per API list of IE names?

[SA3] The format of the modification policy has not been discussed in SA3. It is assumed to be in CT4’s scope. 

It is however expected that the policy definition would be in the form of a JSON array, with each element in the array providing details on the element that the trusted IPX provider is authorized to update. The term ‘update’ not only refers to replacing the values, but also includes actions like removing a IE or adding a new IE. 

Here’s a possible representation of the modification policy for a given IPX provider – this is based on the JSON PATCH (RFC 6902) format.

    "allowed-operations": [
      {
        "op": "replace",
        "path": "/HTTP-headers/Host"
      },
      {
        "op": "replace",
        "path": "/HTTP-headers/Content-Length"
      },
      {
        "op": "add",
        "path": "/Payload/IE3"
      }
    ]

   Each policy consists of a list of paths with the allowed operations for a given IPX provider. 
         In the above example, the policy consists of three operations that the IPX provider is allowed to 
        do inside the reformatted HTTP message (aka N32 payload):

       a) replace Host field in the HTTP-Headers element
       b) replace Content-Length in the Headers element
       c) Add a new element to the Payload element

The JSON element containing this policy is then sent as one of the IEs in the Parameter Exchange req/rsp message. 

SA3 would also like to comment on the location of the IEs. The first paragraph in 13.2.3.4 of S3-181937 was meant to make that clear, but states ‘policy’ instead of ‘message’. This paragraph should read as follows:
“The modification policy shall specify which IEs can be modified by an IPX provider of the sending SEPP. The IEs refer to the IEs after the SEPP has rewritten the message.”

[Open issue] SA3 to clarify with the array is a per API basis or a flat file.


3. For the cipher suite negotiation what are the valid cipher suites allowed to be negotiated. I am asking this question to make sure that CT4 does not define some cipher suites in an enumerated list which are supposed to be weak ciphers. Providing a list of cipher suites that SA3 considers as strong ciphers would help.

[SA3] Cryptographic algorithms required for JWE operations (for N32 data plane) and JWS (for IPX modifications) are currently defined in 13.2.4.5 but may be moved. This section is almost complete. 


4. For specification clarity should we name the interface used for N32 signaling exchange (Capability negotiation req/rsp and Parameter exchange req/rsp) as say, N32’ (N32 prime) and the actual N32 interface carrying the protected data of API exchange b/w VPLMN and HPLMN as N32?

[SA3] This is really CT4’s discretion. Doesn’t impact security work in SA3. If CT4 informs SA3 of the desired interface name, SA3 can update their specifications accordingly to make sure specifications are aligned.


5. Clause 13.2.4.3.1 of S3-181937 2nd paragraph says
 
 
“The encryptedBlock and clearTextBlock shall be input to JWE as plaintext and JWE Additional Authenticated Data (AAD) respectively.”
 
while the very next paragraph says
 
If the clearTextBlock is not present in the rewritten HTTP message, the JWE plaintext shall be set to the string <TBD>.
 
This is bit confusing to me. In earlier paragraph “encryptedBlock” is presented as plain text to JWE so that JWE applies the encryption on this block alone. But next paragraph says if clear text block is missing then JWE pain text is <TBD>. Could you please clarify what exactly this means or is there some typo here?

[SA3] Good catch. The second paragraph must read 

If the encryptedBlock is not present in the rewritten HTTP message, the JWE plaintext shall be set to the string <TBD>.

       This condition will occur when the message doesn’t contain any data that needs encryption. Only    
        integrity protection is performed.

6. My understanding is that JWE is applied after the message is reformatted. After the message is reformatted does the encryptedBlock contains ciphered data or does it still contain plain text data but will be subjected to JWE later? My understanding is the latter. Please correct me if my understanding is wrong.

[SA3] Your understanding is correct. As part of the reformatting exercise, the SEPP first generates the N32 message payload in the JSON format specified in Figure 13.2.4.2.1-1. The encryptedBlock will contain data (in cleartext) that needs encryption. The SEPP then runs JWE on this JSON content to generate a JSON object in JWE format. This becomes the payload in the outgoing N32 message.

The protocol to carry the N32 payload between two SEPPs is in CT4 remit. SA3’s assumption is that it’ll be based on HTTP (POST).

7. Clause 13.2.4.2.2 step 3 says
3.       The cSEPP shall use HTTP POST to send the HTTP message to the first intermediary (visited network's IPX provider).
Should the URI on which the HTTP POST is executed by cSEPP be that of the pSEPP’s URI or the IPX’s URI? If it is IPX’s URI what HTTP method and URI does IPX use further towards pSEPP in order to do a HTTP POST to pSEPP finally? How does the IPX know of the pSEPP’s URI?
[SA3] This aspect is yet to be understood properly. SA3’s understanding is that Request-URI must point to that of the next hop. 
The next hop for the cSEPP is its trusted IPX (let’s call it cIPX). There is a mutually authenticated TLS connection between cSEPP and cIPX. Same is the case with the pSEPP and its trusted IPX (pIPX). 
The SEPP and the trusted IPX know each other’s URI (may be configured). The issue is the connection between cIPX and pIPX, which is not really in 3GPP’s scope.
Interconnect between IPXs is not expected to change in 5G. Existing mechanisms (as in LTE) will be used to make sure that the two IPXs are configured with each other’s URI/IP Address.
Lastly, whether HTTP POST is the correct protocol to be used is up to CT4 to decide; the statement in step 3 reflects SA3’s assumptions as said in our answer to question 6.
[Open issue] CT4 to further discuss the SA3 suggestions and get back to SA3. With respect to the SEPP to SEPP message payload, it is important that the next hop IDs is integrity protected so that it can be verified by the receiver. The authenticity of the message needs to be retained end-to-end. SA3 should further clarify this for CT4.

 
Note: The text above was not approved or endorsed by SA3 or CT4. It should be regarded as the view of a number of companies that have contributed to the topic before and during the conference call. 
