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1. Overall Description:

CT4 thanks SA3 for their LS on TLS and inter PLMN routing. CT4 had an initial discussion on the LS and would like to provide the following initial feedback.
1. The solution option "Using local SEPP FQDN in request URL", would mean CT4 has to invent an application level message routing mechanism outside of standard HTTP routing as specified in IETF RFC 7230. CT4 would like to consider this solution only as a last resort if no other solution is possible. CT4 has not evaluated yet the number of specifications that would be impacted by such a custom mechanism.
2. CT4 noticed that in the attached SA3 document in S3-181957, for the solution "4.3.8.2 TLS tunnel or VPN from NF to SEPP", there is a disadvantage mentioned "Would not work if QUIC is introduced in a future release." CT4 would like to point out that this is an issue if QUIC is used from NF in VPLMN all the way up to the NF in HPLMN. For cases where NFs in HPLMN don't support QUIC, the IETF draft https://tools.ietf.org/html/draft-ietf-quic-http-11 section 3.2.2 does allow the CONNECT method to be used to let a HTTP/QUIC proxy (SEPP in this case) to connect to a remote origin server using TCP. In such cases the underlying transport from VSEPP till HPLMN can use TLS tunnel or VPN protecting the HTTP traffic. Furthermore, if QUIC is adopted by both VPLMN and the HPLMN, then one could replace TLS tunnel or VPN solution with QUIC based secure transport layer tunnel solution with plain text HTTP/2 carried over such a tunnel. Hence, CT4 prefers not to rule out the solution option described under "4.3.8.2 TLS tunnel or VPN from NF to SEPP" for HTTP/2 over TCP.
CT4 will further analyze the impact to CT4 specifications and HTTP routing and would provide further feedback, if any, in future meetings.

2. Actions:

To SA3 group.

ACTION: 
 
CT4 kindly requests SA3 to take the above early feedback into consideration. 
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