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1. Introduction
-
2. Reason for Change
Miscellaneous corrections all across the Nausf TS:
- 6.1.3.2.2: Typo in the resource uri

- 6.1.3.2.3.1: The error code to return to AMF, for the case where the UDM cannot return AVs to AUSF, needs to be defined. Added as TBD, so far.

- 6.1.6.2.6: The definition of the Av5gAka type is not aligned with TS 33.501 (note: it is NOT the same as the Av5GHeAka type used in UDM)

- 6.1.6.2.8: SUPI must be added, for the case where the AMF provides SUCI in the initial authentication.
- 6.1.6.3.3: This type is called AuthType in UDM. Either one of the TS's point to the other, or both point to 29.571. Also, the 5G-AKA name should not have the "_CONFIRMATION" tag.

- A.2: Alignment of OpenAPI with all the above points, and several other corrections (e.g., missing type definitions for ConfirmationData, ConfirmationDataResponse, EAPSession, Av5gAka…).
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v1.1.0
* * * First Change * * * *

6.1.3.2.2
Resource Definition

Resource URI: {apiRoot}/nausf-auth/v1/ue-authentications 
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.

Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.1.1

	
	

	
	


* * * Next Change * * * *

6.1.3.2.3.1
POST 
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthenticationInfo
	M
	1
	contains the UE id (i.e. SUCI or SUPI as specified in 3GPP TS 33.501 [8]) and the serving network name.,


Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	UEAuthenticationCtx
	M
	1
	201 Created
	Upon success, if 5G AKA is selected, the response body will contain one AV and "link" for the AMF to PUT the confirmation. If EAP-AKA' is selected, the response body will contain an EAP-request/AKA'-challenge packet and a "link" for the AMF to POST the EAP response.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	ProblemDetails
	M
	1
	400 Bad Request
	This case represents the failure to start authentication service because of input parameter error.



	ProblemDetails
	M
	1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated. 

If the serving network is not authorized to the use the serving network name, the AUSF shall indicate that "serving network not authorized".

	ProblemDetails
	M
	1
	500 Internal Server Error
	This case represents the failure in starting the authentication service because of a server internal error.

	ProblemDetails
	M
	1
	TBD
	This case represents the failure from UDM to generate the requested AVs.


* * * Next Change * * * *

6.1.6.2.3
Type: UEAuthenticationCtx

Table 6.1.6.2.3-1: Definition of type UEAuthenticationCtx

	Attribute name
	Data type
	P
	Cardinality
	Description

	UEId
	UEid
	M
	1
	contains the SUPI according to 3GPP TS 23.501 [8]. See subclause 6.1.6.2.

	authType
	AuthType
	M
	1
	Indicates the authentication method used for this UE ie.  "5G-AKA-Confirmation" or "EAP-AKA'". See subclause 6.1.6.3.3

	_links
	map(LinksValueSchema)
	M
	1..N
	If 5G-AKA has been selected, this IE shall contain a member whose name is set to "5g-aka" and the URI to perform the confirmation.

If EAP-AKA' has been selected, this IE shall contain a member whose name is set to "eap-session" and the URI to perform the EAP session.

See NOTE1

	5gAuthData
	5GAuthData
	M
	1
	contains either 5G-AKA or EAP related information

	servingNetworkName
	ServingNetworkName
	O
	0..1
	contains the Serving Network Name. See subclause 6.1.6.3.2.

	NOTE1: In the current version of this API, only one hypermedia link is provided


* * * Next Change * * * *

6.1.6.2.6
Type: Av5gAka

Table 6.1.6.2.6-1: Definition of type Av5GAka

	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	
	
	
	
	

	autn
	Autn
	M
	1
	

	
	
	
	
	

	hxresStar
	HxresStar
	M
	1
	

	kSeaf
	Kseaf
	M
	1
	


* * * Next Change * * * *

6.1.6.2.8
Type: EapSession
Table 6.1.6.2.8-1: Definition of type EapSession

	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	contains the EAP packet.

	kseaf
	Kseaf
	C
	0..1
	if the authentication is successful, the Kseaf shall be included

	_links
	map(LinksValueSchema)
	C
	0..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "eap-session" and the URI to continue the EAP session.

See NOTE1.

	authResult
	AuthResult
	C
	0..1
	indicates the result of the authentication.

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE.

	NOTE1: In the current version of this API, only 0 or 1 hypermedia link is provided.


* * * Next Change * * * *

6.1.6.3.2
Simple data types 

Table 6.1.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description

	Autn
	string
	pattern: "[A-Fa-f0-9]{32}"

	Auts
	string
	pattern: "[A-Fa-f0-9]{28}"

	EapPayload
	string
	The EAP packet is encoded using base64 and represented as a String.

	UEId
	string
	Represents the Subscription Identifier (SUPI or SUCI)

pattern: "(imsi-[0-9]{5,15}|nai-.+|suci-[0-9]{5-15})"

	ResStar
	string
	pattern: "[A-Fa-f0-9]{32}"

	Kausf
	string
	pattern: "[A-Fa-f0-9]{64}"

	Kseaf
	string
	pattern: "[A-Fa-f0-9]{64}"

	ServingNetworkName
	string
	See 3GPP TS 33.501 [6] subclause 6.1.1.3

	XresStar
	string
	pattern: "[A-Fa-f0-9]{32}"

	HxresStar
	string
	pattern: "[A-Fa-f0-9]{32}"


Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 

Editor's Note:
the pattern of the UEId is FFS
* * * Next Change * * * *

6.1.6.3.3
Enumeration: AuthType
Table 6.1.6.3.3-1: Enumeration AuthType
	Enumeration value
	Description

	5G_AKA
	5G AKA

	EAP_AKA_PRIME
	EAP-AKA'


6.1.6.3.4
Enumeration:
AuthResult

Table 6.1.6.3.4-1: Enumeration AuthResult

	Enumeration value
	Description

	AUTHENTICATION_SUCCESS
	

	AUTHENTICATION_FAILURE
	

	AUTHENTICATION_PENDING
	


Editor's Note: it is FFS if the value "AUTHENTICATION_PENDING" is useful

* * * Next Change * * * *

A.2
Nausf_UEAuthentication API


openapi: 3.0.0

info:

  version: 1.0.0

  title: AUSF API

  description: openAPI specification for AUSF

servers:

  - url: 'http://{apiRoot}/nausf-auth/v1'

paths:

  /ue-authentications:

    post:

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfo'

        required: true

      responses:

        '201':

          description: UEAuthenticationCtx

          content:

            application/3gppHal+json:

              schema:

                $ref: '#/components/schemas/UEAuthenticationCtx'

          links:

            SendAkaConfirmation:

              operationId: 5gAkaConfirmation

              parameters:

                akaConfirmationUri: '$response.body#_links/5g-aka-confirmation/href'

            TriggerEapSession:

              operationId: EapAkaPrime

              parameters:

                eapSessionUri: '$response.body#_links/eap-session/href'

        '400':

          description: Bad Request from the AMF

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '403':

          description: Fordidden due to serving network not authorized

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

  # path will not work because full href

  '/{akaConfirmationUri}':
    put:

      operationId: 5gAkaConfirmation

      parameters:

        - name: akaConfirmationUri

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/Uri'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ConfirmationData'

      responses:

        '200':

          description: Request processed (EAP success or Failure)

          content:

            application/json:

              schema:
                $ref: '#/components/schemas/ConfirmationDataResponse'








        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

  #path will not work because made based on href

  '/{eapSessionUri}':
    post:

      operationId: EapAkaPrime

      parameters:

        - name: eapSessionUri

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/Uri'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/EapSession'

      responses:

        '200':

          description: Use to handle or close the EAP session

          content:

            application/json:

              schema:
                $ref: '#/components/schemas/EapSession'











            application/3gppHal+json:

              schema:

                type: object

                properties:

                  eapPayload:

                    $ref: '#/components/schemas/EapPayload'

                  _links:

                    type: object

                    description: 'URI : /{eapSessionUri}'

                    additionalProperties:

                      $ref: '#/components/schemas/LinksValueSchema'

                required:

                  - eapPayload

                  - _links

        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

components:

  schemas:

    AuthenticationInfo:

      type: object

      properties:

        ueId:

          $ref: '#/components/schemas/UeId'

        servingNetworkName:

          $ref: '#/components/schemas/ServingNetworkName'

        reSynchronizationInfo:

          $ref: '#/components/schemas/ReSynchronizationInfo'

      required:

        - ueId

        - servingNetworkName

    UEAuthenticationCtx:

      type: object

      properties:

        ueId:

          $ref: '#/components/schemas/UeId'

        authenticationType:

          $ref: '#/components/schemas/AuthType'

        5gAuthData:

          oneOf:

            - $ref: '#/components/schemas/Av5gAka'

            - $ref: '#/components/schemas/EapPayload'

        _links:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/LinksValueSchema'

        servingNetworkName:

          $ref: '#/components/schemas/ServingNetworkName'

      required:

        - ueId

        - authType
        - 5gAuthData

        - _links
    Av5gAka:

      type: object
      required:

        - rand

        - hxresStar

        - autn

        - kseaf
      properties:

        rand:

          $ref: '#/components/schemas/Rand'

        hxresStar:

          $ref: '#/components/schemas/HxresStar'

        autn:

          $ref: '#/components/schemas/Autn'

        kSeaf:

          $ref: '#/components/schemas/Kseaf'
    ConfirmationData:

      type: object

      required:

        - resStar
      properties:

        resStar:

          $ref: '#/components/schemas/ResStar'
    ConfirmationDataResponse:

      type: object

      properties:

        authResult:

          $ref: '#/components/schemas/AuthResult'

        supi:

          $ref: '#/components/schemas/Supi'

      required:

        - authResult
    EapSession:

      type: object

      properties:

        eapPayload:

          $ref: '#/components/schemas/EapPayload'

        kSeaf:

          $ref: '#/components/schemas/Kseaf'

        _links:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/LinksValueSchema'

        supi:

          $ref: '#/components/schemas/Supi'

      required:

        - eapPayload
    # To be referenced from TS 29.571
    LinksValueSchema:

      anyOf:

        - $ref: '#/components/schemas/Link'

        - type: array

          items:

            $ref: '#/components/schemas/Link'

          minItems: 1

          description: Array of link attribute
    # To be referenced from TS 29.571
    Link:

      type: object

      properties:

        href:

          $ref: '#/components/schemas/Uri'

      required:

        - href

    UeId:

      type: string
    # To be referenced from TS 29.571
    Uri:

      type: string

      format: Uri

      description: >-

        String providing an URI formatted according to IETF RFC 3986 [6]. In an

        OpenAPI Specification [3] schema, the format shall be designated as

        "Uri"

    AuthResult:

      type: string

      enum:

        - AUTHENTICATION_SUCCESS
        - AUTHENTICATION_FAILURE
        - AUTHENTICATION_PENDING
    EapPayload:

      type: string

      format: base64

      description: contains an EAP packet

    Kseaf:

      type: string

      pattern: '[A-Fa-f0-9]{64}'

    ResStar:

      type: string

      pattern: '[A-Fa-f0-9]{32}'
    HxresStar:

      type: string

      pattern: "[A-Fa-f0-9]{32}"
    # To be referenced from TS 29.503
    AuthType:

      type: string

      enum:

        - 5G_AKA
        - EAP_AKA_PRIME

    ServingNetworkName:

      type: string



    # To be referenced from TS 29.571
    Supi:

      type: string
    # To be referenced from TS 29.571
    ProblemDetails:

      type: object

      required:

        - type

      properties:

        type:

          type: string

        title:

          type: string

        status:

          type: integer

        detail:

          type: string

        instance:

          type: string
    # To be referenced from TS 29.503
    ReSynchronizationInfo:

      type: string

externalDocs:

  description: Documentation

  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

* * * End of Changes * * * *

