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1. Introduction
<Introduction part (optional)>

2. Reason for Change
As the 5GC is based on SBA and where NFs may be deployed as a stateless entities, there is an increased risk of race conditions where the same resource in an NF Producer is being manipulated by more than a single request from one or more NFs at the same time or very close to the same time.
In IETF RFC 7232 – "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests" an "Optimistic locking" mechanism is described, that allows the NF Producer to detect that the resource being updated by e.g. a PUT or a PATCH has changed since the time the NF Consumer first retrieved the resource.
In addition to mitigating race conditions, the mechanism can also assist in detecting updates made based on an old resource due to resources being cached locally or in a proxy. 
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.500 V1.1.0.
*******
* * * First Change * * * *

<Proposed change in revision marks>
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5.2.2.2
Mandatory HTTP standard headers
The HTTP standard headers shall be supported on SBI are defined in Table 5.2.2.2-1.

Table 5.2.2.2-1: Mandatory HTTP standard headers

	Name
	Reference
	Description

	Accept
	IETF RFC 7231 [11]
	This header is used to specify response media types that are acceptable.

	Content-Length
	IETF RFC 7230 [12]
	This header is used to provide the anticipated size, as a decimal number of octets, for a potential payload body.

	Content-Type
	IETF RFC 7231 [11]
	This header is used to indicate the media type of the associated representation.

	Location
	IETF RFC 7231 [11]
	This header is used in some responses to refer to a specific resource in relation to the response.

	Retry-After
	IETF RFC 7231 [11]
	This header is used in some responses to indicate how long the user agent ought to wait before making a follow-up request.

	User-Agent
	IETF RFC 7231 [11]
	This header shall be used to identify the NF type of the HTTP/2 client.
The pattern of the content should start with the value of NF type (e.g. udm, see NOTE 1) and followed by a “-“and any other specific information if needed afterwards.

	ETag
	IETF RFC 7232 [xx]
	This header shall be included in responses. The Etag consists of an opaque quoted string, possibly prefixed by a weakness indicator as defined in IETF RFC 7232 [xx], section 2.3. 3GPP SBIs should use a strong validator.

	If-Match
	IETF RFC 7232 [xx]
	The If-Match shall be used in HTTP PUT, POST, PATCH and DELETE. The value of the If-Match is "*" or one or more values received in the Etag header for the resource being updated. The header is further described in IETF RFC 7232 [xx], section 3.1

	NOTE 1: 
The value of NF type in the User-Agent header shall comply with the enumeration value of Table 6.1.6.3.3-1 in 3GPP TS 29.510 [8].


Editor's note:
It is FFS whether other headers shall be supported.
* * * Next Change * * * *

6.X
Concurrency Management

To mitigate race conditions that may occur in the 5GC, the NF consumers and the NF producers shall use the Etag and If-Match headers as described in clause 5.2.2.2.
The mechanism uses the Etag header in the GET response to indicate a value representing the resource. For example, an implementation-specific versioning, a collision-resistant hash or a modification timestamp that has sub-second resolution could be used as the value.
When the NF consumer attempts to update/modify/remove the resource using e.g. HTTP PUT, POST, PATCH or DELETE, the NF consumer includes the received Etag value for the resource in the If-Match header.

The NF producer evaluates the received If-Match header against the server representation of the resource, and if the evaluation is false, the NF producer shall return the 412 (Precondition Failed) status code or one of the 2xx (Successful) status codes if the requested change is already reflected in the current state of the target resource. The latter can be the result when for example another NF consumer changes the resource in a similar manner or due to a retried transaction.
* * * End of Changes * * * *

