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1. Reason for Change
This pCR proposes to define a new common data type for User Plane Security Policy enforcement. 

S2-182990 and S2-182991, agreed at SA2#126, introduces a mechanism where the SMF, upon creation of a PDU session,  determines  the UP security policy to be delivered as a request to the NG-RAN based on UE subscription information and PCC, enabling the HPLMN a degree of control on the activation of the UP integrity protection. 

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates: 

· whether UP integrity protection is:
-
Required: for all the traffic on the PDU Session UP integrity protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply 

-
Not Needed: UP integrity protection shall not apply on the PDU Session
· whether UP confidentiality protection is:
-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply 

-
Not Needed: UP confidentiality shall not apply on the PDU Session
2. Proposal

It is proposed to agree the following changes to 3GPP TS 29.571 v0.5.0.
* * * First Change * * * *

5.4.3.x
Enumeration: UpIntegrity
The enumeration UpIntegrity indicates whether UP integrity protection is required, preferred or not needed for all the traffic on the PDU Session. It shall comply with the provisions defined in table 5.4.3.x-1.
Table 5.4.3.x-1: Enumeration UpIntegrity

	Enumeration value
	Description

	"REQUIRED"
	UP integrity protection shall apply for all the traffic on the PDU Session.

	"PREFERRED"
	UP integrity protection should apply for all the traffic on the PDU Session.

	"NOT_NEEDED"
	UP integrity protection shall not apply on the PDU Session. 


* * * Next Change * * * *

5.4.3.y
Enumeration: UpConfidentiality
The enumeration UpConfidentiality indicates whether UP confidentiality protection is required, preferred or not needed for all the traffic on the PDU Session. It shall comply with the provisions defined in table 5.4.3.y-1.
Table 5.4.3.y-1: Enumeration UpConfidentiality
	Enumeration value
	Description

	"REQUIRED"
	UP confidentiality protection shall apply for all the traffic on the PDU Session.

	"PREFERRED"
	UP confidentiality protection should apply for all the traffic on the PDU Session.

	"NOT_NEEDED"
	UP confidentiality protection shall not apply on the PDU Session. 


* * * Next Change * * * *

5.4.4.x
Type: UpSecurity
Table 5.4.4.x-1: Definition of type UpSecurity
	Attribute name
	Data type
	P
	Cardinality
	Description

	upIntegr
	UpIntegrity
	M
	1
	This IE shall indicate whether UP integrity protection is required, preferred or not needed for all the traffic on the PDU Session.

	upConfid
	UpConfidentiality
	M
	1
	This IE shall indicate whether UP confidentiality protection is required, preferred or not needed for all the traffic on the PDU Session.


* * * End of Changes * * * *

