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1. Introduction
<Introduction part (optional)>

2. Reason for Change
This pCR introduces various Status Code for the AUSF API.
It proposes in particular that for 5G-AKA confirmation, the status code is set to 200 OK with a payload body containing the result of the verification. A new data type is created to carry the authentication result both in 5G-AKA or EAP procedure.
We also fulfill the TS 33.501 requirement related to the inclusion of SUPI in the reply from the AUSF if the UE had provided a SUCI and the authentication is successful.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

6.1.3.2.3.1
POST 
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthenticationInfo
	M
	1
	contains the UE id (i.e. SUCI or SUPI as specified in 3GPP TS 33.501 [8]) and the serving network name.,


Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	UEAuthenticationCtx
	M
	1
	201 Created
	Upon success, if 5G AKA is selected, the response body will contain one AV and if a confirmation is requested a "link" for the AMF to PUT the confirmation.. If EAP-AKA' is selected, the response body will contain an EAP-request/AKA'-challenge packet and a "link" for the AMF to POST the EAP response.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	ProblemDetails
	M
	1
	400 Bad Request
	This case represents the failure to start authentication service because of input parameter error.


	ProblemDetails
	M
	1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated. 
If the serving network is not authorized to the use the serving network name, the AUSF shall indicate that "serving network not authorized".

	ProblemDetails
	M
	1
	500 Internal Server Error
	This case represents the failure in starting the authentication service because of a server internal error.



* * * Next Change * * * *

6.1.3.3.3.1
PUT
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	ConfirmationData
	M
	1
	Contains the "RES*" generated by the UE and provided to the AMF.


Table 6.1.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	ConfirmationDataResponse 
	M
	1
	200 OK
	


This case indicates that the AUSF has performed the verification of the 5G AKA confirmation. The response body shall contain the result of the authentication.

	ProblemDetails
	M
	1
	400 Bad Request
	This case represents a 5G AKA confirmation failure because of input parameter error.  This indicates that the AUSF was not able to confirm the authentication.

	ProblemDetails
	M
	1
	500 Internal Server Error
	This case represents a 5G AKA confirmation failure because of a server internal error.




* * * Next Change * * * *

6.1.3.4.3.1
POST
This method shall support the URI query parameters specified in table 6.1.3.4.3.1-1.

Table 6.1.3.4.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.1.3.4.3.1-2 and the response data structures and response codes specified in table 6.1.3.4.3.1-3.
Table 6.1.3.4.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	EapSession
	M
	1
	Contains the EAP packet response from the UE and transferred by the AMF


Table 6.1.3.4.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	EapSession


	M
	1
	200 OK
	During an EAP session, the body response shall contain the EAP packet Response and an hypermedia link.
At the end of the EAP session, the body response shall contain the EAP packet Success or Failure and the Kseaf if the authentication is successful.

	ProblemDetails
	M
	1
	400 Bad Request
	This case represents an EAP session failure because of input parameter error.  This indicates that the AUSF was not able to continue the EAP session.

	ProblemDetails
	M
	1
	500 Internal Server Error
	This case represents an EAP session failure failure because of a server internal error.




* * * Next Change * * * *

6.1.6
Data Model

6.1.6.1
General

This subclause specifies the application data model supported by the API.

Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.

Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Section defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	contains the UE id (i.e. SUCI or SUPI), the Serving Network Name

	UEAuthenticationCtx
	6.1.6.2.3
	contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method, related EAP information or related 5G-AKA information.

	5gAkaData
	6.1.6.2.4
	contains 5G AKA related information

	AV5gAka
	6.1.6.2.5
	contains Authentication Vector for method 5G AKA

	EapAkaPrimeData
	6.1.6.2.6
	contains EAP AKA' related information

	ConfirmationData
	6.1.6.2.7
	contains the "RES*" generated by the UE

	EapSession
	6.1.6.2.8
	contains information related to the EAP session


Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 

Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface. 
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [X]
	Common data type used in response bodies

	Supi
	3GPP TS 29.571 [X]
	


* * * Next Change * * * *

6.1.6.2.X
Type: ConfirmationDataResponse

Table 6.1.6.2.2-1: Definition of type ConfirmationDataResponse
	Attribute name
	Data type
	P
	Cardinality
	Description

	authResult
	AuthResult
	M
	1
	Indicates the result of the authentication

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE

	
	
	
	
	


* * * Next Change * * * *

6.1.6.2.9
Type: EapSession
Table 6.1.6.2.9-1: Definition of type EapSession

	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	contains the EAP packet.

	linkForNotification
	LinkForNotification
	C
	0..1
	if a Notification is used during EAP-AKA', a link is provided to the AMF

	kseaf
	Kseaf
	C
	0..1
	if the authentication is successful, the Kseaf shall be included

	authResult
	AuthResult
	C
	0..1
	indicates the result of the authentication.


* * * Next Change * * * *

6.1.6.3.X
Enumeration:
AuthResult

Table 6.1.6.3.X-1: Enumeration AuthResult

	Enumeration value
	Description

	AUTHENTICATION_SUCCESS
	

	AUTHENTICATION_FAILURE
	

	AUTHENTICATION_PENDING
	


Editor's Note: it is FFS if the value "AUTHENTICATION_PENDING" is useful
* * * Next Change * * * *

6.1.7
Error Handling


. 
6.1.7.1
General
HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].

6.1.7.2
Protocol Errors

Editor's Note: the handling of protocol errors is FFS. It is also FFS how to return the offending parameters (for requests rejected due to a faulty or missing mandatory or conditional parameters). 
6.1.7.3
Application Errors

The application errors defined for the Nausf_UEAuthentication service are listed in Table 6.1.7.3-1.

Table 6.1.7.3-1: Application errors

	Application Error
	HTTP status code
	Description

	
	
	

	
	
	


* * * End of Changes * * * *

