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1. Introduction

<Introduction part (optional)>

2. Reason for Change

Align with 33.501:

add SUCI in request URI for Authentication Vector Retrieval
add SUPI to AuthenticationInfoResult

Rename Service Operation “Inform” to “ResultConfirmation”
Add Supported Features to AuthenticationInfoResult

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.503 v0.5.0.

* * * First Change * * * *

5.4
Nudm_UEAuthentication Service

5.4.1
Service Description 
For the Nudm_UEAuthentication service the following service operation is defined:

-
Get

-
ResultConfirmation

The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method, calculate a fresh authentication vector (AV) for the selected method, and provide it to the AUSF by means of the Get service operation. See 3GPP TS 33.501 [6] subclause 9.7.2.1. 
The Nudm_UEAuthentication service is also used by the AUSF to inform the UDM about the occurrence of a successful or unsuccessful authentication by means of the ResultConfirmation service operation. See3GPP TS 33.501 [6] subclause 9.7.3.1.
* * * Next Change * * * *

5.4.2.2.2
Authentication Vector Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves a fresh authentication vector for the UE from the UDM (see also 3GPP TS 33.501 [6] subclause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name, and may contain resynchronization info.
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Figure 5.4.2.2.2-1: NF service consumer requesting a fresh AV

1.
The NF service consumer sends a POST request (custom method: calculate-av) to the resource representing the UE's security information. 

2.
The UDM responds with "200 OK" with the message body containing the AV. 
* * * Next Change * * * *

5.4.2.3
ResultConfirmation
5.4.2.3.1
General

The following procedure using the ResultConfirmation service operation is supported:

-
Authentication Confirmation
* * * Next Change * * * *

6.3.3.1
Overview

Figure 6.3.3.1-1 describes the resources supported by the Nudm_UEAU API.
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Figure 6.3.3.1-1: Resource URI structure of the nudm_ueau API

Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.3.3.1-1: Resources and methods overview

	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SecurityInformation
(Custom operation)
	/{supiOrSuci}/security-information/calculate-av
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	calculate-av (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM calculates a fresh authentication vector based on the received information and the stored security information for the SUPI

	AuthEvents
(Collection)
	/{supi}/auth-events
	POST
	Create an Authentication Event


6.3.3.2
Resource: SecurityInformation
6.3.3.2.1
Description

This resource represents the information that is needed together with the serving network name and the access type to calculate a fresh authentication vector. See 3GPP TS 33.501 [6].
6.3.3.2.2
Resource Definition

Resource URI: {apiRoot}/nudm-ueau/v1/{supiOrSuci}/security-information
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.

Table 6.3.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.3.1

	supiOrSuci
	Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] subclause 5.9.2)

pattern: "(imsi-[0-9]{5,15}|nai-.+|suci-.+|.+)"


6.3.3.2.3
Resource Standard Methods

No Standard Methods are supported for this resource.
6.3.3.2.4
Resource Custom Operations

6.3.3.2.4.1
Overview
Table 6.3.3.2.4.1-1: Custom operations
	Custom operaration URI
	Mapped HTTP method
	Description

	/calculate-av
	POST
	Calculate a fresh AV


6.3.3.2.4.2
Operation: calculate-av
6.3.3.2.4.2.1
Description

This custom operation is used by the NF service consumer (AUSF) to request a fresh authentication vector for the SUPI/SUCI from the UDM. If SUCI is provided, the UDM calculates the SUPI from the SUCI (see 3GPP TS 33.501 [6]). The UDM calculates an authentication vector taking into account the information received from the NF service consumer (AUSF) and the current representation of this resource. For details see 3GPP TS 33.501 [6].
6.3.3.2.4.2.2
Operation Definition

This operation shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.3.3.2.4.2.2-2.
Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthenticationInfoRequest
	M
	1
	Contains the serving network name and Resynchronization Information


Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	AuthenticationInfoResult
	M
	1
	200 OK
	Upon success, a response body containing the authentication vectors shall be returned 

	NOTE: 
In addition common data structures as listed in table 6.1.7-1 are supported.


* * * Next Change * * * *

6.3.6.1
General

This subclause specifies the application data model supported by the API.

Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 

Table 6.3.6.1-1 specifies the structured data types defined for the Nudm_UEAU service API. For simple data types defined for the Nudm_UEAU service API see table 6.3.6.3.2-1.

Table 6.3.6.1-1: Nudm_UEAU specific Data Types
	Data type
	Section defined
	Description

	AuthenticationInfoRequest
	6.3.6.2.2
	Contains Serving Network Name and Resynchronization Information

	AuthenticationInfoResult
	6.3.6.2.3
	Contains an Authentication Vector (AV)

	AvEapAkaPrime
	6.3.6.2.4
	Contains RAND, XRES, AUTN, CK’, and IK’

	Av5GHeAka
	6.3.6.2.5
	Contains RAND, XRES*, AUTN, KAUSF

	AuthEvent
	6.3.6.2.7
	Authentication Event

	ResynchronizationInfo
	6.3.6.2.6
	Contains RAND and AUTS

	AuthenticationVector
	6.3.6.2.x
	


Table 6.3.6.1-2 specifies data types re-used by the Nudm_UEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_UEAU service API. 
Table 6.3.6.1-2: Nudm_UEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	tbd
	Common data type used in response bodies

	NfId
	tbd
	Network Function Identifier

	DateTime
	3GPP TS 29.571 [7]
	

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] subclause 6.6

	Supi
	3GPP TS 29.571 [7]
	


* * * Next Change * * * *

6.3.6.2.3
Type: AuthenticationInfoResult
Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationVector
	AuthenticationVector
	M
	1
	

	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See subclause 6.3.8





* * * Next Change * * * *

6.3.6.2.x
Type: AuthenticationVector
Table 6.3.6.2.x-1: Definition of type AuthenticationVector as a list of alternatives
	Data type
	Cardinality
	Description

	AvEapAkaPrime
	1
	

	Av5GHeAka
	1
	


* * * End Of Change * * * *
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