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1. Introduction
<Introduction part (optional)>

2. Reason for Change
The current description of  the procedure related to EAP-AKA' authentication is  tied to the EAP-AKA' method itself. The goal of this pCR is to make the procedure more generic in order to ease support of other EAP authentication method.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v1.0.0.
*******
* * * First Change * * * *

5.2.2.2.1
General

The service operation "Authenticate" permits the requester NF to initiate the Authentication of the UE by providing the following information to the AUSF:

-
UE id (e.g. SUPI)

-
Serving Network Name

Depending on the information provided by the AMF, the AUSF enters in three different procedures:

-
5G-AKA without confirmation

-
5G-AKA with confirmation

-
EAP-based authentication
For those three different procedures a new resource is generated by the AUSF. The content of the resource will depend on the procedure and will be returned to the AMF.

Editor's Note: It is FFS, when a session is needed, if a separate resource will be generated in order to complete the procedure.
Editor's Note: It is FFS, in the case where the AUSF is configured to keep a state e.g. for reauthentication based on the Kausf if a new resource is created or if the created resource is kept.
* * * Next Changes * * * *

5.2.2.2.4
EAP-based authentication 
In this procedure, the NF Service Consumer requests the authentication of the UE by providing UE related information and the serving network name and the EAP-based authentication is selected. EAP messages are exchanged between a UE acting as EAP peer, an NF Service Consumer (AMF) acting as a pass-through authenticator and the AUSF acting as the EAP server.
5.2.2.2.4.1
EAP method: EAP-AKA' 
EAP-AKA' is the EAP method used in this procedure.
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Figure 5.2.2.4-1: EAP-based authentication with EAP-AKA' method
1.
The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.
2.
On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. …/ue_authentications/{authCtxId}/eap-session). The AUSF generates a sub-resource "eap-session". The AUSF shall provide a "link" towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.
Editor's Note:
the format of the "link" and the relationship to be provided to the AMF is FFS

3.
The NF Service Consumer (AMF) shall send a POST request including the EAP-Response/AKA'-Challenge received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF). The AUSF shall check the message and shall continue as follows if the AUSF has successfully verified this message. Otherwise, the AUSF shall return an error.
Editor's Note;
it is FFS if the AMF knows that it shall POST to the provided "link" by an attribute provided with the link e.g. "rel" or from specific data provided in the body payload.

4.
If the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9], the AUSF shall reply with an HTTP message containing the EAP Request/AKA'-Notification and a link towards the sub-resource "eap-session",.
Editor's Note: the format of the "link" and the relationship to be provided to the AMF is FFS.

Editor's Note: the condition is taken from 3GPP TS 33.402 and not from 3GPP TS 33.501 and is subject to change.

Editor's Note: the HTTP status code to be used in the reply from the AUSF to the AMF is FFS.

NOTE: Steps 4 to 5 are optional.

5.
The NF Service Consumer (AMF) shall send a POST request including the EAP Response/AKA'-Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).

6.
If the EAP authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure and the Kseaf if the authentication is successful.

Editor's Note:
the description of failure cases is FFS.
* * * End of Changes * * * *
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