
3GPP TSG CT4 Meeting #84
C4-183013
KunMing, P.R. China; 16th – 20th April 2018

Source:
ORANGE FT Group
Title:
SBA message priority specification based on HTTP/2 stream priority
Spec:
3GPP TS 29.500
Agenda item:
6.2.1.3
Document for:
Agreement
1. Introduction
It is needed to define a message priority mechanism in the 5GC SBIs to allow differentiate message routing and throttling for MPS users, MCX users, emergency calls…
2. Reason for Change
Without a message priority mechanism, HTTP intermediaries do not have a mechanism to differentiate request message priorities when making traffic throttling decisions. All requests can then only be treated the same, meaning that all requests have the same probability of being throttled.
There are scenarios where treating all requests the same can cause issues. For instance, emergency calls may fail due to a proxy blindly discarding a request to setup a session for an emergency calls. Another example is filtering messages of a Multimedia Priority Service sessions with a certain priority whereas allowing another one with lower priority.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.500.
* * * First Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

HTTP
Hypertext Transfer Protocol

TCP
Transmission Control Protocol
SMRP
SBI Message Routing Priority
* * * Next Change * * * *

6.X
SBI Message Routing Priority mechanism
6.X.1
General
The primary usage of SBI Message Routing Priority (SMRP) is to provide guidance to HTTP/2 clients, proxies and servers when making throttling decisions related to overload control. The priority information may also be used for routing in proxies. Eventually a server may use the priority information to process higher-priority requests before lower-priority requests.

The SRMP mechanism defined in this sub-clause is based on the stream priority mechanism specified in IETF RFC 7540 [7] chapter 5.3. HTTP/2 clients, servers and proxies implementing SBIs shall support the SMRP mechanism and IETF RFC 7540 [7] chapter 5.3.
The purpose of HTTP/2 stream priority is to allow an endpoint to express how it would prefer its peer to allocate resources when managing concurrent streams. The stream priority applies to all frames in both directions so to the request message and, by default, the response message associated with the HTTP transaction.
6.X.2
Recommendations when defining SBI Message Routing Priorities
The priorities defined for all messages across all SBIs used in an HTTP/2 administrative domain shall be defined in a consistent and coordinated fashion, taking the default priority into account.
The following are some guidelines to be considered when defining the SRMPs to be used in SBA networks that support HTTP/2 nodes handling multiple services.

-
As with any prioritization scheme, it is possible for higher-priority messages to block lower-priority messages from ever being handled. In 5GC, this will often result in those transactions being retried. This can result in more traffic than the network would have handled without use of the SRMP mechanism.

One potential guideline to prevent unwanted starving of lower-priority messages is to have higher-priority messages represent a relatively small portion of messages handled by the 5GC under normal scenarios.

Note that there are services, such as Multimedia Priority Service or Mission Critical Service, where the blocking of lower-priority messages is a requirement.
-
When setting priorities for Multimedia Priority Services, Mission Critical Services or Emergency calls, it is important to use the same priority values across all APIs and services exposed by the 5GC. For instance, if it is defined that the MPS priority levels of [1; n] shall be assigned the stream priority of [k; k+n-1] it shall be the same on all SBIs. 

-
Streams without priority will be assigned a Stream Dependency of 0x0 and the default Weight of 16.
-
When defining priorities of an application it is needed to follow the same rules independently of the application, the SBI and the service.
-
When there is a series of transactions required to complete a procedure, it is appropriate to mark transactions that occur later in the series at a higher priority than those that occur early in the series.
-
The requests that establish new sessions should have a lower priority than the ones that update or end a session.
-
The requests to authenticate a registered user or fetch authentication vectors for registered users shall have a higher priority than the ones of a non-registered user.
6.X.3
HTTP/2 client behaviour

The client sending a request shall determine the required priority according to 6.X.2. It shall include prioritization information in the HEADERS frame when opening the stream to send the request and shall prioritise the requests according to the required priority level. The Stream Dependency is set to 0x0 and the Weight in accordance with the required priority. A client shall not change the stream priority after sending the HEADER frame.
The client may use the stream priority to determine how to handle the response. This includes determining the order in which responses are handled and resources that are applied to the handling of the responses. If the stream priority has been changed by a proxy or a server before sending the HEADER frame of the response then the new stream priority is used to handle the response.
Editor's Note:
It is FFS whether the protocol stack allows DSCP marking.
6.X.4
HTTP/2 server behaviour

The server may use the stream priority information to determine how to handle the request. This includes determining the order in which requests are handled and resources that are applied to the handling of the request.
A server shall disregard any received PRIORITY frame.
Servers should use stream priority information when making overload throttling decisions.
When the priority for the response message needs to have a different value than the request one, a server may change the stream priority by sending a PRIORITY frame with a Stream Dependency of 0x0 and a Weight in accordance to response required priority. The server shall send it before sending the HEADERS frame of the response message. A server shall not send a PRIORITY frame after the HEADER one.
Editor's Note:
It is FFS whether the protocol stack allows DSCP marking.
6.X.5
HTTP/2 proxy behaviour

A proxy shall include prioritization information in the HEADERS frame when opening a new stream to forward a received request message toward the server on an inbound connection. The Stream Dependency of the inbound side stream is set to 0x0 and the Weight should be the same as the one of the outbound side stream that carried the request.
While done only in exceptional circumstances, a proxy may modify priority information when relaying request by setting the Weight of the inbound side stream to a different value than the one of the outbound side stream.

NOTE:
There might be scenarios where a proxy does modify priority information. For instance, a SEPP may modify the priority set by a roaming partner.
Proxies should use the outbound side (respectively the inbound side) stream priority information when making overload throttling decisions to a request (respectively an response).
Proxies may use the outbound side (respectively the inbound side) stream priority information when relaying a request (respectively an response) messages. This includes the selection of routes (only for the requests) and the ordering of messages relayed.
If a proxy receives a PRIORITY frame on an inbound side stream, it should send a PRIORITY frame with a Stream Dependency set to 0x0 and the same Weight as the one the received PRIORITY frame.
Editor's Note:
It is FFS whether the protocol stack allows DSCP marking.
* * * Next Change * * * *

ANNEX X (informative):
Stream weight setting recommendation
Editor's Note:
this is a place holder to capture the stream prioriy ranges for MPS, MCX, emergency calls and application specific values.

* * * End of Changes * * * *

