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1. Introduction

Subclause 5.2.1.2 describes the UDR can manage the data access authorization based on the some information in the service operation (e.g. NF type). 

There are three places to show the NF type information:

1) Request line

2) HTTP header

3) HTTP body

It is not so good to show the NF type in the request URI, because it will create lots of URIs, which contain the different NF types, to indicate to one single resource. And HTTP body is not applicable to all HTTP methods (e.g. GET).
Hence, HTTP header may be a good option, especially if there is an appropriate standard HTTP header to show the NF type.
According to Subclause 5.5 in IETF RFC 7231, there are two HTTP headers may provide the NF type information.
======Extract from Subclause 5.5 in IETF RFC 7231=======

5.5. Request Context

The following request header fields provide additional information

about the request context, including information about the user, user

agent, and resource behind the request.
5.5.1. From
The "From" header field contains an Internet email address for a

human user who controls the requesting user agent. The address ought

to be machine-usable, as defined by "mailbox" in Section 3.4 of

[RFC5322]:

From = mailbox

mailbox = <mailbox, see [RFC5322], Section 3.4>

An example is:

From: webmaster@example.org
5.5.3. User-Agent
The "User-Agent" header field contains information about the user

agent originating the request, which is often used by servers to help

identify the scope of reported interoperability problems, to work

around or tailor responses to avoid particular user agent

limitations, and for analytics regarding browser or operating system

use. A user agent SHOULD send a User-Agent field in each request

unless specifically configured not to do so.

User-Agent = product *( RWS ( product / comment ) )

The User-Agent field-value consists of one or more product

identifiers, each followed by zero or more comments (Section 3.2 of

[RFC7230]), which together identify the user agent software and its

significant subproducts. By convention, the product identifiers are

listed in decreasing order of their significance for identifying the

user agent software. Each product identifier consists of a name and

optional version.

product = token ["/" product-version]

product-version = token
A sender SHOULD limit generated product identifiers to what is

necessary to identify the product; a sender MUST NOT generate

advertising or other nonessential information within the product

identifier. A sender SHOULD NOT generate information in

product-version that is not a version identifier (i.e., successive

versions of the same product name ought to differ only in the

product-version portion of the product identifier).

Example:

User-Agent: CERN-LineMode/2.15 libwww/2.17b3
======End of the extract from Subclause 5.5 in IETF RFC 7231=======

“From” header is used to show the human user information but the format should be the email address. “User-Agent” header is conventionally to show the user agent software information (e.g. browser or OS information) and the format is much easier to show NF type. Comparison to the two headers, “User-Agent” is an appropriate HTTP header to show the NF type information and the format can be as following for example:
User-Agent: UDM/R15
2. Reason for Change

Subclause 5.2.1.2 describes the UDR can manage the data access authorization based on the some information in the service operation (e.g. NF type). According to the IETF RFC 7231, this pCR proposes to add the description of using “User-Agent” to show NF type information. And there are some text revisions to make the meaning of the sentence more precisely. 
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.504 v0.2.0.

* * * First Change * * * *
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* * *Next Change * * * *

5.2
Nudr_DataRepository Service
5.2.1.1 Service and operation description

The UDR is acting as NF Service Producer. It provides Unified Data Repository service to the NF service consumer. The NF Service Consumer are the UDM, PCF, NEF(PFDF).
For the Nudr_DataRepository service, the following service operations are defined:

-
Query
-
Create

-
Delete

-
Update

-
Subscribe

-
Unsbscribe

-
Notify

This service allows NF service consumers to retrieve, create, update, modify and delete data stored in the UDR.

This service allows the NF service consumers to subscribe/unsubscribe the data change notification and to be notified of the data change.
5.2.1.2 Service operation and data access authorization
UDR provides one Nudr_DataRepository service to all of the NF consumers, while different types of data may have different data access authorizations, the UDR shall be able to have the authorization management mechanism to guarantee the safety of data access.

And the information in the Nudr_DataRepository service operation should be able to identify the NF type of the consumer and the service operation type or name, and to indicate the requested data information including the data set and data subset, and the resource/data identifier. All HTTP methods for the service operation shall include the information in the appropriate place of the HTTP message. And the User-Agent header (as defined in IETF RFC 7231 [x]) shall be used to indicate the NF type of the consumer.
If there is an illegal service operation or data access request initiated by a NF consumer, the service failure response should be returned through the Nudr interface with an explicit cause value.

* * *Next Change * * * *

6
API Definitions

6.1
Nudr_DataRepository Service API 

6.1.1
API URI
URIs of this API shall have the following root:

{apiRoot}/{apiName}/{apiVersion}/

where the "apiName" shall be set to "nudr-dr" and the "apiVersion" shall be set to "v1" for the current version of this specification.
6.1.2
Usage of HTTP

6.1.2.1
General
This subclause will include a reference to TS 29.500 for the description of the Transport and HTTP/2.0 protocol requirements and for the security requirements.

6.1.2.2
HTTP standard headers
6.1.2.2.1
General

6.1.2.2.2
Content type 

This subclause will indicate the encoding of HTTP requests/responses and the applicable MIME media type for the related Content-Type header. 

6.1.2.2.w
User Agent

The NF service consumer shall include in the HTTP/2 request a User-Agent header as defined in IETF RFC 7231 [x] with a value identifying the NF type of the NF service consumer.

The pattern of the content of the User-Agent is: "(udm-.+|pcf-.+|nef-.+|.+)".
* * * End of Changes * * * *
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