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1. Reason for Change
S2-182990 and S2-182991, agreed at SA2#126, introduces a mechanism where the SMF, upon creation of a PDU session,  determines  the UP security policy to be delivered as a request to the NG-RAN based on UE subscription information and PCC, enabling the HPLMN a degree of control on the activation of the UP integrity protection.

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates: 

· whether UP integrity protection is:
-
Required: for all the traffic on the PDU Session UP integrity protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply 

-
Not Needed: UP integrity protection shall not apply on the PDU Session
· whether UP confidentiality protection is:
-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply 

-
Not Needed: UP confidentiality shall not apply on the PDU Session
For Home Routed PDU sessions, the H-SMF provides the User Plane Policy Enforcement in the Nsmf_PDUSession_Create Response. 
The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfill User Plane Security Enforcement information with a value of Required. In this case the SMF releases the PDU session. The NG-RAN notifies the SMF when it cannot fulfill a User Plane Security Enforcement with a value of Preferred.
The NG-RAN also notifies the SMF when it could only establish user plane resources for the PDU session that do not fulfil the User Plane Security Enforcement with a value Preferred.
This pCR defines the stage 3 protocol extensions to support the above requirements.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 29.502 v1.0.0.
* * * First Change * * * *

5.2.2.4
Release SM Context service operation

5.2.2.4.1
General

The Release SM Context service operation shall be used to release the SM Context of a given PDU session, in the SMF, or in the V-SMF for HR roaming scenarios, in the following procedures: 

-
UE initiated Deregistration (see subclause 4.2.2.3.2 of 3GPP TS 23.502 [3]); 

-
Network initiated Deregistration (see subclause 4.2.2.3.2 of 3GPP TS 23.502 [3]), e.g. AMF initiated deregistration;

-
Network requested PDU session release (see subclause 4.3.4.2 of 3GPP TS 23.502 [3]), e.g. AMF initiated release when there is a mismatch of the PDU session status between the UE and the AMF or when a required user plane security enforcement cannot be fulfilled by the NG-RAN;

-
5GS to EPS Idle mode mobility or handover for a Home Routed PDU session, to release the SM context in the V-SMF only.

Editor's Note: stage 2 does not specify how the 5GS resources are released in the V-SMF upon a successful EPS to 5GS handover. It is proposed to use the Release SM Context service operation with a vsmfReleaseOnly indication. This has to be confirmed once stage 2 is completed.

The NF Service Consumer (e.g. AMF) shall release the SM Context of a given PDU session by using the HTTP "release" custom operation as shown in Figure 5.2.2.4.1-1.  
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Figure 5.2.2.4.1-1: SM context release

1.
The NF Service Consumer shall send a POST request to the resource representing the individual SM context to be deleted. The payload body of the POST request shall contain any data that needs to be passed to the SMF.

For a 5GS to EPS Idle mode mobility or handover, for a Home Routed PDU session, the PATCH request shall contain a vsmfReleaseOnly indication.
2.
On success, the SMF shall return either:

-
"204 No Content" with an empty payload body in the POST response, if no data needs to be returned to the NF Service Consumer; or 

-
"200 OK" with the data to be returned to the NF Service Consumer in the payload body in the POST response. 

If the PATCH request contains a vsmfReleaseOnly indication (i.e. for a 5GS to EPS Idle mode mobility or handover, for a Home Routed PDU session), the V-SMF shall release its SM context and corresponding PDU session resource locally, i.e. without signalling towards the H-SMF.

Editor's Note: whether both "200 OK" and "204 No Content" are needed is FFS; the description of failure cases is also FFS.

* * * Next Change * * * *

5.2.2.8.2.2
UE or visited network requested PDU session modification

The requirements specified in subclause 5.2.2.8.2.1 shall apply with the following modifications.
1.
Same as step 1 of Figure 5.2.2.8.2-1, with the following modifications.

The PATCH request shall contain: 

-
the requestIndication set to UE_REQ_PDU_SES_MOD, and the modifications requested by the UE, e.g. UE requested QoS rules, in an N1 SM container IE as specified in subclause 5.2.3.1, for a UE requested PDU session modification; or

-
the requestIndication set to NW_REQ_PDU_SES_MOD, and the modifications requested by the visited network or the notifications initiated by the visited network, e.g. to report the release of QoS flow(s) or notifying QoS flow(s) whose targets QoS are no longer fulfilled, or to report that the user plane security enforcement with a value Preferred is not fulfilled or is fulfilled again, for a visited network requested PDU session modification; 

* * * Next Change * * * *

5.2.2.9
Release service operation

5.2.2.9.1
General

The Release service operation shall be used to request an immediate and unconditional deletion of an invidual PDU session resource in the H-SMF, in HR roaming scenarios.

It is invoked by the V-SMF in the following procedures: 

-
UE initiated Deregistration (see subclause 4.2.2.3.2 of 3GPP TS 23.502 [3]);

-
Network initiated Deregistration (see subclause 4.2.2.3.2 of 3GPP TS 23.502 [3]), e.g. AMF initiated deregistration;

-
visited network requested PDU Session release (see subclause 4.3.4.3 of 3GPP TS 23.502 [3]), e.g. AMF initiated release when there is a mismatch of the PDU session status between the UE and the AMF or when a required user plane security enforcement cannot be fulfilled by the NG-RAN.

The NF Service Consumer (e.g. V-SMF) shall release a PDU session in the H-SMF by using the HTTP "release" custom operation as shown in Figure 5.2.2.9.1-1.  
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Figure 5.2.2.9.1-1: Pdu session release
1.
The NF Service Consumer shall send a POST request to the resource representing the individual PDU session resource in the H-SMF. The payload body of the POST request shall contain any data that needs to be passed to the H-SMF.

2.
On success, the H-SMF shall return either: 

-
"204 No Content" with an empty payload body in the POST response, if no data needs to be returned to the NF Service Consumer; or 

-
"200 OK" with the data to be returned to the NF Service Consumer in the payload body in the POST response. 
Editor's Note: failure scenarios are FFS.

* * * Next Change * * * *

6.1.6
Data Model

6.1.6.1
General

This subclause specifies the application data model supported by the API.

Table 6.1.6.1-1 specifies the data types defined for the Nsmf service based interface protocol.

Table 6.1.6.1-1: Nsmf specific Data Types
	Data type
	Section defined
	Description

	SmContextCreateData
	6.1.6.2.2
	Information within Create SM Context Request

	SmContextCreatedData
	6.1.6.2.3
	Information within Create SM Context Response

	SmContextUpdateData
	6.1.6.2.4
	Information within Update SM Context Request

	SmContextUpdatedData
	6.1.6.2.5
	Information within Update SM Context Response

	SmContextReleaseData
	6.1.6.2.6
	Information within Release SM Context Request

	SmContextReleasedData
	6.1.6.2.7
	Information within Release SM Context Response

	SmContextStatusNotification
	6.1.6.2.8
	Information within Notify SM Context Status Request

	PduSessionCreateData
	6.1.6.2.9
	Information within Create Request

	PduSessionCreatedData
	6.1.6.2.10
	Information within Create Response

	HsmfUpdateData
	6.1.6.2.11
	Information within Update Request towards H-SMF

	HsmfUpdatedData
	6.1.6.2.12
	Information within Update Response from H-SMF

	ReleaseData
	6.1.6.2.13
	Information within Release Request

	ReleasedData
	6.1.6.2.14
	Information within Release Response

	VsmfUpdateData
	6.1.6.2.15
	Information within Update Request towards V-SMF

	VsmfUpdatedData
	6.1.6.2.16
	Information within Update Response from V-SMF

	StatusNotification
	6.1.6.2.17
	Information within Notify Status Request 

	QosFlowsList
	6.1.6.2.18
	List of QoS flows

	QosFlowItem
	6.1.6.2.19
	Individual QoS flow 

	QosFlowsSetupList
	6.1.6.2.20
	List of QoS flows to setup

	QosFlowsAddModifyRequestList
	6.1.6.2.21
	List of QoS flows requested to be created or modified

	QosFlowsReleaseRequestList
	6.1.6.2.22
	List of QoS flows requested to be released

	QosFlowSetupItem
	6.1.6.2.23
	Individual QoS flow to setup

	QosFlowAddModifyRequestItem
	6.1.6.2.24
	Individual QoS flow requested to be created or modified

	QosFlowReleaseRequestItem
	6.1.6.2.25
	Individual QoS flow requested to be released

	QosFlowProfile
	6.1.6.2.26
	QoS flow profile

	GbrQosFlowInformation
	6.1.6.2.27
	GBR QoS flow information

	QosFlowsNotifyList
	6.1.6.2.28
	

	QosFlowNotifyItem
	6.1.6.2.29
	Notification related to a QoS flow

	Dynamic5qi
	6.1.6.2.30
	QoS Characteristics for a non-standardized or not pre-configured 5QI for downlink and uplink. 

	NonDynamic5qi
	6.1.6.2.31
	QoS Characteristics for a standardized or pre-configured 5QI for downlink and uplink. 

	SMContextQueriedData
	6.1.6.2.32
	Information within Query SM Context Response

	TunnelInfo
	6.1.6.2.33
	Tunnel Information

	StatusInfo
	6.1.6.2.34
	Status of SM context or of PDU session

	EbiList
	6.1.6.2.35
	List of EBIs

	RefToBinaryData
	6.1.6.2.36
	Cross-Reference to binary data encoded within a binary body part in an HTTP multipart message

	PduSessionNotifyItem
	6.1.6.2.y
	Notification related to a PDU session

	GtpTeid
	6.1.6.3.2
	GTP Tunnel Endpoint Identifier

	ProcedureTransactionId
	6.1.6.3.2
	Procedure Transaction Identifier

	UeEpsPdnConnection
	6.1.6.3.2
	UE EPS PDN Connection 

	EpsBearerId
	6.1.6.3.2
	EPS Bearer Id

	EpsBearerContext
	6.1.6.3.2
	EPS Bearer Context

	UpCnxState
	6.1.6.3.3
	User Plane Connection State

	HoState
	6.1.6.3.4
	Handover State

	RequestType
	6.1.6.3.5
	Request Type in Create (SM context) service operation.

	RequestIndication
	6.1.6.3.6
	Request Indication in Update (SM context) service operation.

	NotificationCause
	6.1.6.3.7
	Cause for generating a notification

	Cause
	6.1.6.3.8
	Cause information

	ResourceStatus
	6.1.6.3.9
	Status of SM context or PDU session resource


Table 6.1.6.1-2 specifies data types re-used by the Nsmf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nsmf service based interface. 
Table 6.1.6.1-2: Nsmf re-used Data Types
	Data type
	Reference
	Comments

	Uint32
	3GPP TS 29.571 [13]
	Unsigned 32-bit integers

	Ipv4Addr
	3GPP TS 29.571 [13]
	IPv4 Address

	Ipv6Prefix
	3GPP TS 29.571 [13]
	IPv6 Prefix

	Uri
	3GPP TS 29.571 [13]
	Uniform Resource Identifier

	Supi
	3GPP TS 29.571 [13]
	Subscription Permanent Identifier

	Pei
	3GPP TS 29.571 [13]
	Permanent Equipment Identifier

	Gpsi
	3GPP TS 29.571 [13]
	General Public Subscription Identifier

	AccessType
	3GPP TS 29.571 [13]
	Access Type (3GPP or non-3GPP access)

	SupportedFeatures
	3GPP TS 29.571 [13]
	Supported features

	Qfi
	3GPP TS 29.571 [13]
	QoS Flow Identifier

	pduSessionId
	3GPP TS 29.571 [13]
	PDU Session Identifier

	pduSessionType
	3GPP TS 29.571 [13]
	PDU Session Type

	SessionAmbr
	3GPP TS 29.571 [13]
	PDU Session Aggregate Maximum Bit Rate

	5qi
	3GPP TS 29.571 [13]
	5G QoS Identifier

	Arp
	3GPP TS 29.571 [13]
	Allocation and Retention Priority

	ReflectiveQoSAttribute
	3GPP TS 29.571 [13]
	Reflective QoS Attribute

	5qiPriorityLevel
	3GPP TS 29.571 [13]
	5QI Priority Level

	ArpPriorityLevel
	3GPP TS 29.571 [13]
	ARP Priority Level

	PacketDelayBudget
	3GPP TS 29.571 [13]
	Packet Delay Budget

	PacketErrorRate
	3GPP TS 29.571 [13]
	Packet Error Rate

	DelayCritical
	3GPP TS 29.571 [13]
	Indicates whether a GBR QoS flow is delay critical or not.

	AveragingWindow
	3GPP TS 29.571 [13]
	Averaging Window

	MaxDataBurstVolume
	3GPP TS 29.571 [13]
	Maximum Data Burst Volume

	DelayCritical
	3GPP TS 29.571 [13]
	Delay Critical

	NotificationControl
	3GPP TS 29.571 [13]
	Notification Control

	Dnn
	3GPP TS 29.571 [13]
	Data Network Name

	SingleNssai
	3GPP TS 29.571 [13]
	Single Network Slice Selection Assistance Information

	NfInstanceId
	3GPP TS 29.571 [13]
	NF Instance Identifier

	UserLocation
	3GPP TS 29.571 [13]
	User Location

	TimeZone
	3GPP TS 29.571 [13]
	Time Zone

	ProblemDetails
	3GPP TS 29.571 [13]
	Error description

	UpSecurity
	3GPP TS 29.571 [13]
	User Plane Security Policy Enforcement information


* * * Next Change * * * *

6.1.6.2.6
Type: SMContextReleaseData

Table 6.1.6.2.6-1: Definition of type SmContextReleaseData

	Attribute name
	Data type
	P
	Cardinality
	Description

	ueLocation
	UserLocation
	C
	0..1
	This IE shall be present, if available. 

When present, it shall contain the UE location information.

	ueTimeZone
	TimeZone
	C
	0..1
	This IE shall be present, if available. 

When present, it shall contain the UE location information.

	vsmfReleaseOnly
	boolean
	C
	0..1
	This IE shall be present and set to "true" during a 5GS to EPS Idle mode mobility or handover, for a Home Routed PDU session. When present, it shall be set as follows:

- true: release the SM context and PDU session in the V-SMF only; 

- false (default): release the SM context and PDU session in V-SMF and H-SMF.

	cause
	Cause
	C
	0..1
	This IE shall be present, if the information is available. When present, this IE shall indicate the cause for the requested SM context release. 

	FFS
	
	
	
	


* * * Next Change * * * *

6.1.6.2.10
Type: PduSessionCreatedData

Table 6.1.6.2.10-1: Definition of type PduSessionCreatedData

	Attribute name
	Data type
	P
	Cardinality
	Description

	pduSessionType
	PduSessionType
	M
	1
	This IE shall indicate the selected PDU type.

	hcnTunnelInfo
	TunnelInfo
	M
	1
	This IE shall contain the N9 tunnel information on the home CN side.

	sessionAmbr
	SessionAmbr
	M
	1
	This IE shall contain the Session AMBR granted to the PDU session.

	qosFlowsSetupList
	QosFlowsSetupList
	M
	1
	This IE shall contain the set of QoS flow(s) to establish for the PDU session. It shall contain at least the Qos flow associated to the default Qos rule.

	enablePauseCharging
	boolean
	C
	0..1
	This IE shall be present, based on operator's policy, to enable the use of Pause of Charging for the PDU session (see subclause 4.4.4 of 3GPP TS 23.502 [3]). 

When present, it shall be set as follows:

- true: enable Pause of Charging; 

- false (default): disable Pause of Charging. 

	ueIpv4Address
	Ipv4Addr
	C
	0..1
	This IE shall be present if the H-SMF assigns a UE IPv4 address to the PDU session. 

	ueIpv6Prefix
	Ipv6Prefix
	C
	0..1
	This IE shall be present if the H-SMF assigns a UE IPv6 prefix to the PDU session.

	n1SmInfoToUe
	RefToBinaryData
	C
	0..1
	This IE shall be present if the H-SMF needs to send N1 SM information to the UE that does not need to be interpreted by the V-SMF. When present, this IE shall reference the n1SmInfoToUe binary data (see subclause 6.1.6.4.4). 

	pgwS8fteid
	TunnelInfo
	C
	0..1
	This IE shall be present if the PDU session may be moved to EPS during its lifetime. When present, it shall contain the PGW S8 F-TEID for Control Plane.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in subclause 6.1.x is supported. 

	upSecurity
	UpSecurity
	O
	0..1
	When present, this IE shall indicate the security policy for integrity protection and encryption for the user plane of the PDU session.


* * * Next Change * * * *

6.1.6.2.13
Type: ReleaseData

Table 6.1.6.2.13-1: Definition of type ReleaseData

	Attribute name
	Data type
	P
	Cardinality
	Description

	cause
	Cause
	C
	0..1
	This IE shall be present, if the information is available. When present, this IE shall indicate the cause for the requested PDU session release. 

	FFS
	
	
	
	


* * * Next Change * * * *

6.1.6.2.11
Type: HsmfUpdateData

Table 6.1.6.2.11-1: Definition of type HsmfUpdateData

	Attribute name
	Data type
	P
	Cardinality
	Description

	requestIndication
	RequestIndication
	M
	1
	This IE shall indicate the request type.

	pei
	Pei
	C
	0..1
	This IE shall be present if it is available and has not been provided earlier to the H-SMF.

When present, this IE shall contain the permanent equipment identifier.

	vcnTunnelInfo
	TunnelInfo
	C
	1
	This IE shall be present during an EPS to 5GS Idle mode mobility or handover preparation using the N26 interface, or if the N9 tunnel information on the visited CN side provided earlier to the H-SMF has changed. 

When present, this IE shall contain the new N9 tunnel information on the visited CN side.

	anType
	AccessType
	C
	0..1
	This IE shall be present during an EPS to 5GS Idle mode mobility or handover preparation using the N26 interface, or if the Access Network Type provided earlier to the H-SMF has changed. 

When present, this IE shall indicate the new Access Network Type to which the PDU session is to be associated.

	ueLocation
	UserLocation
	C
	0..1
	This IE shall be present if it is available, the UE Location has changed and needs to be reported to the H-SMF.

When present, this IE shall contain the new UE location information.

	ueTimeZone
	TimeZone
	C
	0..1
	This IE shall be present if it is available, the UE Time Zone has changed and needs to be reported to the H-SMF.

When present, this IE shall contain the new UE Time Zone.

	pauseCharging
	boolean
	C
	0..1
	This IE shall be present if the H-SMF enabled the use of Pause Pause of Charging for the PDU session during the PDU session establishment and 

Pause of Charging needs to be started or stopped (see subclause 4.4.4 of 3GPP TS 23.502 [3]). 

When present, it shall be set as follows:

- true: to Start Pause of Charging; 

- false: to Stop Pause of Charging. 

	pti
	ProcedureTransactionId
	C
	0..1
	This IE shall be present if the requestIndication indicates a UE requested PDU session modification or release. When present, it shall contain the PTI value received from the UE.

	n1SmInfoFromUe
	RefToBinaryData
	C
	0..1
	This IE shall be present if the V-SMF has received known N1 SM information from the UE that does not need to be interpreted by the V-SMF. When present, this IE shall reference the n1SmInfoFromUe binary data (see subclause 6.1.6.4.4). 

	unknownN1SmInfo
	RefToBinaryData
	C
	0..1
	This IE shall be present if the V-SMF has received unknown N1 SM information from the UE. When present, this IE shall reference the unknownN1SmInfo binary data (see subclause 6.1.6.4.4). 

	qosFlowsRelNotifyList
	QosFlowsList
	C
	0..1
	This IE shall be present if QoS flows have been released.

	qosFlowsNotifyList
	QosFlowsNotifyList
	C
	0..1
	This IE shall be present if the QoS targets for GBR QoS flow(s) are not fulfilled anymore or when they are fulfilled again.

	NotifyList
	array(PduSessionNotifyItem)
	C
	0..N
	Description of notifications related to the PDU session. This IE shall be present if the NG-RAN has established user plane resources for the PDU session that do not fulfil the User Plane Security Enforcement with a value Preferred, or when the user plane security enforcement is fulfilled again. 

	epsBearerId
	EpsBearerId
	C
	0..N
	This IE shall be present during an EPS to 5GS Idle mode mobility or handover preparation using the N26 interface. 

When present, it shall contain the list of EPS bearer Id(s) received from the MME.

	vsmfId
	NfInstanceId
	C
	0..1
	This IE shall be present during an EPS to 5GS Idle mode mobility or handover preparation using the N26 interface. 

When present, it shall contain the identifier of the serving SMF.

	vsmfPduSessionUri
	Uri
	C
	0..1
	This IE shall be present during an EPS to 5GS Idle mode mobility or handover preparation using the N26 interface. 

When present, it shall include the URI representing the PDU session in the V-SMF.

	hoPreparationIndication
	boolean
	C
	0..1
	This IE shall be present during an EPS to 5GS handover preparation and handover execution using the N26 interface. 

When present, it shall be set as follows:

- true: an EPS to 5GS handover preparation is in progress; the PGW-C/SMF shall not switch the DL user plane of the PDU session yet. 

- false: there is no on-going EPS to 5GS handover preparation in progress. If a handover preparation was in progress, the handover has been completed. The PGW-C/SMF shall switch the DL user plane of the PDU session using the N9 tunnel information that has been received in the vcnTunnelInfo.

It shall be set to "true" during an EPS to 5GS handover preparation using the N26 interface. 

It shall be set to "false" during an EPS to 5GS handover execution using the N26 interface. 




* * * Next Change * * * *

6.1.6.2.y
Type: PduSessionNotifyItem

Table 6.1.6.2.y-1: Definition of type PduSessionNotifyItem

	Attribute name
	Data type
	P
	Cardinality
	Description

	notificationCause
	NotificationCause
	M
	1
	


* * * Next Change * * * *

6.1.6.3.7
Enumeration: NotificationCause
The enumeration NotificationCause indicates the cause of a notification. It shall comply with the provisions defined in table 6.1.6.3.7-1.
Table 6.1.6.3.7-1: Enumeration NotificationCause

	Enumeration value
	Description

	QOS_FULFILLED
	The QoS targets are fulfilled again for the GBR QoS flow.

	QOS_NOT_FULFILLED
	The QoS targets are no longer fulfilled for the GBR QoS flow.

	UP_SEC_FULFILLED
	The user plane security enforcement "Preferred" is fulfilled again for the PDU session.

	UP_SEC_NOT_FULFILLED
	The user plane security enforcement "Preferred" is not fulfilled for the PDU session.


* * * Next Change * * * *

6.1.6.3.8
Enumeration: Cause

The enumeration Cause indicates a cause information. It shall comply with the provisions defined in table 6.1.6.3.8-1.
Table 6.1.6.3.8-1: Enumeration Cause

	Enumeration value
	Description

	REL_DUE_TO_HO
	Release due to Handover

	EPS_FALLBACK
	Mobility due to EPS fallback for IMS voice is on-going.

	REL_DUE_TO_UP_SEC
	Release due to user plane Security requirements that cannot be fulfilled.


* * * End of Changes * * * *
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