
3GPP TSG CT4 Meeting #83
C4-182241
Montreal, CANADA; 26th Feb – 02nd Mar 2018
was C4-182146
Source:
Ericsson
Title:
Pseudo-CR on HTTP Status Codes
Spec:
3GPP TS T29.500 – v0.4.0
Agenda item:
6.2.1.3
Document for:
Decision

1. Introduction
2. Reason for Change
3GPP TS 29.500 has defined different aspects of HTTP/2 including headers, error handling, etc. but Response Status Codes, as part of Pseudo-Header in response, are not described. 

Observation-1: Even though some API specifications explicitly define certain Response Status Codes per interface, NFs in SBA should also prepare to receive other Response Status Code, e.g. from an intermediary.

Recommendation 1: NFs in SBA as HTTP client should support generic Response Status Codes following RFC recommendations, including support to standard headers associated to certain response status code.

Observation-2: There is statement of status code mapping guideline in ETSI MEC, which is reasonable to be adapted in SBA. It says:

“In general, application errors should be mapped to the most similar HTTP error status code. If no such code is applicable, one of the codes 400 (Bad request, for client errors) or 500 (Internal Server Error, for server errors) should be used. Implementations may use any valid HTTP response code as error code in the HTTP response, but shall not use any code that is not a valid HTTP response code.”
Recommendation 2: NFs in SBA as HTTP server should map application errors to the most suitable response status code from standardized HTTP response codes defined by IETF.

For Rel-15, the following HTTP Status Codes are recommended for NFs in SBA as HTTP servers (unless specified, the following status codes are defined in RFC 7231):

· 1xx

· 100 Continue

· 103 Early Hints (RFC 8297)

· 2xx

· 200 OK

· 201 Created

· 202 Accepted
· 204 No Content

· 206 Partial Content (RFC 7233)

· 3xx

· 300 Multiple Choices

· 301 Move Permanently

· 302 Found

· 303 See Other

· 304 Not Modified (RFC 7232)

· 307 Temporary Redirect

· 308 Permanent Redirect (RFC 7538)

· 4xx

· 400 Bad Request

· 401 Unauthorized (RFC 7235)

· 402 Payment Required

· 403 Forbidden

· 404 Not Found

· 405 Method Not Allowed

· 406 Not Acceptable

· 408 Request Timeout

· 409 Conflict

· 410 Gone

· 411 Length Required

· 412 Precondition Failed (RFC 7232)

· 413 Payload Too Large (RFC 7231)

· 414 URI Too Long (RFC 7231)

· 415 Unsupported Media Type

· 416 Range Not Satisfiable (RFC 7233)

· 417 Expectation Failed

· 421 Misdirected Request (RFC 7540)

· 426 Upgrade Required

· 428 Precondition Required (RFC 6585)

· 429 Too Many Requests (RFC 6585)

· 431 Request Header Fields Too Large (RFC 6585)

· 451 Unavailable For Legal Reasons (RFC 7725)

· 5xx

· 500 Internal Server Error

· 501 Not Implemented

· 502 Bad Gateway

· 503 Service Unavailable

· 504 Gateway Timeout

· 505 HTTP Version Not Supported

· 506 Variant Also Negotiates (RFC 2295)

· 510 Not Extended (RFC 2774)

· 511 Network Authentication Required (RFC 6585)

The following HTTP Status Codes are not recommended, although defined by IETF:

· Redefined or Deprecated

· 101 Switch Protocol (Switching protocol is redefined by HTTP/2 RFC 7540)

· 305 Use Proxy (Deprecated)

· 306 Switch Proxy (No longer used)

· WebDAV specific

· 102 Processing (RFC 2518)

· 207 Multi-Status (RFC 4918)

· 208 Already Reported (RFC 5842)

· 422 Unprocessable Entity (RFC 4918)

· 423 Locked (RFC 4918)

· 424 Failed Dependency (RFC 4918)

· 507 Insufficient Storage (RFC 4918)

· 508 Loop Detected (RFC 5842)

· Proxy Behaviour
· 203 Non-Authoritative Information (since HTTP/1.1)

· 407 Proxy Authentication Required (RFC 7235)

· Other

· 205 Reset Content (Reset "Document View" behaviour mainly fits browser for man-machine interaction)

· 226 IM Used (RFC 3229) (Instance manipulation with delta encoding in response is not supported in Rel-15)

Observation-3: Client may receive unrecognize HTTP response code. Subclause 6 of IETF RFC 7231 has following description: 

HTTP status codes are extensible. HTTP clients are not required to understand the meaning of all registered status codes, though such understanding is obviously desirable. However, a client MUST
understand the class of any status code, as indicated by the first digit, and treat an unrecognized status code as being equivalent to the x00 status code of that class, with the exception that a recipient MUST NOT cache a response with an unrecognized status code.

For example, if an unrecognized status code of 471 is received by a client, the client can assume that there was something wrong with its request and treat the response as if it had received a 400 (Bad Request) status code. The response message will usually contain a representation that explains the status.

The first digit of the status-code defines the class of response. The last two digits do not have any categorization role. There are five values for the first digit:

o 1xx (Informational): The request was received, continuing process

o 2xx (Successful): The request was successfully received, understood, and accepted

o 3xx (Redirection): Further action needs to be taken in order to complete the request

o 4xx (Client Error): The request contains bad syntax or cannot be fulfilled

o 5xx (Server Error): The server failed to fulfil an apparently valid request

Recommendation-3: NFs in SBA as HTTP clients should handle unrecognized HTTP Status Codes following guideline described in subclause 6 of IETF RFC 7231. The recommended behaviours are:

· 1xx (informational)
Discard the response and continue process of request and final response.
· 4xx (client Error)

Validate the request message and make correction before resending. Otherwise, stop process and go to error handling procedure

· 5xx (Server Error)

Find alternative server to continue the procedure if possible. Otherwise, stop process and go to error handling process.

· 3xx (Redirection)
Retry the request towards the directed resource referred in the Location header.

Observation-4: When accessing the redirected resources, for 301/302/303 response codes, a client is allowed to change the request methods, e.g. from POST to GET. This behaviour sometimes causes problem in web practice thus IETF later defined 307/308 response code to prevent client from changing request methods.

For SBA, allowing client changing of request method doesn't provide big value, compare to the potential risk it brings. It is recommended to prevent client from changing the request methods in redirection procedure.

Recommendation-4: The following 3xx response codes are NOT recommended to be used by NFs in SBA as HTTP Server:

· 301 Move Permanently

· 302 Found

· 303 See Other

NFs in SBA as HTTP clients should not change request method to access the redirected resources.

Observation-5: It is considered that 2xx response status codes should be always generate by target NFs as HTTP server, and NFs as HTTP server should generate response code following API spec in successful cases. Following this assumption, NF as HTTP client could always expect to receive 2xx response status code that are defined in API spec. As a simple approach with safety consideration, a client could regard unrecognized/unexpected 2xx response as invalid and stop the procedure. Because even client is willing to continue process the response following successful procedure, the payload data may differ from defined data model and finally leads to failure processing.

On the other hand, as HTTP Status Code is extensible, new status codes require almost identical client behaviour as existing code (e.g. 307 towards 302, 308 towards 301) may be introduced in later API maintenance versions, that potentially reaches a client implemented on previous API version; and vendor may use specific response status code in same category to indicate vendor specific information on API level, other parts of the response message are identical to an already defined code. For these scenarios, a more tolerant client maybe a better choice to secure service availability.

There are two options:

Option-1: 
When a NF as HTTP client receives an unrecognized 2xx response status code, it regards the response is invalid and discontinues the successful procedure. If the invalid 2xx response is for a resource creation request, the client shall remove the resource from server, if possible.

Option-2:
When a NF as HTTP client receives an unrecognized 2xx response status code, it should treat it as 200 OK and continue with successful procedure:
· If a 200 OK response code is defined for the service operation, follow the 200 OK definition

· If no 200 OK response code is defined for the service operation, treat the service operation is successful and follow the description in subclause 6.3.1 of RFC 7231 when trying to digest the payload.

· If the payload could not be successfully understood by the client and the successful procedure explicitly requires the information from successful response message, the client should treat the service operation invalid and start failure handling.

	
	Option-1: Invalidate
	Option-2: Map to 200

	Predictability: Easy to predict the result and easy to detect the problem.
	High
	Low

	API Extensibility of response code
	Low
	High

	Customization possibility of response code 

Note: It is arguable this is really needed. As custom information could be carried by other HTTP extensibilities like custom header.
	Low
	High

	Standard compliance
	Low
	High


Recommendation-5: It is recommended use option-2, considering the better compliance to standards and provide more flexibilities.

Recommendation-6: It is recommended each SBI service operation provide a definition of 200 OK.

Observation-6: for Status Code 202 Accepted, as stated in subclause 6.3.3. of RFC 7231:

The 202 (Accepted) status code indicates that the request has been accepted for processing, but the processing has not been completed. The request might or might not eventually be acted upon, as it might be disallowed when processing actually takes place. There is no facility in HTTP for re-sending a status code from an asynchronous operation.

The 202 response is intentionally noncommittal. Its purpose is to allow a server to accept a request for some other process (perhaps a batch-oriented process that is only run once per day) without requiring that the user agent's connection to the server persist until the process is completed. The representation sent with this response ought to describe the request's current status and point to (or embed) a status monitor that can provide the user with an estimate of when the request will be fulfilled.

The main purpose of 202 Accepted to allow user agent to release the connection is no longer valuable in HTTP/2 with multiplex. Furthermore, for real time system like 5GS, its uncertainty is not desired for most of the procedures. The only potential value may be to reduce outstanding streams for resource removal service operations.

Recommendation-7: 202 Accept should not be used on SBI, or only be allowed for DELETE request method.

3. Conclusions

Above listed observations and recommendations should be taken into consideration when providing requirements related to supported HTTP status code on SBIs.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.501 v0.4.0.
* * * First Change * * * *

5.2.2.2
Mandatory HTTP standard headers
The HTTP standard headers shall be supported on SBI are defined in table 5.2.2.2-1.

Table 5.2.2.2-1: Mandatory HTTP standard headers

	Name
	Reference
	Description

	Accept
	IETF RFC 7231 [11]
	This header is used to specify response media types that are acceptable.

	Content-Length
	IETF RFC 7230 [12]
	This header is used to provide the anticipated size, as a decimal number of octets, for a potential payload body.

	Content-Type
	IETF RFC 7231 [11]
	This header is used to indicate the media type of the associated representation.

	Location
	IETF RFC 7231 [11]
	This header is used in some responses to refer to a specific resource in relation to the response.

	Retry-After
	IETF RFC 7231 [11]
	This header is used to some responses to indicate how long the user agent ought to wait before making a follow-up request.


Editor's note:
It is FFS whether other headers shall be supported.
* * * Next Change * * * *

5.2.x
HTTP Status Codes
5.2.x.1
General

This subclause describes the HTTP Status Codes usage on SBI.

HTTP Status Codes are carried in ":status" pseudo header field in HTTP/2, as defined in subclause 8.1.2.4 in IETF RFC 7540 [7].

Editor's note:
List of HTTP status codes in table 5.2.x.1-1 is FFS.
Table 5.2.x.1-1 specifies HTTP status code per HTTP method which may be supported on SBI. Support of an HTTP status code may be:

-
mandatory, which is marked in table as "M";
-
optional, which is marked in table as "O";
-
conditional, which is marked in table as "C <integer>" and means that the requirement on the capability ("M", "O", or "N/A") depends on the usage of the HTTP method. <integer> is the identifier of the conditional expression; or
-
not applicable, which is marked in table as "N/A".
Table 5.2.x.1-1: HTTP status code supported on SBI
	HTTP status code
	HTTP method

	
	DELETE
	GET
	PATCH
	POST
	PUT

	100 Continue
	N/A
	N/A
	O
	O
	O

	200 OK (NOTE 1)
	O
	M
	O
	C1
	O

	201 Created
	N/A
	N/A
	N/A
	C2
	C2

	202 Accepted
	O
	N/A
	N/A
	N/A
	N/A

	204 No Content (NOTE 2)
	O
	N/A
	O
	C1
	O

	300 Multiple Choices
	O
	O
	O
	O
	O

	301 Moved Permanently
	O
	O
	O
	O
	O

	308 Permanent Redirect
	O
	O
	O
	O
	O

	400 Bad Request
	O
	O
	O
	O
	O

	403 Forbidden
	O
	O
	O
	O
	O

	404 Not Found
	O
	O
	O
	N/A
	N/A

	406 Not Acceptable
	N/A
	O
	O
	O
	O

	408 Request Timeout
	O
	O
	O
	O
	O

	409 Conflict
	O
	N/A
	O
	N/A
	O

	410 Gone
	O
	O
	O
	O
	O

	413 Payload Too Large
	O
	O
	O
	O
	O

	414 URI Too Long
	O
	O
	O
	O
	O

	415 Unsupported Media Type
	N/A
	N/A
	O
	O
	O

	500 Internal Server Error
	O
	O
	O
	O
	O

	501 Not Implemented
	O
	O
	O
	O
	O

	503 Service Unavailable
	O
	O
	O
	O
	O

	504 Gateway Timeout
	O
	O
	O
	O
	O

	C1:
If the HTTP method is used for modification of resource or invoking customer method then "O" else N/A.

C2:
If the HTTP method is used for creation of resource then "M" else N/A.

	NOTE 1:
"200 OK" response used on SBI shall contain body.

NOTE 2:
If the NF acting as an HTTP Client receives 2xx response code not appearing in table, the NF shall treat the received 2xx response:
- as "204 No Content" if 2xx response does not contain body; and
- as "200 OK" if 2xx response contains body.



5.2.x.2
NF as HTTP Server

A NF as HTTP server should use recommended HTTP Status Codes specified in subclause 5.2.x.1.

A NF as HTTP Server should map application errors to the most similar recommended 4xx/5xx HTTP Status Code specified in subclause 5.2.x.1. If no such code is applicable, it should use 400 Bad Request for errors caused by client side or 500 Server Internal Error for errors caused on server side.

200 OK is recommended to be defined per service operation on SBI.
Editor's Note: Usage of 202 Accepted for HTTP methods other than DELETE is FFS.
5.2.x.3
NF as HTTP Client

Besides the HTTP Status Codes defined in the API specification, a NF as HTTP client should support handling of recommended 1xx, 3xx, 4xx and 5xx HTTP Status Codes specified in subclause 5.2.x.1, following the client behaviour in corresponding IETF RFC where the received HTTP Status Code is defined.

When receiving a not recommended or not recognized 1xx, 3xx, 4xx or 5xx HTTP Status Code, a NF as HTTP client should treat it as x00 status code of the class, as described in clause 6 of IETF RFC 7231 [11].

If 100, 200, 300, 400 or 500 response code is not defined by the API specification, the client may follow guidelines below:

a)
For 1xx (Informational):
1)
Discard the response and continue process of request and final response.

b)
For 2xx (Successful):
1)
Consider the service operation is successful if no mandatory information is expected from the response payload in subsequent procedure.

2)
If mandatory information is expected from response payload in subsequent procedure, parse the payload following description in subclause 6.2.1 of IETF RFC 7231 [11]. If parse is successful and mandatory information is extracted, continue with subsequent procedure.

3)
Otherwise, consider service operation has failure and start failure handling.

c)
For 3xx (Redirection):
1)
Retry the request towards the directed resource referred in the Location header, using same request method.

d)
For 4xx (Client Error):
1)
Validate the request message and make correction before resending. Otherwise, stop process and go to error handling procedure.

e)
For 5xx (Server Error):
1)
Find alternative server to continue the procedure if possible. Otherwise, stop process and go to error handling process.

* * * End of Changes * * * *

