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1 Introduction

SA2 sent an LS to CT4 (S2-179402) on N16 communication failure. A brief summary of the discussion in SA2#124 that lead to this LS is provided here. The discussion part of this paper does an analysis on the solution options and how to respond to SA2.

2 Background

SA2#124 discussed the PCR S2-178393 on how to handle PDU session establishment when V-SMF does not get any response from H-SMF due to temporary failures / congestion scenarios on the roaming interface. It was felt by few companies that the solution options presented in the PCR needs to be discussed in CT4 as in the case of EPC, it was CT4 that discussed GTP retransmits on failure cases.
3 Discussion

3.1 Problem Scenario

As per TS 23.502, during UE initiated PDU session establishment procedure, the AMF selects both the V-SMF and H-SMF. Currently in the description of the Nsmf_PDUSession_CreateSMContext service operation, only one H-SMF address is provided to the V-SMF.

The following scenarios may happen when V-SMF sends the Nsmf_PDUSession_Create request to the H-SMF:

1. The message does not reach H-SMF due to failures on the path between V-SMF and H-SMF (i.e failure of a HTTP proxy on the path).

2. The message reaches the H-SMF but it is not able to process it due to overload / temporary failure reasons. Hence the H-SMF never responds.

It should be noted that the V-SMF responds to the AMF with a Nsmf_PDUSession_CreateSMContext response at step 3b of the procedure even before the H-SMF responds to V-SMF in step 6.
The following sub-clause discusses various solutions to handle this scenario.

3.2 Solution Options 
The following differences between EPC and 5GC needs to be considered for the solutions.
1. Unlike EPC, where there S5 and S8 interfaces are over UDP (unreliable transport) and hence there is retransmit logic defined at GTP protocol level by stage 3, the N16 interface between the V-SMF and H-SMF is a service based interface and it uses HTTP 2.0 as the protocol over a reliable transport (TCP).

2. Also unlike S8 interface, the N16 interface will have many HTTP proxies on the path. A temporary failure to reach the H-SMF when underlying transport is reliable means, there is no point in retrying towards the same H-SMF via the same path. 

3. In EPC, when SGW is not able to reach PGW, the SGW sends a remote peer unreachable to MME and it is the MME that decides to retry via another SGW-PGW path. The SGW on its own doesn’t decide to retry with another PGW (even if it were allowed for the MME to provide a list of PGW addresses to SGW). The reason is that the NAS timers for SM procedure runs at MME. So if SGW keeps retrying towards multiple PGWs without knowing the status of the NAS SM timer at MME, it will be unnecessary retransmissions without any use. However in 5G, the NAS SM timers are running in SMF (see clause 9.9 of TR 24.890 from CT1). So unlike EPC, in 5GC, it is the V-SMF (and not the AMF) that should decide to try alternate path to H-SMF or alternate H-SMFs taking into consideration the current status of the NAS SM timer.

Considering the above, the following solution options can be considered

3.2.1
Solution#1 - V-SMF declares PDU session failed to establish if H-SMF doesn’t respond

In this solution, if the V-SMF does not get a response to Nsmf_PDUSession_Create request, the V-SMF assumes that PDU session establishment fails and provides the Nsmf_PDUSession_SMContextStatusNotify to AMF to indicate failure to setup PDU session. In this case there is no impact to stage 2 as the failure case is already covered in TS 23.502.
3.2.2
Solution#2 - V-SMF retries the Nsmf_PDUSession_Create request via different HTTP proxy but to same H-SMF

Typically on the roaming interface, the V-SMF will not have a point to point link towards the H-SMF. The TCP connection from the V-SMF will actually terminate on a HTTP proxy at the VPLMN network edge. Failure to reach the H-SMF temporarily could mean that there is some failure of some HTTP proxies on the path between V-SMF and H-SMF. So, the V-SMF can try to reach the same H-SMF via a different path as long as the NAS SM timers have still not expired.

It should be noted that SA2#124 agreed to include SEPP as an edge proxy for inter PLMN connectivity of service based interfaces. For redundancy and availability reasons, an operator could deploy multiple edge HTTP proxies. Hence V-SMF can try the Nsmf_PDUSession_Create request towards the same H-SMF Host via a different HTTP proxy.
However one issue to consider is how long the HTTP proxies on path can continue retrying via alternate path or in case hSEPP is topologically hiding multiple H-SMF instances behind, how long the hSEPP can continue retrying towards different H-SMF instances (refer C4-181040)? The HTTP proxies / hSEPP have no visibility on the remaining time for the UE NAS SM procedure to complete. So relying solely on this mechanism may lead to following issues:

1. hSEPP / HTTP proxies keeps trying alternate H-SMF instances / alternate paths until the request succeeds.

2. vSMF keeps waiting for final response from HPLMN.

3. By that time vSMF has already timed out the NAS SM procedure guard timer and sent a PDU Session Establishment failure towards UE.

4. After this vSMF receives the response from HPLMN.

5. Then vSMF has to take care of releasing the PDU session towards hSMF again leading to unwanted temporary resource reservations and releases (for the PDU session).

Hence it is better to consider along with this solution#2, also the solution#3 and leave the configuration on how long vSMF tries one H-SMF before considering solution#3 to operators.  
3.2.3
Solution#3 - V-SMF retries the Nsmf_PDUSession_Create request towards a different H-SMF
In this solution, when AMF invokes the Nsmf_PDUSession_CreateSMContext, it provides a list of candidate H-SMF addresses to the V-SMF. If the V-SMF does not get a response to Nsmf_PDUSession_Create request from the first H-SMF, the V-SMF can retry the request towards the alternate H-SMF as .long as the NAS SM timers have still not expired.

4 Way Forward and Proposal

There are benefits in adopting both solution#2 and solution#3 and specify it in stage 3 as follows
1. If the V-SMF knows alternate path to reach the same H-SMF, it can retry the Nsmf_PDUSession_Create request via the alternate path.

2. Otherwise the V-SMF can try the request towards alternate H-SMF. This requires the AMF to provide V-SMF the alternate H-SMF addresses as well.
3. The order of execution of these steps and how long each is tried shall be left to operator configuration.
4. It is desirable that from initial release of 5G itself solution options #2 and #3 are available so that we can avoid causing N11 signalling changes in later releases with considerations for backwards compatibility, in case solution#2 alone is found to be insufficient. The problems with only having solution#2 are highlighted under solution#2 above.
5 Conclusion

Discuss the above solution options and provide feedback to SA2 via a LS response on the selected solution(s). If solution#3 is also selected along with solution#2, inform SA2 that AMF needs to provide a list of candidate H-SMF to the V-SMF so that SA2 can align their specification, if required.
