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Abstract: This document discusses the use of TCP through a 5G system. Previous solutions are reviews in the when considering encrypted flows such as VPN’s. It is proposed to evaluate the need for a proposal for a formal item before the next CT4. 
Reference [1]:  3GPP TR 36.933 version 14.0.0, 2017-03, Study on Context Aware Service Delivery in RAN for LTE 

1. Introduction

During the recent years, data traffic volumes have increased drastically in data networks, including cellular ones. It is thus legitimate to study the behavior of Internet-based transport protocols when considering their use in cellular networks such as LTE or 5G networks. 

Reference [1] provides descriptions and possible solutions for corresponding issues for the Context Aware Service Delivery in RAN for LTE and with considerations for a 5G system. 
In particular, the issue of TCP end-to-end delay with throughput decreasing has been addressed: network congestion is the primary cause for packet loss and high delay, as assumed by TCP.  In cellular networks the bandwidth available for each UE can vary rapidly by an order of magnitude basis due to changes in the underlying radio channel conditions. TCP has difficulties adapting to these rapidly varying conditions.
Two types of solutions have been addressed solutions have been identified in Reference [1]:

· TCP Performance Enhancing Proxy (TCP PEP) based solutions have been studied:
· TCP PEP deployed before the server

· TCP PEP deployed before the e(g)NB.

· Network based Radio-Aware TCP, to address the congestion control but not the delay related issues, with the following mechanisms:

1. Upon decision to perform TCP optimization, the CN will request eNB to report ADR, for this UE. In this step, the CN may also configure the reporting criteria and other related information. During handover procedure, CN may configure the target eNB to report optimization parameters by CN request or source eNB directly transfers related ADR report configuration to target eNB. 
2. According to the ADR assistance info report configuration, eNB reports the required ADR assistance info to CN. This can be reported periodically or event triggered by CN configuration (e.g. ADR drops below a certain threshold). 
3. CN sends ADR assistance info to TCP server; then TCP server set/update its congestion window accordingly.

In reference [1], there was no consensus on whether TCP PEP is enough for LTE, or possibility if the TCP behavior needs to be changed.
2. Discussion
When considering solutions associated with TCP end-to-end delay with throughput decreasing, Reference [1] assumed that the network was aware of the transport of a TCP data flow. 
However, when considering tunneled traffic, encryption of data flows would compromise access to the nature of the transported L4 protocols. One could suggest specializing tunnel into a “TCP one” so that the 5G Core Network could identify within the tunnel a TCP flow type. However  a tunnel with (multiple) encrypted data flows would not permit accessing to the various TCP packets and to spilt the protocol to accelerate it, as this should be implemented by a TCP-PEP to operate efficiently.
At least two use cases fall in this situation: 

· a VPN (e.g. IPSec VPN or L2 VPN) is setup from an external 3GPP entity

· an IPSec tunnel is required, from the UE or from the e(g)NB, to the 3GPP Core Network  (according to the requirements from the untrusted non-3GPP access model)
3. Conclusion
As already identified in Reference [1] and further illustrated in this document, it is not clear how TCP can be best handled by a 5G network taking into account the actual network performances (delay, varying bandwidth conditions due to congestion or environmental conditions) and modes of usage.

The encryption at IP or transport level of user data flows over 5G a network may therefore prevent the optimal delivery of these flows.
4. Proposal

It is proposed that the above elements are discussed and consolidated informally among CT4 interested parties for the next CT4 #83 meeting to be held in Montreal. 
Proposal: Should the need be confirmed, a SID or WID would be proposed to address the corresponding issue during the CT4 #83 meeting with such consolidated elements.
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