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1. Introduction
There have been discussions at the previous CT4 and CT meetings regarding potential enhancements to PFCP (Packet Forwarding Control Protocol), to improve the protocol efficiency, i.e. reduce signalling overhead, resource overhead in the UP function and avoid performance degradations due to the need to provision and process multiple times PDI parameters that are common to multiple PDRs, such as Local F-TEID, Network Instance, UE IP address or SDF Filters. 
Two alternatives have been proposed, one is described in CR 29.244-0057 (CP-173145 submitted at CT#78, revised to C4-181xxx at CT4#82), and the other is described in  CR 29.244-0012 (C4-176237 submitted at CT4#81). This paper makes an analysis and comparison of both alternatives and proposes a way forward. 
2. Discussion
2.1 Alternative 1: Introduction of TUN concept (CR29.244-0012)
CR 29.244-0012  proposes to define a new IE "Create TUN" IE in the Sx Session Establishment/Modification Request, to facilitate the UP function's Sx Session lookup. A "tunnel" (created via the TUN IE) seems intended to be created per GTP-U bearer context and per SGi/N6 endpoint. The source companies consider that such tunnel concept is useful according to the Figure 5.2.1-1: Packet processing flow in the UP function in subclause 5.2.1 in TS 29.244 as below.
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The TUN is proposed to be encoded as below: 

Table 7.5.2.x-1: Create TUN IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create TUN IE Type = x1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	TUN ID
	M
	This IE shall uniquely identify Tunnel (e.g. bearer) among all the PDRs configured for that Sx session.
	X
	X
	X
	TUN  ID

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	Source Interface

	Correlation ID
	M
	This IE shall correlate the uplink and downlink tunnel identified by the TUN IE. 
	-
	X
	-
	Correlation ID

	Local F-TEID 
	O
	If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	F-TEID

	Network Instance
	O
	If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE 1.
	X
	X
	X
	Network Instance

	UE IP address 
	O
	If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	UE IP address

	TFT
	O
	If present, this IE shall identify the Uplink TFT or Downlink TFT of this TUN
	-
	X
	-
	TFT


First, the (agreed) pCR (C4-172188) has studied and concluded the packet forwarding model in the UP function, and the conclusion is well captured in subclause 5.2.1 of TS 29.244, the conclusion (from the CR) is copied as below: 

1. The PDR’s precedence only applies among PDRs of the same Sx session.
2. PDRs of different Sx sessions shall NOT overlap. 

3. The UP function shall look up for the Sx session based on the non-overlapping PDRs and then apply the PDR’s precedence among all PDRs provisioned for the Sx session. This is in line with existing principles specified in TS 23.203.

4. As an exception to the above principles, the Wildcard PDR (i.e. PDR with all match fields wildwarded) may be provisioned in a different Sx session for matching all the packets not matching any other PDRs from any other Sx sessions, but this Wildcard PDR shall always have the lowest precedence. 

5. There is no need for any precedence information at an SGW-U (as also specified in TS 23.214).

Observation 1: The UP function shall look up the Sx session based on the non-overlapping PDRs. The Packet Forwarding Model specified in TS 29.244 allows implementations to perform optimal look up of Sx sessions based e.g. on the Local F-TEID or UE IP Address received in PDRs, regardless of how this information is provided to the UP function. There is no need to have extra processing to find the Sx session in the UP function; when matching incoming user plane packets using PDRs, the Sx session is implicitly identified, the Precedence in the PDRs then helps to determine which one is matched in case of overlapping PDRs within an Sx Session. 
On the other hand, the changes proposed by this CR (creating a new "tunnel" concept over Sx, and new create/update/delete operations) deviate from the stage 2 requirements and model specified in TS 23.214 (see subclause 7) and significantly impact the Sx message parsing and handling logic. 
Conclusion 1: The proposed changes deviate from the stage 2 requirements, largely reshuffle the protocol and message definition, change the stage 3 design/modelling by adding a new concept of tunnel and new operations to create/update/delete tunnels, which has significant impacts on the Sx message parsing and handling logic while it is not clear how this eases the Sx session look up before the PDR look up.

Besides, the proposed TUN is created per bearer context/tunnel and per SGi endpoint, not per Sx Session; this is understood to apply to SGi/N6 and TDF endpoints too. The terminology "tunnel" (and "TUN") is quite confusing for SGi/N6 (and TDF endpoints); it is actually rather denoting an "endpoint" (GTP-U or SGi/N6 endpoint), e.g. for SGi/N6, the "tunnel" would actually merely identify the UE IP address.
It is also not clear how the TUN concept works in combination with SDF Filters: the CR defines a TFT IE in the new Create TUN IE, while also keeping the SDF Filter IE in the PDI IE. 
The CR does not provide either any procedural description (the CR merely adds and reshuffles IEs in messages, without updating the general description e.g. in the packet forwarding model). For instance, it is not specified whether/how the create/update/remove TUN operation affect the rules provisioned in the UP function. It is assumed e.g. that removing a TUN ID would automatically result in also removing PDRs with PDI containing this TUN ID, and thus in also reporting usage reports if the last PDR associated to a URR is removed. It is not specified either how the CR affects the establishment of multiple PDRs with the same F-TEID (it is assumed that the CHOOSE ID field of the F-TEID is no longer necessary when using the TUN concept).
Conclusion 2: The "TUN"/"tunnel" terminology and IE names is quite confusing for SGi/N6. It is unclear how the TUN concept works in combination with SDF Filters. More generally, a detailed description of the procedures and impacts to the packet forwarding model is missing.
The TUN concept helps reducing the Sx Session message size by removing the need to provision multiple times the F-TEID, Network Instance, and UE IP address parameters over Sx for a same Sx session. However, the CR does not address how to provision only once bidirectional SDF Filters over Sx, or to provision only once Ethernet packet filters over N4 (Rel-15). 

Conclusion 3: The introduction of TUN concept helps reducing the Sx Session message size by removing the need to provision multiple times the F-TEID, Network Instance, UE IP address parameters over Sx but the solution is not extensible, e.g. it does not cover SDF filters or Ethernet packet filters, thus it is not a full solution and is not future proof.

The CR also proposes to have a new Correlation ID IE in the Create TUN IE to allow correlating UL and DL traffic sent on a same bearer. However, this is wrong conceptually as this means, e.g. taking the example of a PGW, that the PDR of the SGi endpoint ("tunnel"), which aims at identifying incoming packets, would need to identify the outgoing DL bearer which is actually the purpose of the FAR.
Conclusion 4: It is wrong conceptually to correlate UL/DL traffic of a same bearer by requiring to encode a same correlation ID in the UL and DL PDRs. This should be done by encoding a correlation ID in a PDR and in FAR (where the remote F-TEID is also specified; this is the pair of TEIDs forming a bearer). 

Last but not least, any solution needs to be defined in a backward compatible manner at this stage. As the solution relies on a very different modelling, it will result in having to support two very different implementations.
2.2
Alternative 2: Introduction of Reference PDI Information IE (CR29.244-0057)
As indicated earlier, the Local F-TEID, Network Instance and UE IP address are common parameters of all PDRs applying to a GTP-u tunnel endpoint or SGi/N6 endpoint. 

Likewise, bidirectional Service Data Flow templates / packet filters have common parameters in both direction (e.g. source IP address/port, destination IP address/port, protocol type), with only swapping the source and destination address and port when such source and destination address are also provided. 

PFCP currently forces to repeat these parameters for each PDR. Duplicating these parameters in each PDR substantially increases the message size and memory requirement, especially when multiple PDRs/SDFs need to be provisioned. This causes signalling overhead over the PFCP interface and resource overhead in the UP function to store and process the same information twice.
Another aspect, CT4 had discussed the possibilities of larger PFCP messages which may exceed 1500 bytes. It was even considered to introduce an extra segmentation mechanism in the PFCP; due to considering the extra complexities to be introduced in UP function, in the end CT4 had left it for IP fragmentation, hoping that most of PFCP messages should be less than 1500 bytes; otherwise it would really affect the performance of a PFCP entity. 
However, such large PFCP message is possible in the real deployment, especially when new Ethernet Filter is going to be introduced in PDI in 5G, therefore it is really desired to have a mechanism to mitigate the possibilities of such large PFCP message.
CR 29.244 – 0057 introduces a mechanism by adding a new IE Reference PDI Information and relevant requirements, the mechanism can be summarized as below: 
 When provisioning a PDR in the UP function, the CP function shall provide the PDI with the following information: 

-
the source interface of the incoming packets;

-
a combination of the parameters, that incoming packets are requested to match, among: Local F-TEID, Network Instance, UE IP address, SDF Filter and/or Application ID.
The CP function may provision the parameters, that incoming packets are requested to match, in the UP function by: 

-
providing the parameters individually in the PDI, e.g. when provisioning the parameters for the first time for a given Sx session; 

-
copying them from one or more other PDRs from the same Sx session, e.g. when some parameters have already been provisioned for the same Sx session or are being provisioned in other PDR(s) in an Sx Session Establishment Request or in an Sx Session Modification Request for the same Sx session, if the UP function indicated support of the Reference PDI Information IE (see subclause 8.2.25), by including the Reference PDI Information IE in the PDI identifying the PDR ID of the PDR from which information needs to be copied and identifying the information to be copied from that PDR; or

-
by using both above mechanisms, for different parameters. 

If the UP function supports the Reference PDI Information IE, upon receipt of a Reference PDI Information IE in a Create PDR IE or Update PDR IE, the UP function shall copy the IEs requested to be copied from the PDR identified in the Reference PDI Information IE, into the PDR being created or updated. As an exception, if there is no PDR provisioned in the UP function with the PDR ID indicated in the Reference PDI Information IE, or if there is such a PDR provisioned without the IEs requested to be copied, the UP function shall reject the creation or update of the PDR with the cause "Rule creation/modification Failure". 

When copying an SDF Filter from another PDR, the UP function shall swap the source and destination address and port information of the SDF Filter if the PDR from which the information is copied contains address and port information and if it is set for the reverse direction than the new or updated PDR being provisioned.

NOTE:
The above mechanism enables to provision bidirectional SDF Filters only once over the PFCP interface.

Once the information has been copied from another PDR, the UP function shall not maintain any linkage between the PDR newly created or updated and the PDR from which information was copied. If the CP function needs to modify information used by several PDRs, e.g. SDF Filter or an Application ID, the CP function shall update each affected PDR, according to the principles defined in this subclause, e.g. by updating one PDR with the modified parameter(s) and by including the Reference PDI Information IE to update other PDRs using the same parameters.
As seen above, this mechanism is a mere protocol enhancement of the Sx/PFCP protocol, without any change to the Packet Forwarding Model specified in TS 29.244, i.e. it improves how the PDI information is transferred and provisioned from the CP to the UP function, by avoiding the need to repeat information already provisioned or being provisioned in the same Sx message for the same Sx session, e.g. F-TEID need not be repeated in the message, instead the CP function instruct the UP to copy it from a PDR in the message or an existing PDR (i.e. the PDR has been successfully provisioned in the UP function earlier); it doesn't change any packet forwarding modelling as specified in subclause 5.2 of TS 29.244 in the UP function. Since the UP function doesn't maintain any linkage between the newly created or updated PDR and the PDR from which information was copied, there is no extra memory to be allocated either, nor any dependency between the PDRs. It is also future proof.  
Conclusion 5: the solution is complete, optional, backward compatible, works for EPC and 5GS, sticks to the stage 2 and stage 3 Sx design model/principles, and has minimal changes to implementations (not changing the Sx design modeling).
The following technical comments were made in CP-175156 at CT#78:
b) Using Local F-TEID as a correlation ID is not optimal. Sending full F-TEID for correlation requires both the IP address and TEID information to be sent which adds to the size of the message thus being not optimal. Introducing a correlation ID as it was proposed in Proposal 3 would be sufficient and introduces less signalling in our understanding. Though the final solution submitted in CP-173145 somewhat mitigates this by allowing either full F-TEID to be given or a reference to PDI is given, it requires a proper technical analysis at the work group level, on whether all such options are needed.

The Linked Local F-TEID includes a Reference PDI Information IE that allows to encode optimally the correlated F-TEID. The Linked Local F-TEID IE is defined like for PDRs, the CP may include the Reference PDI Info IE or provide the information explicitly. 
c) The concept on copying data from another PDR (PDI) has the following technical problems:

- It implies a condition that update of a PDI can only be triggered if previous updates to a referenced PDR (PDI) are completed or the referenced PDR (PDI) need to be provided in the same message. 

- If the referenced PDR (PDI) from which information was copied, is later changed, then the PDR (PDI)s that referred are not automatically changed. Those PDIs would still need to be individually updated again, possibly again with an update and referencing the PDR (PDI) to be copied in all PDR were the PDI needs to be updated.

This adds complexity which should be avoided.

This only requires the CP function, when using the Reference PDI Info IE, to check that there is no on-going change of the copied information that would not be acknowledged yet by the UP function. It is indeed not possible to reference PDI information sent in a different message that has not been acknowledged yet. 
d) In Huawei's Understanding SDF Filters may occur multiple times in a PDI (may be not clearly stated in the TS up to now) but this should be also considered. It was covered in Nokia proposal in C4-176222 which was supported by Huawei.

Corrective CRs are proposed at CT4#82 to allow encoding multiple SDF Filters per PDR. Accordingly, the Reference PDI Information IE has also been expanded to allow either copying all the SDF Filters of a PDR or copying a specific SDF Filter of a PDR. 
4. Conclusion
It is proposed to agree the mechanism documented in the CR29.244-0057 (Alternative 2).
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