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1. Reason for Change
CT4 has sent an LS to SA3 requesting security guidelines or requirements regarding the use of Subscriber Identity in HTTP methods, in particular with respect to the inclusion of Subscriber Identity in the URI of HTTP requests (C4-176395). 

It is expected that SA3 recommends that SUPI must not be included in HTTP URI as it may lead to privacy attacks, for intra and inter-PLMN interfaces (an SA3 Reply LS is expected during the CT4 meeting). 
2. Proposal

It is proposed to agree the following changes to 3GPP TS 29.501 v0.3.0.
* * * First Change * * * *

4.x
Protecting sensitive information in HTTP messages
4.x.1
General

Care shall be taken to not expose sensitive information in HTTP messages. 
NOTE:
Contents in HTTP URI and HTTP headers are sent unprotected in this release.

4.x.2
Subscriber Identity
Subscriber Identity (SUPI) is sensitive information belonging to a subscriber which privacy shall always be preserved. SUPI shall not be included in HTTP URIs nor HTTP headers as this could lead to privacy attacks.
* * * End of Changes * * * *

