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***** First change *****
5.3
ProSe Direct Discovery Authorization

5.3.1
General

The ProSe Direct Discovery Authorization Procedure shall be used between the ProSe Function in the HPLMN and the ProSe Function in a Local PLMN or VPLMN to obtain authorization for access to the discovery resources and perform ProSe Direct Discovery. The procedure shall be invoked by the ProSe Function in the HPLMN and is used:

-
to request the ProSe Function in the VPLMN or Local PLMN for the authorization for ProSe Direct Discovery announcing when the announcing UE is roaming in the VPLMN or announcing in a Local PLMN;

-
to perform the resolution ProSe Application ID Name to ProSe Application Code and/or ProSe Application Mask when the ProSe Application ID has PLMN-specific scope for open ProSe Direct discovery; 
-
to notify the ProSe Function in Local PLMN that the previously allocated ProSe Discovery Filter for a ProSe Application ID which has PLMN-specific scope is no longer monitored by a monitoring UE of the HPLMN;

-
to perform the resolution of a target RPAUID to a ProSe Restricted Code or ProSe Restricted Code Prefix for restricted ProSe Direct Discovery;

-
to provide the ProSe Function in the Local PLMN or VPLMN with the application identity in order to allow it to perform charging;

-
to provide the ProSe Function in the Local PLMN or VPLMN with the UE identity (i.e. IMSI or MSISDN) in order to allow to perform charging;

-
to provide the ProSe Function in VPLMN with the allocated ProSe Application Code, ProSe Restricted Code or ProSe Restricted Code Prefix/Suffix Pool, and the corresponding validity timer, or a notification of the termination or change of the allocated ProSe-related codes, in order to allow to perform charging.
-
to provide the ProSe Function in VPLMN with the allocated ProSe Query Code or ProSe Response Code and the corresponding validity timer when such a code is announced in restricted ProSe Direct Discovery model B procedure, in order to allow to perform charging.

-
to provide the ProSe Function in VPLMN/Local PLMN with the allocated ProSe Query Code, ProSe Response Code and associated validity timer for a given RPAUID using restricted ProSe Direct Discovery model B.
-
to provide the ProSe Function in the Local PLMN or VPLMN with the PC5 radio technology that the UE is using. 
This procedure is mapped to the commands ProSe-Discovery-Request/Answer (PDR/PDA) in the Diameter application specified in clause 6. 

Table 5.3.1-1 specifies the involved information elements for the request.

Table 5.3.1-2 specifies the involved information elements for the answer.

Table 5.3.1-1: ProSe Direct Discovery Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Discovery Authorization Request

(See 6.3.53)
	Discovery-Auth-Request
	M
	This information element shall contain the information elements used in discovery authorization request.

	Supported Features

(See 6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Discovery Entry ID
(See 6.3.59)
	Discovery-Entry-ID
	C
	This Information Element contains the discovery entry ID used by the sending ProSe Function to identify the discovery entry related to this request.


Table 5.3.1-2: ProSe Direct Discovery Authorization Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features

(See 6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 6.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for PC6/PC7 errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- Announcing Not Authorized 

- No Associated Discovery Filter

	Discovery Authorization Response

(See 6.3.54)
	Discovery-Auth-Response
	C
	This information element shall contain the information elements used in discovery authorization response. This information element shall be present if the Result Code AVP is DIAMETER_SUCCESS.

	Discovery Entry ID
(See 6.3.59)
	Discovery-Entry-ID
	C
	This Information Element contains the discovery entry ID used by the sending ProSe Function to identify the discovery entry related to this request.


***** Next change *****
5.3.2
Detailed behaviour of the HPLMN ProSe Function 
The ProSe Function in the HPLMN shall make use of this procedure to request the ProSe Function in VPLMN or a PLMN other than the HPLMN/VPLMN for ProSe Direct Discovery announcing authorisation for an announcing UE roaming in the VPLMN or announcing in a Local PLMN. 

-
For open ProSe Direct Discovery, the HPLMN ProSe Function shall include in the request the Discovery Entry ID and shall include in the Discovery Authorization Request the Discovery Type set to "ANNOUNCING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the ProSe Application ID corresponding to the request from the announcing UE and the ProSe Application Code or ProSe Application Code Prefix/Suffix(es) assigned for this request. The Discovery Authorization Request shall include the UE identity (i.e., IMSI or MSISDN) and the ProSe Validity Timer corresponding to ProSe Application Code in order to allow the ProSe Function in VPLMN or the Local PLMN to perform charging. If the announcing UE's original announce request is for updating the metadata, the updated metadata shall also be included. If the announcing UE's original announce request is for stopping the announcing operation, the ProSe Function shall not include any ProSe Application Code(s) or ProSe Validity Timer. The HPLMN ProSe Function may also include the PC5-tech set to the PC5 radio technology that the UE is using.
-
For restricted ProSe Direct Discovery, the HPLMN ProSe Function shall include in the Discovery Authorization Request the Discovery Entry ID and the Discovery Type set to "ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the application identity, RPAUID corresponding to the announcing UE, the ProSe Restricted Code assigned for this request. The Discovery Authorization Request shall also include the UE identity (i.e., IMSI or MSISDN) and the ProSe Validity Timer corresponding to ProSe Restricted Code in order to allow the ProSe Function in VPLMN or the Local PLMN to perform charging. For restricted ProSe Direct Discovery using application-controlled extension, the ProSe Function shall include a ProSe Restricted Code Prefix and one or more ProSe Restricted Code Suffix Range in the Discovery Authorization Request. If the announcing UE's original announce request is for stopping the announcing operation, the ProSe Function shall not include any ProSe Restricted Code or ProSe Restricted Code Prefix or ProSe Restricted Code Suffix Range(s), or ProSe Validity Timer. The HPLMN ProSe Function may also include the PC5-tech set to the PC5 radio technology that the UE is using.
-
For restricted ProSe Direct Discovery model B discoverer operation, the HPLMN ProSe Function shall include in the Discovery Authorization Request the Discovery Entry ID and the Discovery Type set to "DISCOVERER_ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the application identity, RPAUID corresponding to the discoverer UE as well as the ProSe Query Code assigned for this request. The Discovery Authorization Request shall also include the UE identity (i.e., IMSI or MSISDN) and the ProSe Validity Timer corresponding to ProSe Query Code in order to allow the ProSe Function in VPLMN or the Local PLMN to perform charging. The HPLMN ProSe Function may also include the PC5-tech set to the PC5 radio technology that the UE is using.
-
For restricted ProSe Direct Discovery model B discoveree operation, the HPLMN ProSe Function shall include in the Discovery Authorization Request the Discovery Entry ID and the Discovery Type set to "DISCOVEREE_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the application identity, RPAUID corresponding to the discoverer UE as well as the ProSe Response Code assigned for this request. The Discovery Authorization Request shall also include the UE identity (i.e., IMSI or MSISDN) and the ProSe Validity Timer corresponding to ProSe Query Code in order to allow the ProSe Function in VPLMN or the Local PLMN to perform charging. The HPLMN ProSe Function may also include the PC5-tech set to the PC5 radio technology that the UE is using.
The ProSe Function in the HPLMN shall make use of this procedure to retrieve from the ProSe Function in the Local PLMN the Discovery Filter for monitoring in open ProSe Direct Discovery or to retrieve parameters needed to create a Restricted Discovery Filter, or ProSe Response Filter associated with the monitored/queried application-layer identity for restricted ProSe Direct Discovery.

-
For open ProSe Direct Discovery, the HPLMN ProSe Function shall include in the request the Discovery Entry ID and shall include in the Discovery Authorization Request the Discovery Type set to "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the ProSe Application ID name corresponding to the request from the monitoring UE. The Discovery Authorization Request shall also include the UE identity (i.e., IMSI or MSISDN) in order to allow the ProSe Function in Local PLMN to perform charging. If the monitoring UE's original announce request is for stopping the monitoring operation or the allocated Discovery Filter has been revoked by the ProSe Function, the ProSe Function shall not include the ProSe Application ID name. The HPLMN ProSe Function may also include the PC5-tech set to the PC5 radio technology that the UE is using.
-
For restricted ProSe Direct Discovery, the HPLMN ProSe Function shall include in the Discovery Authorization Request the Discovery Entry ID and the Discovery Type set to "MONITORING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY, the application identity, the requesting RPAUID, target RPAUID and target PDUID of a monitoring target. The Discovery Authorization Request shall also include the UE identity (i.e., IMSI or MSISDN) in order to allow the ProSe Function in Local PLMN to perform charging. The HPLMN ProSe Function may also include the PC5-tech set to the PC5 radio technology that the UE is using.
-
For restricted ProSe Direct Discovery model B discoveree operation, the HPLMN ProSe Function shall include in the Discovery Authorization Request the Discovery Entry ID and the Discovery Type set to the indicate "DISCOVERER_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the application identity, the requesting RPAUID, target RPAUID and target PDUID of a monitoring target. The request shall include the UE identity (IMSI or MSISDN) and the Discovery Entry ID in order to allow the ProSe Function in Local PLMN to perform charging. The HPLMN ProSe Function may also include the PC5-tech set to the PC5 radio technology that the UE is using.
When receiving the ProSe Direct Discovery Authorization response with the Result Code set to "DIAMETER_SUCCESS" for a request with the Discovery Type set to "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the HPLMN ProSe Function shall check whether a ProSe Discovery Filter is received for each ProSe Application ID Name sent in the request. If a ProSe Discovery Filter is missing for one ProSe Application ID Name, the ProSe Function shall consider that there is no valid ProSe Discovery Filter the ProSe associated with this ProSe Application ID Name in the ProSe Function in the Local PLMN or VPLMN. 
When receiving the ProSe Direct Discovery Authorization response with the Result Code set to "DIAMETER_SUCCESS" for a request with the Discovery Type set to "MONITORING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY" or "DISCOVERER_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the HPLMN ProSe Function shall enclose the information in Code Receiving Security Material parameter in the discovery filter created for the target RPAUID. If a DUIK parameter is included in the response message, the ProSe Function shall store the DUIK in order to verify the MIC field, as specified in 3GPP TS 24.334 [22].

***** Next change *****
5.3.3
Detailed behaviour of the ProSe Function in the Local PLMN or VPLMN
When receiving a ProSe Direct Discovery Authorization request, the ProSe Function in the Local PLMN or VPLMN shall check the value of the Discovery Type.

-
If the value is "ANNOUNCING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check if the UE is authorized to announce in the PLMN for the specified PC5 radio technology.

-
If the UE is not authorized, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_UNAUTHORIZED_IN_PLMN" in the response sent by the ProSe Function.
-
If the UE is authorized, the result code shall be set to "DIAMETER_SUCCESS" in the response sent by the ProSe Function. The ProSe Function shall store the UE identity (i.e., IMSI or MSISDN) in order to perform charging. In addition, the ProSe Function in the VPLMN or the Local PLMN shall store the ProSe Validity Timer corresponding to ProSe Application Code or ProSe Application Code Prefix/Suffix(es) in order to perform charging. If no ProSe Application Code is included in the request, the ProSe Function shall remove the discovery entry associated with the Discovery Entry ID for the requesting UE.

-
If the value is "ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether the UE is authorized to announce in the PLMN for restricted discovery model A for the specified PC5 radio technology.

-
If the UE is not authorized, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_NOT_AUTHORIZED" in the response sent by the ProSe Function.
-
If the UE is authorized, the result code shall be set to "DIAMETER_SUCCESS" in the response sent by the ProSe Function. The ProSe Function in the VPLMN or the Local PLMN shall store the UE identity (IMSI or MSISDN) in order to perform charging;

-
ProSe Function in the VPLMN or the Local PLMN shall store the Application Identity, and the ProSe Validity Timer corresponding to ProSe Restricted Code or ProSe Restricted Code Prefix and ProSe Restricted Code Suffix(es) in order to perform charging. If no ProSe Restricted Code or ProSe Restricted Code Prefix is included in the request, the ProSe Function shall remove the discovery entry associated with the Discovery Entry ID for the requesting UE.

-
If the value is "DISCOVEREE_ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether the UE is authorized to announce in the PLMN for restricted discovery model B discoveree operation for the specified PC5 radio technology.

-
If the UE is not authorized, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_UNAUTHORIZED_IN_PLMN" in the response sent by the ProSe Function.
-
If the UE is authorized, the result code shall be set to "DIAMETER_SUCCESS" in the response sent by the ProSe Function. The ProSe Function in the VPLMN or the Local PLMN shall store the UE identity (IMSI or MSISDN) in order to perform charging;

-
ProSe Function in the VPLMN or the Local PLMN shall store the Application Identity, and the ProSe Validity Timer corresponding to ProSe Response Code in order to perform charging.

-
If the value is "DISCOVERER_ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether the UE is authorized to announce in the PLMN for restricted discovery model B discoverer operation for the specified PC5 radio technology.

-
If the UE is not authorized, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_UNAUTHORIZED_IN_PLMN" in the response sent by the ProSe Function.
-
If the UE is authorized, the result code shall be set to "DIAMETER_SUCCESS" in the response sent by the ProSe Function. The ProSe Function in the VPLMN or the Local PLMN shall store the UE identity (IMSI or MSISDN), the Application Identity and the ProSe Validity Timer corresponding to ProSe Query Code in order to perform charging;

-
If the value is "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether one or more Discovery Filter(s) exist for each ProSe Application ID name received in the request.

-
If there is no valid Discovery Filter associated to the ProSe Application ID name in the request, the experimental result code shall be set to "DIAMETER_ERROR_NO_ASSOCIATED_DISCOVERY_FILTER" in the response sent by the ProSe Function.
-
If no ProSe Application ID is included in the request, the ProSe Function shall remove the discovery entry associated with the Discovery Entry ID for the requesting UE. If there exists one or more valid Discovery Filters related to the ProSe Application ID name, the ProSe Function shall return the Discovery Authorization Response including the Discovery Filter(s) along with the Discovery Entry ID and set the result code to "DIAMETER_SUCCESS" in the response. If the announcing UE is roaming, the PLMN-Id of the VPLMN shall be included in the Discovery Authorization Response.

-
If the value is "MONITORING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall process the request in the following order to check if the monitoring is authorized.

-
The ProSe function shall check whether the target PDUID is known and belongs to its own PLMN. If not, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_TARGET_PDUID" in the response sent by the ProSe Function.

-
The ProSe function may check whether the requesting RPAUID is allowed to discover the target RPAUID. If not, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_TARGET_RPAUID" in the response sent by the ProSe Function.

-
The ProSe function shall check whether a valid ProSe Restricted Code or ProSe Restricted Code Prefix exists for the target RPAUID included in the request.

-
If not, the experimental result code shall be set to "DIAMETER_ERROR_NO_ASSOCIATED_RESTRICTED_CODE" in the response sent by the ProSe Function.

-
Otherwise, the ProSe Function shall set the result code to "DIAMETER_SUCCESS" in the response. The ProSe Function shall return the Discovery Authorization Response including the ProSe Restricted Code or ProSe Restricted Code Prefix associated with the target RPAUID, and the corresponding Code Receiving Security Material and optionally a DUIK, and its corresponding Validity Timer. If the announcing UE is roaming, the PLMN-Id of the VPLMN shall be also included in the response.

-
If the value is "DISCOVERER_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall process the request in the following order to check whether the monitoring is authorized.

-
The ProSe function shall check if the target PDUID is known and belongs to its own PLMN. If not, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_TARGET_PDUID" in the response sent by the ProSe Function.

-
The ProSe function may check if the requesting RPAUID is allowed to discovery the target RPAUID. If not, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_TARGET_RPAUID" in the response sent by the ProSe Function.

-
The ProSe function shall check if both ProSe Query Code and ProSe Response Code exist for the target RPAUID included in the request.

-
If not, the experimental result code shall be set to "DIAMETER_ERROR_NO_ASSOCIATED_RESTRICTED_CODE" in the response sent by the ProSe Function.

-
Otherwise, the ProSe Function shall set the result code to "DIAMETER_SUCCESS" in the response. The ProSe Function shall return the Discovery Authorization Response including the ProSe Query Code and the corresponding Code Sending Security Material and ProSe Response Code Code associated with the target RPAUID, and the corresponding Code Receiving Security Material and optionally a DUIK, and its corresponding Validity Timer. If the discoverer UE is roaming or announcing in a Local PLMN, the PLMN-Id of the VPLMN or the Local PLMN shall be also included in the response.
If the ProSe Function cannot fulfil the received request for reasons not stated in the above steps, e.g. due to a database error or any of the required actions cannot be performed, it shall set the Result Code to "DIAMETER_UNABLE_TO_COMPLY".
***** Next change *****
5.4
ProSe Match Report
5.4.1
General
The ProSe Match Report Procedure shall be used between the ProSe Function in the HPLMN and the ProSe Function in the local PLMN identified by the PLMN-Id contained in the ProSe Application Code(s) discovered by the monitoring UE. The procedure shall be invoked by the ProSe Function in the HPLMN and is used:

-
to confirm that the ProSe Application Code(s) is authorized to be transmitted on the monitored PLMN;

-
to retrieve the ProSe Application ID(s), associated validity timer(s) and associated match report refresh timer(s) corresponding to the ProSe Application Code(s) as well metadata associated with the ProSe Application ID if available and requested by the UE; and

-
to provide the ProSe Function in the local PLMN with the identity (IMSI or MSISDN) of the monitoring UE in order to allow to perform charging.
-
to provide the ProSe Function in the Local PLMN with the PC5 radio technology that the UE is using.
This procedure is mapped to the commands ProSe-Match-Request/Answer (PMR/PMA) in the Diameter application specified in clause 6. 

Table 5.4.1-1 specifies the involved information elements for the request.

Table 5.4.1-2 specifies the involved information elements for the answer.

Table 5.4.1-1: ProSe Match Report Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Match Request
(See 6.3.55)
	Match-Request
	M
	This information element shall contain the information elements used in discovery match request. 

	Supported Features

(See 6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	PMR Flags

(See 6.3.57)
	PMR-Flags
	C
	This Information Element contains a bit mask. See 6.3.57 for the meaning of the bits.


Table 5.4.1-2: ProSe Match Report Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features

(See .6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 6.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for PC6/PC7 errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- Announcing Not Authorized in PLMN

- Invalid Application Code

	Match Report (See 6.3.12)
	Match-Report
	C
	This Information Element shall contain the information elements in response to the discovery match request. This Information Element shall be present only when the Result-Code AVP is DIAMETER_SUCCESS. Multiple instances of this Information Element may be present in the message.


***** Next change *****
5.4.2
Detailed behaviour of the HPLMN ProSe Function 
The ProSe Function in the HPLMN shall make use of this procedure to retrieve from the ProSe Function in the local PLMN (identified by the PLMN-Id contained in the Prose Application Code) the ProSe Application ID(s) that correspond to ProSe Application Code(s) discovered by the monitoring UE. The HPLMN ProSe Function shall include in the Match Request the Discovery Type set to "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the discovered ProSe Application Code(s) corresponding to the request from the monitoring UE as well as the MIC and UTC-based counter associated with the discovered ProSe Application Code. The request shall include the UE identity (i.e. IMSI or MSISDN) in order to allow the ProSe Function in the local PLMN to perform charging of the monitoring UE. If the metadata information associated with the ProSe Application ID is requested by the UE, the flag "Metadata Requested" shall be set in the PMR Flags. The HPLMN ProSe Function may also include the PC5-tech set to the PC5 radio technology that the UE is using.
When receiving the ProSe Match Report response from the ProSe Function in the local PLMN with the Result Code set to "DIAMETER_SUCCESS", the HPLMN ProSe Function shall check whether a Match Report is received for each ProSe Application Code sent in the request. If a Match Report is missing for one ProSe Application Code, this ProSe Application Code shall be considered as invalid by the ProSe Function.

***** Next change *****
5.4.3
Detailed behaviour of the ProSe Function in the local PLMN
When receiving a ProSe Match Report request, the ProSe Function in the local PLMN shall check the value of the Discovery Type contained in the Match Request.

-
If the value indicated in the Discovery Type is not supported, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_DISCOVERY_TYPE" in the response.

-
If the value is "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the ProSe Function shallcheck whether that the ProSe Application Code received is authorized to be announced in the monitored PLMN for the specified PC5 radio technology.

-
If not, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_UNAUTHORIZED_IN_PLMN" in the response.

-
If the ProSe Code is authorized to be announced, the ProSe Function shall check the validity of the ProSe Application Code(s) discovered by the monitoring UE, i.e. a ProSe Application ID name is associated and the validity timer has not expired, and the MIC value associated with the ProSe Application Code is valid when verified based on the associated UTC-based counter as defined in 3GPP TS 33.303 [23].

-
If none of the ProSe Application Code(s) is valid in the ProSe Function, i.e. either no ProSe Application Code exists, the validity timer(s) has expired, or MIC check(s) for the ProSe Application Code(s) has failed, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_APPLICATION_CODE" in the response sent by the ProSe Function.

-
Otherwise, when at least one ProSe Application Code is valid, the ProSe Function shall return the Match Report and set the result code to "DIAMETER_SUCCESS" in the response. For each valid ProSe Application code, the Match Report shall contain the matched ProSe Application Code, the ProSe Application ID Name, the validity timer and the match report refresh timer. The Match Report may include metadata associated with the ProSe Application ID if requested and available. The ProSe Function may store the monitoring UE identity (i.e. IMSI or MSISDN) in order to perform charging.

If there is an error in any of the above steps then the ProSe Function shall stop processing the request and shall return the error code specified in the respective step. 

If the ProSe Function cannot fulfil the received request for reasons not stated in the above steps, e.g. due to a database error or any of the required actions cannot be performed, it shall stop processing the request and set the Result Code to "DIAMETER_UNABLE_TO_COMPLY".
If the ProSe Application Code contains a metadata index, a ProSe-Metadata-Index-Mask AVP shall be provided for this ProSe Application Code.
***** Next change *****
6.3
Information Elements

6.3.1
General
The following table (table 6.3.1-1) specifies the Diameter AVPs defined for the PC6/PC7 interfaces, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
For all AVPs which contain bit masks and are of the type Unsigned32 e.g., PRR-Flags, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 shall be used.
Table 6.3.1-1: PC6/PC7 specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Clause

 defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	App-Layer-User-Id
	3801
	6.3.2
	UTF8String
	M, V
	
	
	
	No

	Assistance-info
	3802
	6.3.3
	Grouped
	M, V
	
	
	
	No

	Assistance-Info-Validity-Timer
	3803
	6.3.4
	Unsigned32
	M, V
	
	
	
	No

	Discovery-Type
	3804
	6.3.5
	Unsigned32
	M, V
	
	
	
	No

	Filter-Id
	3805
	6.3.9
	OctetString
	M, V
	
	
	
	No

	MAC-Address
	3806
	6.3.11
	UTF8String
	M, V
	
	
	
	No

	Match-Report
	3807
	6.3.12
	Grouped
	M, V
	
	
	
	No

	Operating-Channel
	3808
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	P2P-Features
	3809
	6.3.15
	Unsigned32
	M, V
	
	
	
	No

	ProSe-App-Code
	3810
	6.3.16
	OctetString
	M, V
	
	
	
	No

	ProSe-App-Id
	3811
	6.3.17
	UTF8String
	M, V
	
	
	
	No

	ProSe-App-Mask
	3812
	6.3.18
	OctetString
	M, V
	
	
	
	No

	ProSe-Discovery-Filter
	3813
	6.3.20
	Grouped
	M, V
	
	
	
	No

	PRR-Flags
	3814
	6.3.21
	Unsigned32
	M, V
	
	
	
	No

	ProSe-Validity-Timer
	3815
	6.3.22
	Unsigned32
	M, V
	
	
	
	No

	Requesting-EPUID
	3816
	6.3.23
	UTF8String
	M, V
	
	
	
	No

	Targeted-EPUID
	3817
	6.3.26
	UTF8String
	M, V
	
	
	
	No

	Time-Window
	3818
	6.3.27
	Unsigned32
	M, V
	
	
	
	No

	WiFi-P2P-Assistance-Info
	3819
	6.3.30
	Grouped
	M, V
	
	
	
	No

	WLAN-Assistance-Info
	3820
	6.3.31
	Grouped
	M, V
	
	
	
	No

	WLAN-Link-Layer-Id
	3821
	6.3.32
	OctetString
	M, V
	
	
	
	No

	WLAN-Link-Layer-Id-List
	3822
	6.3.33
	Grouped
	M, V
	
	
	
	No

	Location-Update-Trigger
	3823
	6.3.42
	Grouped
	M,V
	
	
	
	No

	Location-Update-Event-Type
	3824
	6.3.43
	Unsigned32
	M,V
	
	
	
	No

	Change-Of-Area-Type
	3825
	6.3.44
	Grouped
	M,V
	
	
	
	No

	Location-Update-Event-Trigger
	3826
	6.3.45
	Unsigned32
	M,V
	
	
	
	No

	Report-Cardinality
	3827
	6.3.46
	Enumerated
	M,V
	
	
	
	No

	Minimum-Interval-Time
	3828
	6.3.47
	Unsigned32
	M,V
	
	
	
	No

	Periodic-Location-Type
	3829
	6.3.48
	Grouped
	M,V
	
	
	
	No

	Location-Report-Interval-Time
	3830
	6.3.49
	Unsigned32
	M,V
	
	
	
	No

	Total-Number-Of-Reports
	3831
	6.3.50
	Unsigned32
	M,V
	
	
	
	No

	Validity-Time-Announce
	3832
	6.3.36
	Unsigned32
	M, V
	
	
	
	No

	Validity-Time-Monitor
	3833
	6.3.37
	Unsigned32
	M, V
	
	
	
	No

	Validity-Time-Communication
	3834
	6.3.38
	Unsigned32
	M, V
	
	
	
	No

	ProSe-App-Code-Info
	3835
	6.3.39
	Grouped
	M. V
	
	
	
	No

	MIC
	3836
	6.3.40
	OctetString
	M, V
	
	
	
	No

	UTC-based-Counter
	3837
	6.3.41
	Unsigned32
	M. V
	
	
	
	No

	ProSe-Match-Refresh-Timer
	3838
	6.3.52
	Unsigned32
	M, V
	
	
	
	No

	ProSe-Metadata-Index-Mask
	3839
	6.3.60
	OctetString
	V
	
	
	M
	No

	App-Identifier
	3840
	6.3.61
	Group
	V
	
	
	M
	No

	OS-ID
	3841
	6.3.62
	OctetString
	V
	
	
	M
	No

	OS-App-ID
	3842
	6.3.63
	UTF8String
	V
	
	
	M
	No

	Requesting-RPAUID
	3843
	6.3.64
	UTF8String
	V
	
	
	M
	No

	Target-RPAUID
	3844
	6.3.65
	UTF8String
	V
	
	
	M
	No

	Target-PDUID
	3845
	6.3.66
	OctetString
	V
	
	
	M
	No

	ProSe-Restricted-Code
	3846
	6.3.67
	OctetString
	V
	
	
	M
	No

	ProSe-Restricted-Code-Suffix-Range
	3847
	6.3.68
	OctetString
	V
	
	
	M
	No

	Beginning-Suffix
	3848
	6.3.69
	OctetString
	V
	
	
	M
	No

	Ending-Suffix
	3849
	6.3.70
	OctetString
	V
	
	
	M
	No

	Discovery-Entry-ID
	3850
	6.3.59
	Unsigned32
	V
	
	
	M
	No

	Match-Timestamp
	3851
	6.3.71
	Time
	V
	
	
	M
	No

	PMR-Flags
	3852
	6.3.57
	Unsigned32
	M,V
	
	
	
	No

	ProSe-Application-Metadata
	3853
	6.3.58
	UTF8String
	M,V
	
	
	
	No

	Discovery-Auth-Request
	3854
	6.3.53
	Grouped
	M, V
	
	
	
	No

	Discovery-Auth-Response
	3855
	6.3.54
	Grouped
	M, V
	
	
	
	No

	Match-Request
	3856
	6.3.55
	Grouped
	M, V
	
	
	
	No

	Match-Report-Info
	3857
	6.3.56
	Grouped
	M, V
	
	
	
	No

	Banned-RPAUID
	3858
	6.3.73
	UTF8String
	V
	
	
	M
	No

	Banned-PDUID
	3859
	6.3.74
	OctetString
	V
	
	
	M
	No

	Code-Receiving-Security-Material
	3860
	6.3.75
	Grouped
	V
	
	
	M
	No

	Code-Sending-Security-Material
	3861
	6.3.76
	Grouped
	V
	
	
	M
	No

	DUSK
	3862
	6.3.77
	OctetString
	V
	
	
	M
	No

	DUIK
	3863
	6.3.78
	OctetString
	V
	
	
	M
	No

	DUCK
	3864
	6.3.79
	OctetString
	V
	
	
	M
	No

	MIC-Check-indicator
	3865
	6.3.80
	Unsigned32
	V
	
	
	M
	No

	Encrypted-Bitmask
	3866
	6.3.81
	OctetString
	V
	
	
	M
	No

	ProSe-App-Code-Suffix-Range
	3867
	6.3.82
	OctetString
	V
	
	
	M
	No

	PC5-tech
	abcd
	6.3.XX
	OctetString
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [29]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table (table 6.3.1-2) specifies the Diameter AVPs re-used by the PC6/PC7 interfaces from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within PC6/PC7 interfaces. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.3.1-2.
Table 6.3.1-2: PC6/PC7 re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Supported-Features
	3GPP TS 29.229 [10]
	
	

	EAP-Master-Session-Key
	IETF RFC 4072 [12]
	
	

	Feature-List-ID
	3GPP TS 29.229 [10]
	
	

	Feature-List
	3GPP TS 29.229 [10]
	See subclause 7.3.10
	

	MSISDN
	3GPP TS 29.329 [5]
	
	

	User-Name
	IETF RFC 6733 [29]
	
	

	Location-Estimate
	3GPP TS 32.299 [13]
	
	

	ProSe-Direct-Allowed
	3GPP TS 29.344 [14]
	
	

	Authorized-Discovery-Range
	3GPP TS 29.344 [14]
	
	

	SSID
	3GPP TS 29.273 [15]
	
	

	Visited-PLMN-Id
	3GPP TS 29.272 [16]
	
	

	User-Identifier
	3GPP TS 29.336 [18]
	
	

	OC-Supported-Features
	IETF RFC 7683 [21]
	See subclause 6.3.34
	Must set

	OC-OLR
	IETF RFC 7683 [21]
	See subclause 6.3.35
	Must set

	DRMP
	IETF RFC 7944 [27]
	see section 6.3.72
	Must not set

	Service-Result
	3GPP TS 29.336 [18]
	
	

	Load
	IETF draft-ietf-dime-load-03 [28]
	See subclause 6.3.83
	Must not set

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


***** Next change *****
6.3.12
Match-Report
The Match-Report AVP is of type Grouped. It shall contain the information elements used in ProSe Match Report answer.

The AVP format shall conform to:



Match-Report ::=

<AVP header: 3807 10415>

{ Discovery-Type }

[ ProSe-App-Code ]
[ ProSe-Metadata-Index-Mask ]
[ ProSe-App-Id ]
[ ProSe-Validity-Timer ]

[ ProSe-Match-Refresh-Timer ]

[ ProSe-Application-Metadata ]
[ PC5-tech ]
*[AVP]

The valid value for Discovery-Type for Match-Report AVP is: "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY",

When the Discovery-Type is set to "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the Match-Report shall contain a ProSe Application Code, the associated ProSe Application ID Name, the validity time for which the ProSe Application Code is valid, the associated match report refresh timer and optionally the PC5 radio technology that the UE is using.

If the ProSe Application Code contains a metadata index, a ProSe-Metadata-Index-Mask AVP shall be provided for this ProSe Application Code.
***** Next change *****
6.3.53
Discovery-Auth-Request 
The Discovery-Auth-Request is of type Grouped. It shall contain the information elements used in ProSe direct discovery authorization request.

The AVP format shall conform to:



Discovery-Auth-Request ::=

<AVP header: 3854 10415>

{ Discovery-Type }

[ User-Identity ]
[ ProSe-App-ID ]
[ ProSe-App-Code ]
[ ProSe-App-Code-Suffix-Range ]
[ ProSe-Validity-Timer ]

[ App-Identifier ]
[ Requesting-RPAUID ]

[ Target-RPAUID ]

[ Target-PDUID ]

[ ProSe-Restricted-Code ] 

[ ProSe-Query-Code ]

[ ProSe-Response-Code ]

*[ ProSe-Restricted-Code-Suffix-Range ]
[ Banned-RPAUID ]

[ Banned-PDUID ]

[ Service-Result ]
[ PC5-tech ]
*[AVP] 

When the Discovery-Type is set to "ANNOUNCING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain a UE identity, a ProSe Application ID, a ProSe Application Code and optionally one or more ProSe Restricted Code Suffix-Range, ProSe Validity Timer and the PC5 radio technology that the UE is using.
When the Discovery-Type is set to "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain a UE identity, a ProSe Application ID and optionally the PC5 radio technology that the UE is using.
When the Discovery-Type is set to "ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain a UE identity, an Application Identifier, the Requesting RPAUID, ProSe Restricted Code and optionally one or more ProSe Restricted Code SuffixRange, a ProSe Validity Timer and the PC5 radio technology that the UE is using.

When the Discovery-Type is set to "MONITORING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain a UE identity, an Application Identifier, Requesting RPAUID, Target RPAUID, Target PDUID and optionally the PC5 radio technology that the UE is using.

When the Discovery-Type is set to "DISCOVEREE_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain a UE identity, an Application Identifier, Requesting RPAUID, a ProSe Response Code and optionally the PC5 radio technology that the UE is using.

When the Discovery-Type is set to "DISCOVERER_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain a UE identity, an Application Identifier, Requesting RPAUID, Target RPAUID, Target PDUID and optionally the PC5 radio technology that the UE is using.

When the Discovery-Type is set to "DISCOVERER_ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain a UE identity, an Application Identifier, Requesting RPAUID, a ProSe Query Code and optionally the PC5 radio technology that the UE is using.

When the Discovery-Type is set to "MONITORING_UPDATE_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain an Application Identifier, a ProSe Restricted Code, a Banned RPAUID, a Banned PDUID and optionally the PC5 radio technology that the UE is using.

When the Discovery-Type is set to "MONITORING_RESPONSE_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Request shall contain an Application Identifier, ProSe-Restricted-Code, Banned RPAUID, Banned PDUID, Result and optionally the PC5 radio technology that the UE is using.
***** Next change *****
6.3.54
Discovery-Auth-Response
The Discovery-Auth-Response is of type Grouped. It shall contain the information elements used in ProSe direct discovery authorization answer.
The AVP format shall conform to:



Discovery-Auth-Response ::=

<AVP header: 3855 10415>

{ Discovery-Type }

*[ ProSe-Discovery-Filter ]

[ Visited-PLMN-Id ]
[ ProSe-Restricted-Code ]

[ ProSe-Query-Code ]

[ ProSe-Response-Code ]

[ ProSe-Validity Timer ]
[ Code-Sending-Security-Material ]

[ Code-Receiving-Security-Material ]

[ DUIK ]
[ PC5-tech ]
*[AVP]

When the Discovery-Type is set to "ANNOUNCING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Response shall contain no other parameters.

When the Discovery-Type is set to "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Response shall contain one or more ProSe Discovery Filters, and optionally a PLMN ID and the PC5 radio technology that the UE is using.

When the Discovery-Type is set to "MONITORING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Response shall contain a ProSe Restricted Code, a Code Receiving Security Material, optionally a DUIK, a ProSe Validity Timer and the PC5 radio technology that the UE is using. The DUIK parameter shall be included in Discovery-Auth-Response only if the Code-Receiving-Security-Material contains a MIC Check Indicator set to MIC_CHECK_BY_PROSE_FUNCTION.
When the Discovery-Type is set to "DISCOVERER_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the Discovery-Auth-Response shall contain a ProSe Query Code, a Code Sending Security Material, a ProSe Response Code, a Code Receiving Security Material, optionally a DUIK, a ProSe Validity Timer and the PC5 radio technology that the UE is using. The DUIK parameter shall be included in Discovery-Auth-Response only if the Code-Receiving-Security-Material contains a MIC Check Indicator set to MIC_CHECK_BY_PROSE_FUNCTION.
***** Next change *****
6.3.55
Match-Request 
The Match-Request is of type Grouped. It shall contain the information elements used in ProSe Match Report request.
The AVP format shall conform to:


Match-Request ::=

<AVP header: 3856 10415>

{ Discovery-Type }

[ User Identity ]
[ Visited-PLMN-ID ]

*[ ProSe-App-Code-Info ]
[ PC5-tech ]
*[AVP]

The valid value for Discovery-Type for Match-Report AVP is: "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY",

When the Discovery-Type is set to "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the Match-Request shall contain one UE Identity, one Visited PLMN ID, one or more ProSe App Code Info and optionally the PC5 radio technology that the UE is using.

***** Next change *****
6.3.XX
PC5-tech 
The PC5-tech AVP is of type OctetString. It shall contain an identifier of the PC5 radio technology as defined in subclause 12.2.2.71 in 3GPP TS 24.334 [22].

