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1. Reason for Change
A heartbeat mechanism needs to be specified for use over the 5GC Service Based Interfaces, to enable a NF to check the aliveness of a service on a peer NF, in absence of regular HTTP traffic, e.g. to allow the V-SMF to check that the H-SMF supporting certain PDU sessions is responsive and to tear down the PDU sessions otherwise.  

2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.891 v1.0.0.
A similar change against TR 29.890 is proposed in CT3 as C3-175050.
* * * First Change * * * *

6.2.2.2.1.x
HTTP Heartbeat mechanism between NFs
A heartbeat mechanism needs to be specified for use over the 5GC Service Based Interfaces to enable:

-
a NF Service Consumer to check the aliveness of a service on a peer NF Service Producer, in absence of regular HTTP traffic, e.g. to allow the V-SMF to check that the H-SMF supporting certain PDU sessions is responsive and to tear down the PDU sessions otherwise;
-
a NF Service Producer to check the aliveness of a service on a peer NF Service Consumer, in absence of regular HTTP traffic, to allow the NF Service Producer to tear down resources allocated to an NF Service Producer that has failed, e.g. to allow the H-SMF to check that a V-SMF is responsive and to tear down the PDU sessions otherwise. 
The following approaches may be considered: 
a)
Solution 1: sending HTTP/2 PING frames, see subclauses 6.7 and 8.1.4 of IETF RFC 7540 [15]: 

"The PING frame (type=0x6) is a mechanism for measuring a minimal round-trip time from the sender, as well as determining whether an idle connection is still functional. PING frames can be sent from any endpoint.

Receivers of a PING frame that does not include an ACK flag MUST send a PING frame with the ACK flag set in response, with an identical payload. PING responses SHOULD be given higher priority than any other frame."

"In addition to these mechanisms, the PING frame provides a way for a client to easily test a connection. Connections that remain idle can become broken as some middleboxes (for instance, network address translators or load balancers) silently discard connection bindings. The PING frame allows a client to safely test whether a connection is still active without sending a request. "
b)
Solution 2: sending an HTTP request, e.g. HEAD request with the Cache-Control header set to "no-cache", see subclause 4.3.2 of IETF RFC 7231 [32], with the URI set to {apiRoot}/{apiName}/{apiVersion}: 

"The server SHOULD send the same header fields in response to a HEAD request as it would have sent if the request had been a GET, except that the payload header fields (Section 3.3) MAY be omitted. This method can be used for obtaining metadata about the selected representation without transferring the representation data and is often used for testing hypertext links for validity, accessibility, and recent modification". 

"The server SHOULD send the same header fields in response to a HEAD request as it would have sent if the request had been a GET, except that the payload header fields (Section 3.3) MAY be omitted. This method can be used for obtaining metadata about the selected representation without transferring the representation data and is often used for testing hypertext links for validity, accessibility, and recent modification". 

For APIs for which a NF Service Producer should be able to check the aliveness of a service on a peer NF Service Consumer, the NF Service Consumer should provide a "Heartbeat URI" to the NF Service Producer, to allow the NF Service Producer to send subsequent HEAD requests targeting the service on the NF Service Consumer. 

The Cache-Control header is set to "no-cache" to force caches to submit the request to the origin server for validation before releasing a cached copy.
c)
Solution 3: sending an HTTP request, e.g. PUT (or POST) request, on a generic "status" resource (or on a high-level NF specific resource) that would be defined for each service, e.g. PUT {apiRoot}/pdus/v1/status. The http server returns an HTTP 204 No Content message. 

For APIs for which a NF Service Producer should be able to check the aliveness of a service on a peer NF Service Consumer, the NF Service Consumer should provide a "Heartbeat URI" to the NF Service Producer, to allow the NF Service Producer to send subsequent PUT requests targeting the service on the NF Service Consumer.
The solution 1 allows any endpoint to check the aliveness of the HTTP connection with a direct HTTP peer, but does not allow to check the responsiveness of a remote HTTP peer (e.g. behind a HTTP proxy); it does not allow either to check that the peer NF service (above the HTTP layer) is alive. 
The solution 2 allows an NF Service Consumer and NF Service Producer to check the aliveness of a peer NF service, with or without intermediate HTTP proxies in the path. The HEAD request and response do not contain any message body; the HEAD response may contain headers, but this should not cause significant overhead thanks to the support of header compression by HTTP/2. This solution however requires to force HEAD request not to be cached, HEAD being a safe method.  
The solution 3 allows an HTTP client to check the aliveness of the peer NF service (on the HTTP server), with or without intermediate HTTP proxies in the path. The PUT request may need to contain a message body (e.g. to avoid facing interoperability issues with intermediaries); the PUT response would not need to contain any Body. It may require the modeling of an extra "status" resource to be supported by the NF service. This method is not a safe method and naturally allows to send a request to the origin server.
It is proposed to retain the solution 3 to allow a NF Service Consumer or NF Service Producer to check the aliveness of a service on a peer NF in absence of regular traffic. The need for support of this heartbeat mechanism will be decided on a per API basis in the respective stage 3 specifications.
* * * Next Change * * * *

11.3.1.2
Protocol solution for Service Based Interfaces 

Based on the protocol solutions and evaluations described in subclause 6.2, HTTP is preferred for the following reasons: 

-
allows to design the 5G Service Based Architecture using cloud-native and Web technologies:  

-
HTTP based APIs are cloud-friendly, easy to deploy and open;

-
largest user community for Web services. Rich landscape of frameworks, tools and software.

-
HTTP is native to service based architecture;

-
use of HTTP is future proof as it is used in large non-telecom ecosystem;

-
eases and speeds deployment and continuous integration/delivery of new or upgraded network functions and services; 

-
eases use of operator owned application functions and interworking with third parties' applications: 

-
largest user community for Web services; 

-
already supported by some operator owned application functions (e.g. MEC); 

-
HTTP REST APIs are supported on northbound NEF interfaces.

It is concluded to standardize the following protocol solution for the Service Based Interfaces under CT4 responsibility identified in Table 11.3.1.1-1:

-
protocol: HTTP/2 (see IETF RFC 7540 [15] and IETF RFC 7541 [37]), as specified in subclause 6.2.2.2; 

-
transport: TCP (see IETF RFC 793 [13]);

-
serialization protocol: JSON (see IETF RFC 7159 [16]); 

-
API design style: apply a RESTful framework for the protocol design whenever possible and use custom methods otherwise, as specified in subclause 6.2.2.4; 

-
support of notification with two HTTP client-server pairs, as specified in subclause 6.2.2.2; 

-
Interface Definition Language: OpenAPI Specification, version 3.0.0 [49]; each interface will be specified by textual and/or tabular format description in the main body of the Technical Specification and by an OpenAPI specification file in a normative annex, as specified in subclause 6.2.2.7. 

Editor's Note:
the possibility to transmit large parts of opaque binary data (e.g. N1/N2 SM payload over N11) along with JSON, e.g. using a multipart/mixed media type, is FFS for Rel-15.
-
support of HTTP Heartbeat to check the aliveness of a service in a peer NF based on exchange of HTTP PUT or POST request/response, using a solution similar to the solution 3 specified in subclause 6.2.2.2.1.x. The 5GC APIs which may require support of this mechanism will be determined during the stage 3 normative work per API.
HTTP/2 over QUIC/UDP (see IETF draft-ietf-quic-transport [18]), and other binary encoding alternatives such as CBOR, are regarded as potential evolutions in a later release for enhanced performances and may be subject to further studies and contributions following the normal 3GPP working procedures.

* * * End of Changes * * * *

