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1. Introduction
<Introduction part (optional)>

2. Reason for Change
The goal of this pCR is to discuss an alternative to current stage 2 procedures for authentication.
3. Conclusions

There is no real conclusion in this Disc paper. The goal is to get feedback and see the WG see a benefit to the proposed alternative
4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
1. UE Authentication as per stage 2
The Service Consumer of the AUSF is the AMF in order to authenticate the UE. The Keying material is derived based on the input provided by the AMF.
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Figure 1: Input to AUSF service
The key parameters received by the AUSF are:

· the SUPI 

· the Serving Network which will be used by the ARPF to derive AV
· the Access Type: used to select the Authentication method (EAP –based or EPS-AKA*)
The corresponding output of the AUSF is:
· The AVs which are computed based on the "serving network" data by the UDM
· The authentication method depends on the supi, serving network and access type (returned by UDM/ARPF): 
· 5G-AKA:
the AUSF provides AV* to the AMF which will authenticate the UE. A confirmation may be requested.

· EAP-AKA'the AUSF acts as an EAP server and provides the result of the authentication along with some Keys to the AMF/N3IWF.

So depending on the reply from the UDM/ARPF, we can have the two following call-flows (only 5G access is considered here):
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Figure 2: 5G-AKA with Confirmation
The AUSF provides AV* to the AMF and asks for a confirmation. The AMF will return the UE response to the challenge.
In case of EAP-based authentication method, we have the following call-flows:
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In this case, the AUSF acts as the EAP server and the AMF does not receive AV*. It will be informed by the AUSF of the result.
This approach is what is defined in 3GPP TS 23.502 and 3GPP TS 33.501 and seems to be influenced by the "old way" of thinking based on reference points between NFs. The AMF contacts the AUSF which must then contacts the UDM. 
2. Possible alternative using HTTP Redirect

One other possible approach would be to allow the AMF to contact directly the UDM with all related necessary information and if necessary (need for a confirmation or use of EAP-AKA') use the HTTP redirect mechanism.

We provide below the corresponding call-flows:

a. Case 1: 5G-AKA without Confirmation:
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Figure 3: 5G-AKA No Confirmation

In this scenario, the AUSF is not involved at all since the AMF receives the AVs.
b. Case 2: 5G-AKA with Confirmation:
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Figure 4: 5G-AKA with confirmation
In this scenario, the UDM/ARPF indicates that a redirection is needed (by using a status code 3xx) towards an AUSF. The AMF/SEAF provides then to the AUSF the necessary inputs.
c. Case 3: EAP-AKA:
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Figure 5: EAP-AKA' over 5G
In this scenario, the UDM/ARPF redirects the AMF towards the AUSF and provides the necessary information.
3. Analysis of the proposed alternative compared to current stage 2 procedures:
We provide here a short analysis:

Pros:

· In case 1, the AUSF is not contacted and AMF is able to directly performs the authentication

· This approach seems more in line with a Service-based architecture.

· The AUSF does not need to contact the UDM/ARPF

Cons:

· The stage 2 procedures needs to be modified
4. Conclusion:


The goal of this paper is to trigger discussion on this possible approach and to try to determine if we should stick to stage 2 procedures or try to be more aligned with HTTP-based environment.
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