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1. Introduction
<Introduction part (optional)>

2. Reason for Change
The goal of this pCR is to discuss some aspects of the Nausf UE Authenticate Service provided by the AUSF.
3. Conclusions

There is no real conclusion in this Disc paper. The goal is to get feedback and common understanding.
4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
The goal of this Disc paper is to discuss various aspect of the service rendered by the AUSF.
What's the input of the AUSF ?

The Service Consumer of the AUSF is the AMF in order to authenticate the UE. Keying material is also derived based on the input provided by the AMF.
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Figure 1: Input to AUSF service
The key parameters received by the AUSF are:

· the SUPI 

· the Serving Network which will be used by the ARPF to derive AV
· the Access Type: used to select the Authentication method (EAP –based or EPS-AKA*)
Thus, the output of the AUSF is totally dependent of the input:
· The AV depends on the "serving network" data

· The authentication method depends on the supi, serving network and access type: 
· 
Either the AUSF provides Keying material to the AMF which will authenticate the UE. A confirmation may be requested.

· Or the AUSF acts as an EAP server and provides the result of the authentication along with some Keys to the AMF/N3IWF.

REST or RPC
The first question is whether this service can be considered or made as RESTful compliant.

And for this, to analyse if it possible to use GET for the Nausf Authentication Service in a safe and idempotent way?

One possibility could be to provide the different parameters in the query URI. However, the AV* is never the same even with the same request since there is a sequential number. As a consequence, the operation is not idempotent and GET should not be used.

It is thus proposed to use POST on a resource factory i.e. use of RPC-style model.

A possible HTTP method and URL for the resource can be as follow:

POST URL: "{apiRoot}/Nausf_UE_Authentication_request/v1/UE_authenticate/rpc/supi"
Proposal: adopt RPC-style model

How to maintain State during Authentication?
Two scenarios can happen where a state must be maintained during an Authentication:
1. EPS-AKA* with Confirmation: the AMF requires only one AV and the AUSF requests a Confirmation message.

2. EAP-based method: AMF and AUSF must maintain a "session" during those exchanges.

In both cases, a "session state" must be maintained: we propose to use the Cookie mechanism for this purpose.

Proposal: use of Cookie mechanism to maintain state
Transport of EAP packets:

In case of EAP-based authentication, the AUSF acts as an EAP server. Two situations can happen:
· For non-3GPP access: the N3IWF acts as the EAP authenticator and the AMF forwards blindly the EAP packets to the N3IWF.

· For 3GPP access: the AMF is the EAP authenticator.

In both cases, we propose to deliver EAP packets as binary data because only EAP elements need to decode those packets. They only need to be understood to corresponding EAP elements.

Proposal: EAP packets are transported in binary format
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