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1. Introduction
The AUSF section is not up-to-date.
2. Reason for Change
This pCR clarifies that EAP-based method can be used over 3GPP and non-3GPP access while only EPS-AKA* can be used over non-3GPP access.
The EAP method over non-3GPP access is still under discussion so we have removed the corresponding call-flow.

The call-flows corresponding to EPS-AKA* and EAP-AKA' over 5G  access are updated.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.891 v1.0.0.
* * * First Change * * * *

6.6.1.3
AUSF Functionalities

In the present release, EAP-AKA' and EPS-AKA* are the only authentication methods that are mandatory to support by the UE and the serving network. EPS-AKA*, compared to EPS-AKA, allows the home network (through the AUSF) to request an Authentication Confirmation message from the visited network (through the AMF) that confirms successful authentication of the UE.
EAP-AKA' and EPS-AKA* can be used over 3GPP access. Only EAP-based method can be used over non-3GPP access. 
Editor's Note: the EAP method over non-3GPP access is still under discussion.

The Authentication Server Function (AUSF) provides the following functionalities:

During the registration procedure over the 5G access network (see subclause 4.2.2 in 3GPP TS 23.502 [3]), if EPS AKA* is used, the AUSF is contacted by the AMF to retrieve security material used by the AMF to authenticate the UE and generate NAS, CP and UP specific security keys. For this purpose, the AUSF requests AVs from the ARPF/UDM. The AUSF is then in charge of deriving new AVs (named AV*s) from this material which will be provided to the AMF (see subclause 6.1.3.2 in 3GPP TS 33.501 [63]). If the AUSF requests a confirmation from the AMF, it will store a key (HXRES*) and expects a message from the AMF. It will be then able to confirm the authentication.
The figure 6.6.1.3-1 depicts the registration phase for UE accessing the 5G core network via a 3GPP access network if EPS-AKA* is used and a confirmation message is requested.
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Figure 6.6.1.3-1: Authentication during Registration via 3GPP access (with Confirmation)


The AUSF may also be contacted as an EAP server if the 5G UE is authenticated with EAP-AKA'. In this case, it is the AUSF which is responsible of performing authentication of the UE.  Several EAP request/response messages may be required between the UE and AUSF (via the AMF) depending on the chosen EAP authentication method (i.e. EAP-AKA'). Upon successful UE authentication, the AUSF provides the AMF with a security key that will be used by the AMF to generate NAS, CP and UP specific security keys.
The figure 6.6.1.3-2 depicts the registration phase when the UE is authenticated with EAP-AKA' over 5G access.
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Figure 6.6.1.3-2: Authentication during Registration via non-3GPP access
Editor's Note:
The interaction between AUSF and 3rd party service provider authentication repository/server is FFS

* * * Next Change * * * *

6.6.2
Solution and Protocol Selection for Services offered by the AUSF for use over N12

6.6.2.1
Solution 1 – N12 Diameter-based Implementation

6.6.2.1.1
Solution Description
The AUSF can be implemented as a Diameter node that will either act as 

-
a Diameter server when terminating request from the AMF, e.g. when the AUSF is acting as EAP server;

-
or a Diameter proxy agent when forwarding requests received from the AMF to remote Diameter servers, e.g. for 3rd party UE authentication.

There are several ways to implement the Diameter application that will be used over N12:

-
A new Diameter application is defined by 3GPP, with new commands, specifically designed to support EAP request/message exchanges and AV retrieval from the AUSF.

-
An existing Diameter application is enhanced with new mandatory-to-understand AVP to support new functionalities required by N12, with the need for a new application identifier. For instance, SWm already used to support EAP protocol between the ePDG and 3GPP AAA could be reused and improved to retrieve AV from UDM,

-
A combination of Diameter applications are reused with minor changes (optional AVP) to cover N12 requirements, e.g. reuse the Diameter EAP application to support EAP authentication and retrieval of AV.

Editor's Note:
the solution description should be further detailed
6.6.2.1.2
Evaluation

Editor's Note:
the evaluation of the N12 Diameter-based implementation is FFS
The N12 interface is a Service-Based Interface.
* * * End of Changes * * * *
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