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1. Introduction
This paper identifies the issues need to be considered from the connection oriented protocols to make the protocol be more suitable to the communication network.  
2. Discussion
In legacy EPC system, both connection oriented protocol (Diameter/SCTP) and connectionless protocol (GTP-C/UDP) are being used.
In 5G CORE, unified choice of protocol is a priority. TCP and QUIC, two connection oriented transport layer protocols are being evaluated, to mainly carry HTTP serials (HTTP1.1 or 2.0), Diameter/SCTP is also one of the candidate solutions.
Connection oriented protocols have specific characteristic applying on network infrastructure and equipment architecture, to replace UDP based protocol with connection oriented protocol, the impacts from this change are expected to be identified and discussed.
This paper aims to identify these issues, and discusses the possible solutions for the issues that companies achieve common understanding to make the protocol be more suitable to the network.
· Granularity of the transport connection
It had been discussed that the short-lived HTTP/TCP connection working for only one time procedure of UE session will lead to storm of connection establishment and release. Long-lived HTTP/TCP connection can save the resource on the frequent connection establishment and release. Therefore it is supposed that the granularity of each connection between two NFs will be per equipment/per equipment interface pair/per service endpoints, the connection is long-lived and will be kept until no messages being transmitted for a period of time. Multiplexing of UE sessions will be implemented over a single connection.
· Support of distributed system
One NF instance may provide multiple IP addresses on the interface for load balancing purpose. For example, NF_A has N interface IPs, and NF_B has M interface IPs, the maximum number of connections between NF_A and NF_B will be N*M after the system runs for some time, the number of connections may be doubled if using the HTTP due to the unidirectional connection. 
· Direct or hierarchical connection
In legacy EPC, the GTP-C paths are established between two NFs directly, for those S/P-GWs deployed in centric cities, thousands of peer nodes may be connected worldwide simultaneously.
If choosing connection-oriented protocol, it should be considered whether the connection will be established between two NFs directly, or by means of a hierarchical signaling network (e.g. HTTP Proxy) which is similar with the role of DRA in Diameter.
The introduction of a hierarchical connection model will have benefit to hide the topology of  sub network domain and aggregate the number of long-lived connections a NF need to manage. However, the failure detection and handling mechanism in direct connection model will be redesigned to adapt to this new indirect connection model, as the IP address cannot be used to identify the peer node on application layer any more.
Observation 1: Support long-lived connection, the granularity of the transport connection shall be per equipment interface pair/service endpoints.
Observation 2: Number of the transport connections shall be evaluated in the distributed system with multiple interface IPs in order to avoid the impact of performance.
Observation 3: In order to limit the number of the connections, the hierarchical connection model shall be considered, and the failure detection and handling mechanism shall be specified.
· Interconnection with EPC
Interconnection with EPC is required from stage 2, as SMF that integrating the functionality of PGW-C will behave as an unchanged anchor in inter-RAT system change. In case of different kinds of protocol are used in EPC and NGC, it should be allowed that the endpoint using new protocol (e.g. HTTP) at SMF side and the endpoint using GTP-C at PGW-C being integrated in the SMF use different interface and IP addresses. And the transforming mechanism for interface information (i.e. IP, port and session ID) of different interfaces in inter-RAT system shall be defined. 
Observation 4: The change of the interface and IP addresses during the interworking procedure shall be allowed, additionally, support the interface information (i.e. IP, port and session ID) mapping with legacy network.
· Security
The security model of traditional telecom network is based on the structure of autonomous security domains. Usually BGP is used to protect connections between different domains. The firewalls inside a domain are located in front to protect the equipment or sub-domain from security attacks. 
The TLS can be used to provide protection to both SCTP and TCP connection, and IPSec is another choice to provide protection upon IP layer which is useful to all transport layer protocols.
However,	 either TLS or IPSec relies on exchange of certificate or key. The issuing and exchange of certificate or key is done by two operators with roaming agreement directly, or coordinated by a third party certificate authority. Currently, in global telecom network, no trusted authority is responsible for this and no work flow defined for certificate distribution and management. That is one of major reasons E2E connection security between two NFs is not being applied in the current network.
In addition with the experience the E2E security protection may bring into, the equipment will be involved in 0-day vulnerability risk of these security solutions. It not means that more dangerous of applying E2E security on the connection, but once E2E security is decided to be used, a mechanism should be set up to coordinate operators and vendor worldwide to trace and fix leaking vulnerability in time.
Observation 5: It shall support the origination and procedure to issue digital certificates.

Summarize the discussion into the following Table.
	Questions
	Analysis
	Issues to be addressed

	Granularity of the transport connection
	The transport connection is long-lived and will be kept until no messages transmitted for a period of time.
The granularity of the transport connection shall be per interface of the equipment to avoid the performance impact to the system.
	Ax. Support the granularity of the transport connection per equipment interface pair.



	Support distributed system support
	Distributed system with multiple interface IPs shall still support the large number of the transport connections.
	Ax.  Number of the transport connections shall be evaluated to support the distributed system with multiple interface IPs.

	Direct or hierarchical connection
	Hierarchical connection model has the benefit to hide the topology of sub network domain and aggregate the number of long-lived connections a NF need to manage.
	Ax. Support the hierarchical mode, the related failure detection and handling mechanism shall be specified.

	Interconnection with EPC

	Connection with EPC, the interface information (i.e. IP, port and session ID) can be mapped in two directions.
Interface IP address may be different during the handover procedure between EPC and NGC.
	Ax. Support the interface information (i.e. IP, port and session ID) mapping with legacy network, and allow the change of the interface IP address during the interworking procedure.

	Security

	Either TLS or IPSec relies on exchange of certificate or key. Currently, in global telecom network, no trusted authority is responsible for this and no work flow defined for certificate distribution and management.
	Ax. Support the origination and procedure to issue digital certificates.



3. Proposal
It is proposed to agree the following changes to 3GPP TR 29.891 v0.3.0.

* * * First Change * * * *
[bookmark: _Toc483324099]6.2.1.4		Requirements for solution selection 
This subclause identifies requirements expected to be met by candidate solutions. These requirements do not aim at ruling out a particular solution, but are intended to appraise the candidate solutions on whether and how easily they can fulfill the requirements.     
R1.	Support of bidirectional communication and how easily this requirement can be fulfilled; rational: stage 2 requirements that service based interfaces support Request-Response and Subscription-Notification, where subscription can be optional.
R2.	Support of reliable communication and whether this is built in protocol or on top of it: in some level of the protocol stack, a reliable message delivery needs to be guaranteed. It appears preferable not to burden the application with that to exploit communalities. Is link-level failover supported?
R3.	Forward compatibility and ease of upgrade: protocol needs to be extensible, also outside standards, and a concept for operation between nodes with different capability levels is required.
R4.	Low Response Time.
R5.	Scalability to large numbers of transactions per service, support long-lived connection and: for instance, the number of required transport connections should be manageable and not cause hindrance to system performance. 
R6.	Ease and speed of deployment and instantiation/deinstantiation of network functions and services with minimal impacts on the network.
R7.	Open and public Source/Standardization body: 3GPP needs to be able to access SDO sources; this also includes support of the protocol maintenance and ease for 3GPP to extend the protocol.
[bookmark: _Toc483324100]6.2.1.5	Additional evaluation criteria for solution selection 
This subclause identifies additional criteria which will be used to appraise candidate solutions.  
A1.	Resource-efficiency: message size and processing requirements.
A2.	Reusability of existing 3GPP implementations: can existing implementations and deployments be partially reused? How large are the impacts for inter-operator and/or inter-domain interfaces? This includes interworking with legacy networks.
A3.	Minimize number of protocols in network: the overall number of protocols to be supported in a network and at any a given type of network function should be minimized. Selected protocol should be able to support intra- and inter-operator interfaces.
A4.	Congestion, load and overload control.
A5.	Support of Security: in particular per service authentication, authorization and possibly encryption, in particular for inter-operator communication.
A6.	Ease of troubleshooting: Message Traceability and Monitoring.
A7.	Ease of use of 3GPP services from operator owned application functions: such application function can be used to implement operator-specific services.
A8.	Support of service and/or message based failover and failback.
A9.	Support of network entity selection based on UE context information, e.g. based on dynamic UE session information.
A10.	Ease of traversal of carrier-grade ALG/NAT/firewall within a PLMN and towards another PLMN.
A11.	Impacts to GSMA GRX/IPX
A12.	Time of Availability of used standards.
A13.	Protocol enables stateless operation.
A14.	Routing support and related mechanisms.
A15.	Support of strong error detection and error reporting capabilities.
A16.	Support of multiplexing of messages belonging to multiple sessions over a single transport connection.
A17.	Support of well-defined schema and unambiguous interpretation of transported data.
NOTE:	The requirements and additional evaluation criteria listed in subclauses 6.2.1.4 and 6.2.1.5 take into account the considerations about virtualization documented in subclause 10.4. 
Editor's Note:	The use of the requirements and additional criteria for the solution evaluation will be further clarified.

* * * Next Change * * * *
[bookmark: _Toc483324297]8.1.3	Procedure Requirements for the Nx interface 
[bookmark: _Toc483324298]8.1.3.1	Idle mode mobility from 5GS to EPS in single-registration mode
For idle-mode mobility from 5GC to EPC, the UE performs TAU procedure with 4G-GUTI mapped from 5G-GUTI and the MME retrieves the UE's MM and SM context from 5GC. 
This requires the support of the following Nx procedure:
-	procedure allowing the MME to request the UE's MM and SM contexts from the AMF, such as the Context Request procedure defined over S10 or the Information Request procedure over N14.
Editor's Note:	the corresponding stage 2 call flow is not specified yet in 3GPP TS 23.502 [3]. 
[bookmark: _Toc483324299]8.1.3.2	Idle mode mobility from EPS to 5GS in single-registration mode
For idle-mode mobility from EPC to 5GC, the UE performs registration procedure with 5G-GUTI mapped from 4G-GUTI and the AMF and SMF retrieve the UE's MM and SM context from EPC. 
This requires the support of the following Nx procedure:
-	procedure allowing the AMF to request the UE's MM and SM contexts from the MME, such as the Context Request procedure defined over S10 or the Information Request procedure over N14.
Editor's Note:	the corresponding stage 2 call flow is not specified yet in 3GPP TS 23.502 [3]. 
[bookmark: _Toc483324300]8.1.3.3	Handover from 5GS to EPS in single-registration mode
For connected-mode mobility from 5GC to EPC, inter-system handover is performed (see subclause 4.11.1.1 of 3GPP TS 23.502 [3]).
This requires the support of the following Nx procedure:
-	Relocation Request (Target E-UTRAN Node ID, Source to Target Transparent Container, mapped MM and SM EPS UE Context (default and dedicated bearers), from AMF to MME;    
-	Relocation Response (Cause, List of Set Up Bearers, MME's TEID for Control Plane, RAN Cause, Target to Source Transparent Container, Address(es) and TEID(s) for Data Forwarding), from MME to AMF.
NOTE	As described in 3GPP TS 23.502 [3], during PDU session establishment and GBR QoS flow establishment, EPS QoS mappings and EPS Bearer IDs are allocated such that non-GBR flows map to default EPS bearer (which is allocated an EPS bearer ID) and EPS Bearer IDs are allocated for the GBR flows that are mapped to dedicated bearers in EPC. The EPS Bearer Id and mapped QoS parameters for these bearer is also provided to the UE and PGW-C+SMF. The mapped EPS QoS parameters may be provided to PGW-C+SMF by the PCF+PCRF, if PCC is deployed.
[bookmark: _Toc483324301]8.1.3.4	Handover from EPS to 5GS in single-registration mode
For connected-mode mobility from EPC to 5GC, inter-system handover is performed.
This requires the support of the following Nx procedure:
-	Relocation Request, from MME to AMF;    
-	Relocation Response, from AMF to MME.
Editor's Note:	the corresponding stage 2 call flow is not specified yet in 3GPP TS 23.502 [3].
[bookmark: _Toc483324302]8.2	Solution and Protocol Selection
This subclause will detail the procedures and services used between an MME and AMF.
[bookmark: _Toc483324303]8.2.1	Solution X – <name of the solution> 
[bookmark: _Toc483324304][bookmark: _Toc483324305]8.2.1.1	Solution Description
8.2.1.2	Evaluation
8.2.x	Solution 3 – PGW/SMF address information mapping
8.2.x.1	Solution Description
Interconnection with EPC is required from stage 2, an SMF which integrates the functionality of a PGW-C will behave as an unchanged anchor during inter-RAT system change. If different kinds of protocols are used in EPC and 5GC, it should be allowed that the endpoint using the new protocol (e.g. HTTP) on the SMF side and the endpoint using GTP-C at PGW-C being integrated in the SMF use different interfaces and IP addresses. And the transforming mechanism for the interface information (e.g. IP address, port and session ID) of different interfaces in inter-RAT system shall be defined.
Editor's Note:	Further details of the solution is FFS.
8.2.x.2	Evaluation



* * * End of Changes * * * *

