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1. Introduction
Cleanup on editor's notes
2. Reason for Change
During the work on the TS a number of Editor's note  were inserted to indicate that the analysis is not complete, now it is time to remove these  notes:
· Possible additions are FFS.
· IEs and conditions of IEs are FFS 

· Details on the IEs and conditions are FFS

No new symbols are defined in TS 29.244 so clause 3.2 can be removed and the guidance text as well.

The Editor's note below Table 7.5.3.1-1 is already covered in 6.3.2.3 and can be removed
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 1.1.0
* * * First Change * * * *

3
Definitions, symbols and abbreviations



3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].



Match Field: a field of the Packet Detection Information of a Packet Detection Rule against which a packet is attempted to be matched. 

Matching: comparing the set of header fields of a packet to the match fields of the Packet Detection Information of a Packet Detection Rule.





3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ADC
Application Detection and Control 
BAR
Buffering Action Rule
CP function
Control Plane function
DDoS
Distributed Denial of Service
DSCP
Differentiated Services Code Point
eMPS
enhanced Multimedia Priority Service
FAR
Forwarding Action Rule
F-SEID
Fully Qualified SEID
F-TEID
Fully Qualified TEID
IP
Internet Protocol
IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6 
PCC
Policy and Charging Control
PCEF
Policy and Charging Enforcement Function
PCRF
Policy and Charging Rule Function
PDI
Packet Detection Information

PDR
Packet Detection Rule

PFCP
Packet Forwarding Control Protocol

PFD
Packet Flow Description

PGW
PDN Gateway

PGW-C
PDN Gateway Control plane function
PGW-U
PDN Gateway User plane function
QER
QoS Enforcement Rule
S8HR
S8 Home Routed
SDF
Service Data Flow
SEID
Session Endpoint Identifier

SGW
Serving Gateway

SGW-C
Serving Gateway Control plane function
SGW-U
Serving Gateway User plane function
SX3LIF
Split X3 LI Interworking Function
ToS
Type of  Service
TDF
Traffic Detection Function
TDF-C
Traffic Detection Function Control plane function
TDF-U
Traffic Detection Function User plane function
TSSF
Traffic Steering Support Function
UDP
User Datagram Protocol

UP function
User Plane function
URR
Usage Reporting Rule

* * * Next Change * * * *

4.2.2
Request message

The UDP Destination Port number for a Request message shall be xxxx. It is the registered port number for PFCP. 
Editor's note:
The UDP port to be used for PFCP needs to be registered at IANA.
The UDP Source Port for a Request message is a locally allocated port number at the sending entity.

* * * Next Change * * * *
5.7
Support of Lawful Interception

Requirements for support of Lawful Interception with a split SGW or PGW are specified in subclause 12.9 of 3GPP TS 33.107 [20].

User plane packets shall be forwarded from the UP function to the SX3LIF by encapsulating the user plane packets using GTP-U encapsulation (see 3GPP TS 29.281 [3]). 

The CP function shall instruct the UP function to duplicate the packets to be intercepted and to forward them to the SX3LIF as specified in subclause 5.2.3.

For forwarding data from the UP function to the SX3LIF, the CP function shall set the Additional Forwarding Parameters in the FAR, associated to the PDRs of the traffic to be intercepted, with the Destination Interface "SX3LIF" and set to perform GTP-U encapsulation and to forward the packets to a GTP-u F-TEID uniquely assigned in the SX3LIF for the traffic to be intercepted. The SX3LIF shall then identify the intercepted traffic by the F-TEID in the header of the encapsulating GTP-U packet.

* * * Next Change * * * *

6.2.6.2.1
CP Function behaviour

The CP function initiates the Sx Association Setup procedure to request to setup an Sx association towards a UP function prior to establishing a first Sx session on this UP function.

The CP function:

-
shall send the Sx Association Setup Request with the Node ID of the CP function; 

-
should include the list of optional features the CP function supports which may affect the UP function behaviour, if any; 

The CP function shall only initiate Sx Session related signalling procedures toward a UP function after it receives the Sx Association Setup Response with a successful cause from this UP function. 
The CP function may determine the Sx profile(s) the UP function supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb) via the Sx Profile IE received in the Sx Association Setup Response or by other means (e.g. DNS or local configuration).
* * * Next Change * * * *

6.2.6.2.2
UP Function behaviour

When receiving an Sx Association Setup Request, the UP function:

-
if the request is accepted:

-
shall store the Node ID of the CP function as the identifier of the Sx association;

-
shall send an Sx Association Setup Response with a successful cause, including the information about the Sx profile(s) it supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb), all supported optional features in the UP functionand optionally including the available user plane resources, e.g. IP address(es) or F-TEID range;
-
shall send an Sx Version Not Supported Response if the PFCP header of the request indicates a PFCP protocol version that is not supported by the UP function; 

-
otherwise, shall send an Sx Association Setup Response with an appropriate error cause if the request is rejected.


* * * Next Change * * * *

6.2.6.3.1
UP Function behaviour

The UP function initiates the Sx Association Setup procedure to request to setup an Sx association towards a CP function. The UP function is configured with a set of CP functions to which it shall establish an Sx association.
The UP function shall send the Sx Association Setup Request including:

-
the Node ID of the UP function; 

-
the information about the Sx profile(s) it supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb), all supported optional features in the UP function and optionally including the available user plane resources, e.g. IP address(es) or F-TEID range. 


* * * Next Change * * * *

6.2.6.3.2
CP Function behaviour

When receiving an Sx Association Setup Request, the CP function:

-
if the request is accepted:

-
shall store the Node ID of the UP function as the identifier of the Sx association;

-
should include the list of optional features the CP function supports which may affect the UP function behaviour, if any;

-
shall send an Sx Version Not Supported Response if the PFCP header of the request indicates a PFCP protocol version that is not supported by the CP function; 

-
otherwise, shall send an Sx Association Setup Response with an appropriate error cause if the request is rejected.


The CP function shall only initiate Sx Session related signalling procedures toward a UP function after it has sent the Sx Association Setup Response with a successful cause to the UP function. 
The CP function may determine the Sx profile(s) the UP function supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb) via the Sx Profile IE received in the Sx Association Setup Request or by other means (e.g. DNS or local configuration). 
* * * Next Change * * * *

6.2.7.2.2
UP Function behaviour
When receiving an Sx Association Update Request, the UP function:

-
shall update the list of optional features of the CP function.

-
shall send an Sx Association Setup Response with an appropriate error cause if the Node ID is not known by the UP Function.
-
shall return an Sx Association Setup Response with a successful cause value, if the Sx Association Update Request is handled successfully.

* * * Next Change * * * *

6.2.7.3.2
CP Function behaviour
When receiving an Sx Association Update Request, the CP function:

-
shall update the list of optional features of the UP function when received;

-
shall send an Sx Association Setup Response with an appropriate error cause if the Node ID is not known by the CP Function.
-
shall return an Sx Association Setup Response with a successful cause value if the Sx Association Update Request is handled successfully.

* * * Next Change * * * *

6.2.8.2
CP Function behaviour

If the CP function initiates the Sx Association Release procedure to release an existing Sx association, the CP function: 

-
shall delete locally all the Sx sessions related to that Sx association when receiving the Sx Association Release Response with the cause code success.


Editor's Note:
It is FFS when a UP is allowed to send a initiated Sx Association Release.
* * * Next Change * * * *
6.3.2.1
General
The Sx session establishment procedure shall be used to setup a session between CP function and UP function and configure Rules in the UP function so that the UP function can handle incoming packets.

Editor's Note: 
The case that messages may exceed a size of 1500 Octets needs to be investigated and if Message segmentation on PFCP level instead of IP level needs to be supported.
* * * Next Change * * * *

6.3.2.2
CP Function behaviour

The CP function initiates the Sx session establishment procedure to create a Sx session for a PDN connection, or IP-CAN session or TDF session or for applying a certain IP packets treatment which is not associated with any PDN connection.
The CP function:

-
shall send the Sx session Establishment Request message with a new Sx F-SEID together with Rules to be created.
-
may assign a local F-TEID for the access side and/or core side and provide it in the PDI, if F-TEID allocation is performed in CP function.


When the CP function receives an Sx Session Establishment Response with cause success, the UP function shall continue with the procedure which triggered the Sx session establishment procedure.
* * * Next Change * * * *

6.3.3.2
CP Function behaviour

The CP function initiates the Sx Session modification procedure to modify an existing Sx session, e.g. triggered by an modification of PDN connection, IP CAN session or TDF session.

The CP function shall:

-
include a complete PDI if the PDI in the existing PDR is to be updated;

-
remove locally the reference to a rule in the PDRs when the related Rule is deleted . 
-
provide all the Updated Rules. Updated Rules contain only the information which are changed, added and/or deleted. The CP function may add Update PDR, Update FAR, Update URR and Update QER.


When the CP function receives an Sx Session Modification Response with the cause "success" it shall continue with the procedure which has initiated the Sx session modification procedure.

* * * Next Change * * * *

7.5.2.1
General 
The Sx Session Establishment Request shall be sent over the Sxa, Sxb and Sxc interface by the CP function to establish a new Sx session context in the UP function.

Table 7.5.2.1-1: Information Elements in an Sx Session Establishment Request

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FSEID
	M
	This IE contains the unique identifier allocated by the CP function identifying the session.
	X
	X
	X
	F-SEID

	Create PDR
	M
	This IE shall include one or more PDRs to be associated to the Sx session.
See Table 7.5.2.2-1.
	X
	X
	X
	Create PDR

	Create FAR
	M
	This IE shall include one or more FARs to be associated to the Sx session.
See Table 7.5.2.3-1.
	X
	X
	X
	Create FAR

	Create URR
	C
	This IE shall be present if a measurement action shall be applied to packets matching one or more PDR(s) of this Sx session. 

Several IEs within the same IE type may be present to represent multiple URRs.
See Table 7.5.2.4-1.
	X
	X
	X
	Create URR

	Create QER
	C
	This IE shall be present if a QoS enforcement action shall be applied to packets matching one or more PDR(s) of this Sx session.

Several IEs within the same IE type may be present to represent multiple QERs.
See Table 7.5.2.5-1.
	-
	X
	X
	Create QER

	Create BAR
	O
	When present, this IE shall contain the buffering instructions to be applied by the UP function to any FAR of this Sx session set with the Apply Action requesting the packets to be buffered and with a BAR ID IE referring to this BAR. See table 7.5.2.6-1.
	X
	-
	-
	Create BAR



* * * Next Change * * * *

7.5.2.3
Create FAR IE within Sx Session Establishment Request
The Create FAR grouped IE shall be encoded as shown in Figure 7.5.2.3-1.
Table 7.5.2.3-1: Create FAR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that Sx session.
	X
	X
	X
	FAR ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, See subclause 5.2.1.
	X
	X
	X
	Apply Action

	Forwarding Parameters
	C
	This IE shall be present when the Apply-Action requests the packets to be forwarded (with or without traffic duplication). It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded (with or without traffic duplication). 

See table 7.5.2.3-2.
	X
	X
	X
	Forwarding Parameters

	Additional Forwarding Parameters 
	C
	This IE shall be present when the Apply-Action requests the packets to be forwarded and duplicated. It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function for the traffic to be duplicated, when the Apply-Action requests the packets to be forwarded and duplicated. 

See table 7.5.2.3-3.
	X
	X
	-
	Additional Forwarding Parameters

	BAR ID
	O
	When present, this IE shall contain the BAR ID of the BAR defining the buffering instructions to be applied by the UP function when the Apply Action requests the packets to be buffered. See table 7.5.2.6-1.
	X
	-
	-
	BAR ID



Table 7.5.2.3-2: Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = 4 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	X
	Destination Interface

	PDN Instance
	O
	When present, this IE shall identify the PDN instance towards which to send the outgoing packet.
	-
	X
	-
	PDN Instance

	Redirect Information
	C
	This IE shall be present if the UP function is required to enforce traffic redirection towards a redirect destination provided by the CP function. 
	-
	X
	X
	Redirect Information

	Outer Header Creation 
	C
	This IE shall be present if the UP function is required to add one or more outer header(s) to the outgoing packet. If present, it shall contain the F-TEID of the remote GTP-U peer when adding a GTP-U/UDP/IP header, or the Destination IP address and Port Number when adding a UDP/IP header.
	X
	X
	-
	Outer Header Creation

	Transport Level Marking 
	C
	This IE shall be present if the UP function is required to mark the IP header with the DSCP marking as defined by IETF RFC 2474 [22]. When present, it shall contain the value of the DSCP in the TOS/Traffic Class field set based on the QCI, and optionally the ARP priority level, of the associated EPS bearer, as described in sub-clause 4.7.3 of 3GPP TS 23.214 [2].
	X
	X
	-
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. It shall be present if the Destination Interface IE is set to SGi-LAN. It may be present if the Destination Interface is set to Core. 

When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	-
	X
	X
	Forwarding Policy

	Header Enrichment
	O
	This IE may be present if the UP function indicated support of Header Enrichment of UL traffic. When present, it shall contain information for header enrichment.
	-
	X
	X
	Header Enrichment



Table 7.5.2.3-3: Additional Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Additional Forwarding Parameters IE Type = 5 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	-
	Destination Interface

	Outer Header Creation 
	C
	This IE shall be present if the UP function is required to add one or more outer header(s) to the outgoing packet. If present it shall contain the F-TEID of the remote GTP-U peer.
	X
	X
	-
	Outer Header Creation

	Transport Level marking
	C
	This IE shall be present if the UP function is required to mark the IP header with the DSCP marking as defined by IETF RFC 2474 [22]. When present, it shall contain the value of the DSCP in the TOS/Traffic Class field. 
	X
	X
	-
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	X
	X
	-
	Forwarding Policy


* * * Next Change * * * *

7.5.2.4
Create URR IE within Sx Session Establishment Request
The Create URR grouped IE shall be encoded as shown in Figure 7.5.2.4-1.
Table 7.5.2.4-1: Create URR IE within Sx Session Establishment Request 

	Octet 1 and 2
	
	Create URR IE Type = 6 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for this Sx session.
	X
	X
	X
	URR ID

	Active/Inactive Rule 
	M
	This IE shall indicate if the measurement shall be performed (active) or be paused (inactive). 
	-
	X
	-
	Active/Inactive Rule

	Measurement Method
	M
	This IE shall indicate the method for measuring the network resources usage, i.e. whether the data volume, duration (i.e. time), combined volume/duration, or event shall be measured.
	X
	X
	X
	Measurement Method

	Reporting Triggers
	M
	This IE shall indicate the trigger(s) for reporting network resources usage to the CP function, e.g. periodic reporting or reporting upon reaching a threshold.
	X
	X
	X
	Reporting Triggers

	Measurement Period 
	C
	This IE shall be present if periodic reporting is required. When present, it shall indicate the period for generating and reporting usage reports. 
	X
	X
	X
	Measurement Period

	Volume Threshold
	C
	This IE shall be present if volume-based measurement is used and reporting is required upon reaching a volume threshold. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Volume Threshold

	Final Volume Threshold
	C
	This IE shall be present if volume-based measurement is used, reporting is required upon reaching a volume threshold and packets are no longer permitted to pass on when reaching this threshold. 

When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function and stop passing on traffic for this URR.
	-
	X
	X
	Final Volume Threshold

	Time Threshold
	C
	This IE shall be present if time-based measurement is used and reporting is required upon reaching a time threshold. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Time Threshold

	Final Time Threshold
	C
	This IE shall be present if time-based measurement is used, reporting is required upon reaching a time threshold and packets are no longer permitted to pass on when reaching this threshold. 

When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function and stop passing on traffic for this URR.
	-
	X
	X
	Final Time Threshold

	Final Inactivity Time Threshold
	C
	This IE shall be present, for a time, volume or event-based measurement, if reporting is required and packets are no longer permitted to pass on when no packets are received during a given inactivity period. 

When present, it shall contain the duration of the inactivity period.
	-
	X
	X
	Final Inactivity Time Threshold

	Dropped DL Traffic Threshold
	C
	This IE shall be present if reporting is required when the DL traffic being dropped exceeds a threshold. 

When present, it shall contain the threshold of the DL traffic being dropped.
	X
	-
	-
	Dropped DL Traffic Threshold

	Monitoring Time
	O
	When present, this IE shall contain the time at which the UP function shall re-apply the volume or time threshold. 
	-
	X
	X
	Monitoring Time

	Subsequent Volume Threshold
	
	This IE may be present if the Monitoring Time IE is present and volume-based measurement is used. 
When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Volume Threshold

	Subsequent Time Threshold
	
	This IE may be present if the Monitoring Time IE is present and time-based measurement is used. 
When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Time Threshold

	Inactivity Detection Time
	C
	This IE shall be present if time-based measurement is used and the time measurement need to be suspended when no packets are received during a given inactivity period. When present, it shall contain the duration of the inactivity period.
	-
	X
	X
	Inactivity Detection Time

	Linked URR ID
	C
	This IE shall be present if linked usage reporting is required. When present, this IE shall contain the linked URR ID which is related with this URR (see subclause 5.2.2.4). 
	-
	X
	X
	Linked URR ID 

	Measurement Information
	C
	This IE shall be included if any of the following flag is set to 1.

Applicable flags are:

-
Measurement Before QoS Enforcement Flag: this flag shall be set to 1 if the traffic usage before any QoS Enforcement is requested to be measured.
	-
	X
	X
	Measurement Information



* * * Next Change * * * *

7.5.2.5
Create QER IE within Sx Session Establishment Request
The Create QER grouped IE shall be encoded as shown in Figure 7.5.2.5-1.
Table 7.5.2.5-1: Create QER IE within Sx Session Establishment Request 

	Octet 1 and 2
	
	Create QER IE Type = 7 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that Sx session
	-
	X
	X
	QER ID

	Precedence
	M
	
	-
	X
	X
	Precedence

	QER Correlation ID
	C
	This IE shall be present if the UP function is required to correlate the QERs of several Sx sessions, for APN-AMBR enforcement of multiple UE's PDN connections to the same APN.
	-
	X
	-
	QER Correlation ID

	Gate Status
	M
	This IE shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
	-
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action shall be applied to packets matching this PDR. When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;

-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;

-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR has been authorized to packets matching this PDR. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the bearer GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) shall be applied to packets matching this PDR. 

When present, this IE shall indicate the uplink and/or downlink maximum packet rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
downlink packet rate for Serving PLMN Rate Control, for a QER that is referenced by all PDRs of the UE belonging to the PDN connection using CIoT EPS Optimizations as described in TS 23.401 [2])

-
uplink and/or downlink packet rate for APN Rate Control, for a QER that is referenced by all the PDRs of the UE belonging to PDN connections to the same APN using CIoT EPS Optimizations as described in TS 23.401 [2]).
	-
	X
	-
	Packet Rate

	DL Flow Level Marking
	C
	This IE shall be set if the UP function is required to mark the packets for QoS purposes: 

-
by the TDF-C, for DL flow level marking for application indication (see subclause 5.4.5); 

- 
by the PGW-C, for setting the GTP-U Service Class Indicator extension header for service indication towards GERAN (see subclause 5.4.12).
	-
	X
	X
	DL Transport Level Marking



* * * Next Change * * * *

7.5.3.1
General
The Sx Session Establishment Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Establishment Request.

Table 7.5.3.1-1: Information Elements in a Sx Session Establishment Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Offending IE
	C
	This IE shall be included if the rejection is due to an conditional or mandatory IE missing or faulty.
	X
	X
	X
	Offending IE

	UP F-SEID
	M
	This IE contains the unique identifier allocated by the UP function identifing the session
	X
	X
	X
	F-SEID

	Created PDR 
	C
	This IE shall be present if the cause is set to "success" and the UP function was requested to allocate the local F-TEID for the PDR. 

When present, this IE shall contain the PDR information associated to the Sx session. There may be several instances of this IE.

See table 7.5.3.2-1.
	X
	X
	-
	Created PDR

	Load Control Information
	O
	The UP function may include this IE if it supports the load control feature and the feature is activated in the network.

See Table 7.5.3.3-1.
	X
	X
	X
	Load Control Information

	Overload Control Information
	O
	During an overload condition, the UP function may include this IE if it supports the overload control feature and the feature is activated in the network.

See Table 7.5.3.4-1.
	X
	X
	X
	Overload Control Information




* * * Next Change * * * *

7.5.3.2
Created PDR IE within Sx Session Establishment Response
The Created PDR grouped IE shall be encoded as shown in Figure 7.5.3.2-1.
Table 7.5.3.2-1: Created PDR IE within Sx Session Establishment Response 

	Octet 1 and 2
	
	Created PDR IE Type = 8 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	
	X
	X
	-
	PDR ID

	Local F-TEID 
	C
	If the UP function allocates the F-TEID, this IE shall be present and shall contain the local F-TEID to be used for this PDR.
	X
	X
	-
	F-TEID



* * * Next Change * * * *

7.5.4.1
General
The Sx Session Modification Request is used over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to modify the Sx session.

Table 7.5.4.1-1: Information Elements in a Sx Session Modification Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	CP F-SEID
	C
	This IE shall be present if the CP function decides to change its FSEID for the Sx session. The UP function shall use the new CP F-SEID for subsequent Sx Session related messages for this Sx Session. See Note 2.
	X
	X
	X
	F-SEID

	Remove PDR
	C
	When present, this IE shall contain one or more PDR Rules which are requested to be removed. See Table 7.5.4-8.
	X
	X
	X
	Remove PDR

	Remove FAR
	C
	When present, this IE shall contain one or more FAR Rules which are requested to be removed. See Table 7.5.4-9.
	X
	X
	X
	Remove FAR

	Remove URR
	C
	When present, this shall contain one or more URR Rules which are requested to be removed. See Table 7.5.4-10.
	X
	X
	X
	Remove URR

	Remove QER
	C
	When present, this IE shall contain one or more QER Rules which are requested to be removed. See Table 7.5.4-11.
	-
	X
	X
	Remove QER

	Remove BAR
	C
	When present, this IE shall contain the BAR Rule which is requested to be removed. See Table 7.5.4.12-1.
	X
	-
	-
	Remove BAR

	Create PDR
	C
	This IE shall be present if the CP function requests the UP function to create new PDR(s).
See Table 7.5.2.2-1.
	X
	X
	X
	Create PDR

	Create FAR
	C
	FARs which need to be created. 

See Table 7.5.2.3-1.
	X
	X
	X
	Create FAR

	Create URR
	C
	URRs which need to be created. 

See Table 7.5.2.4-1.
	X
	X
	X
	Create URR

	Create QER
	C
	QERs which need to be created. 

See Table 7.5.2.5-1.
	-
	X
	X
	Create QER

	Create BAR
	C
	This IE shall be present if the CP function requests the UP function to create a new BAR. 
See Table 7.5.2.2-1.
	X
	-
	-
	Create BAR

	Update PDR
	C
	PDRs which need to be modified. 

See Table 7.5.4.6-1.
	X
	X
	X
	Update PDR

	Update FAR
	C
	FARs which need to be modified. 

See Table 7.5.4.7-1.
	X
	X
	X
	Update FAR

	Update URR
	C
	This IE shall be present if URR(s) previously created for the Sx session need to be modified.

Several IEs within the same IE type may be present to represent a list of modified URRs. Previously URRs that are not modified shall not be included. See Table 7.5.4.8-1.
	X
	X
	X
	Update URR

	Update QER
	C
	This IE shall be present if QER(s) previously created for the Sx session need to be modified. 

Several IEs within the same IE type may be present to represent a list of modified QERs. 

Previously created QERs that are not modified shall not be included.
See Table 7.5.4.9-1.
	-
	X
	X
	Update QER

	Update BAR
	C
	This IE shall be present if a BAR previously created for the Sx session needs to be modified. 

A previously created BAR that is not modified shall not be included.
See Table 7.5.4.3-3.
	X
	-
	-
	Update BAR

	SxSMReq-Flags
	C
	This IE shall be included if at least one of the flags is set to 1. 

-
DROBU (Drop Buffered Packets): the CP function shall set this flag if the UP function is requested to drop the packets currently buffered for this Sx session (see NOTE 1). 
	X
	-
	-
	SxSMReq-Flags

	Query URR
	C
	This IE shall be present if the CP function requests immediate usage report(s) to the UP function. 

Several IEs within the same IE type may be present to represent a list of URRs for which an immediate report is requested.
See Table 7.5.4.10-1.
	X
	X
	X
	Query URR

	NOTE 1:
The CP function may request the UP function to drop the packets currently buffered for the Sx session when using extended buffering of downlink data packets, buffering is performed in the UP function and the DL Data Buffer Expiration Time is handled by the CP function. In this case, when the DL Data Buffer Expiration Time expires, the CP function shall send an Sx Session Modification Request including the DROBU flag (to drop the downlink data packets currently buffered in the UP function) and updating the Apply Action within the FARs of this Sx session to request the UP function to start buffering the downlink data packets with notifying the arrival of subsequent donwlink data packets. See subclause 5.9.3 of 3GPP TS 23.214 [2].

NOTE 2:
When changing the CP F-SEID of an established Sx Session, the CP function shall be able to handle any incoming Sx Session related messages sent by the UP function with the previous CP F-SEID for a duration at least longer than twice the PFCP retransmission timer (N1xT1).   



* * * Next Change * * * *

7.5.4.2
Update PDR IE within Sx Session Modification Request
The Update PDR grouped IE shall be encoded as shown in Figure 7.5.4.2-1.
Table 7.5.4.2-1: Update PDR IE within Sx Session Modification Request
	Octet 1 and 2
	
	Update PDR IE Type = 9 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	X
	X
	X
	PDR ID

	Outer Header Removal 
	C
	This IE shall be present if it needs to be changed.
	X
	X
	-
	Outer Header Removal

	Precedence
	C
	This IE shall be present if there is a change in the PDR's precedence to be applied by the UP function among all PDRs of the Sx session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	Precedence

	PDI
	C
	This IE shall be present if there is a change within the PDI against which incoming packets will be matched. When present, this IE shall replace the PDI previously stored in the UP function for this PDR. See Table 7.5.2.2-2.
	X
	X
	X
	PDI

	FAR ID 
	C
	This IE shall be present if it needs to be changed
	X
	X
	X
	FAR ID

	URR ID 
	
	This IE shall be present if a measurement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contains the list of all the URR IDs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	
	This IE shall be present if a QoS enforcement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contain the list of all the QER IDs to be associated to the PDR.
	-
	X
	X
	QER ID



* * * Next Change * * * *

7.5.4.3
Update FAR IE within Sx Session Modification Request
The Update FAR grouped IE shall be encoded as shown in Figure 7.5.4.3-1.
Table 7.5.4.3-1: Update FAR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update FAR IE Type = 10 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	This IE shall identify the FAR to be updated.
	X
	X
	X
	FAR ID

	Apply Action
	C
	This IE shall be present if it is changed.
	X
	X
	X
	Apply Action

	Update Forwarding parameters
	C
	This IE shall be present if is changed.See table 7.5.4.3-2.
	X
	X
	X
	Update Forwarding Parameters

	Update Additional Forwarding Parameters 
	C
	This IE shall be present if is changed. See table 7.5.4.3-3.
	X
	X
	-
	Update Additional Forwarding Parameters

	BAR ID
	C
	This IE shall be present if the BAR ID associated to the FAR needs to be modified. See Table 7.5.4.11-1.

	X
	-
	-
	BAR ID



Table 7.5.4.3-2: Update Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Forwarding Parameters IE Type = 11 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	C
	This IE shall only be provided if it is changed. 

When present, it shall indicate the destination interface of the outgoing packet.
	X
	X
	X
	Destination Interface

	PDN instance
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Redirect Information
	C
	This IE shall be present if the instructions regarding the redirection of traffic by the UP function need to be modified.
	-
	X
	X
	Redirect Information

	Outer Header Creation 
	C
	This IE shall only be provided if it is changed
	X
	X
	-
	Outer Header Creation

	Transport Level Marking 
	C
	This IE shall only be provided if it is changed
	X
	X
	-
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall only be provided if it is changed
	-
	X
	X
	Forwarding Policy

	Header Enrichment
	C
	This IE shall only be provided if it is changed
	-
	X
	X
	Header Enrichment

	SxSMReq-Flags
	C
	This IE shall be included if at least one of the flags is set to 1. 

-
SNDEM (Send End Marker Packets): this IE shall be present if the CP function modifies the F-TEID of the downstream node in the Outer Header Creation IE and the CP function requests the UP function to construct and send GTP-U End Marker messages towards the old F-TEID of the downstream node. 
	X
	X
	-
	SxSMReq-Flags



Table 7.5.4.3-3: Update Additional Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Additional Forwarding Parameters IE Type = x (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	C
	This IE shall only be provided if it is changed. 

When present, it shall indicate the destination interface of the outgoing packet.
	X
	X
	X
	Destination Interface

	Outer Header Creation 
	C
	This IE shall only be provided if it is changed.
	X
	X
	-
	Outer Header Creation

	Transport Level Marking 
	C
	This IE shall only be provided if it is changed.
	X
	X
	-
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall only be provided if it is changed.
	-
	X
	X
	Forwarding Policy


* * * Next Change * * * *

7.5.4.4
Update URR IE within Sx Session Modification Request
The Update URR grouped IE shall be encoded as shown in Figure 7.5.4.4-1.
Table 7.5.4.4-1: Update URR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update URR IE Type = 13 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	X
	X
	X
	URR ID

	Active/Inactive Rule 
	C
	This IE shall be present if the measurement needs to be newly activated or paused. 

When present, it shall indicate if the measurement shall be performed (active) or be paused (inactive). 
	-
	X
	-
	Active/Inactive Rule

	Measurement Method
	C
	This IE shall be present if the measurement method needs to be modified. 

When present, this IE shall indicate the method for measuring the network resources usage, i.e. whether the data volume, duration (i.e. time), combined volume/duration, or event shall be measured.
	X
	X
	X
	Measurement Method

	Reporting Triggers
	C
	This IE shall be present if the reporting triggers needs to be modified. 

When present, this IE shall indicate the trigger(s) for reporting network resources usage to the CP function, e.g. periodic reporting or reporting upon reaching a threshold.
	X
	X
	X
	Reporting Triggers

	Measurement Period 
	C
	This IE shall be present if the Measurement Period needs to be modified. 

When present, it shall indicate the period for generating and reporting usage reports. 
	X
	X
	X
	Measurement Period

	Volume Threshold
	C
	This IE shall be present if the Volume Threshold needs to be modified. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Volume Threshold

	Final Volume Threshold
	C
	This IE shall be present if the Final Volume Threshold needs to be modified. 

When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function and stop passing on traffic for this URR.
	-
	X
	X
	Final Volume Threshold

	Time Threshold
	C
	This IE shall be present if the Time Threshold needs to be modified. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Time Threshold

	Final Time Threshold
	C
	This IE shall be present if the Final Time Threshold needs to be modified. 

When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function and stop passing on traffic for this URR.
	-
	X
	X
	Final Time Threshold

	Final Inactivity Time Threshold
	C
	This IE shall be present if the Final Inactivity Time Threshold needs to be modified. 

When present, it shall contain the duration of the inactivity period.
	-
	X
	X
	Final Inactivity Time Threshold

	Dropped DL Traffic Threshold
	C
	This IE shall be present if the Dropped DL Threshold needs to be modified. 

When present, it shall contain the threshold of the DL traffic being dropped.
	X
	-
	-
	Dropped DL Traffic Threshold

	Monitoring Time
	C
	This IE shall be present if the Monitoring Time needs to be modified. When present, this IE shall contain the time at which the UP function shall re-apply the volume or time threshold. 
	-
	X
	X
	Monitoring Time

	Subsequent Volume Threshold
	C
	This IE shall be present if the Subsequent Volume Threshold needs to be modified and volume-based measurement is used. 
When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Volume Threshold

	Subsequent Time Threshold
	C
	This IE shall be present if the Subsequent Time Threshold needs to be modified. When present, it shall indicate the time usage value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Time Threshold

	Inactivity Detection Time
	C
	This IE shall be present if the Inactivity Detection Time needs to be modified. 
When present, it shall indicate the duration of the inactivity period after which time measurement needs to be suspended when no packets are received during this inactivity period. 
	-
	X
	X
	Inactivity Detection Time

	Linked URR ID 
	C
	This IE shall be present if linked usage reporting is required. When present, this IE shall contain the linked URR ID which is related with this URR (see subclause 5.2.2.4). 


	-
	X
	X
	Linked URR ID 



* * * Next Change * * * *

7.5.4.5
Update QER IE within Sx Session Modification Request
The Update QER grouped IE shall be encoded as shown in Figure 7.5.4.5-1.
Table 7.5.4.5-1: Update QER IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update QER IE Type = 14 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	-
	X
	X
	QER ID

	Precedence
	
	See NOTE 1.
	
	
	
	

	QER Correlation ID
	C
	This IE shall be present if the QER correlation ID in this QER needs to be modified.

See NOTE 1.
	-
	X
	-
	QER Correlation ID

	Gate Status
	C
	This IE shall be present if the Gate Status needs to be modified. When present, it shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
See NOTE 1.
	-
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action applied to packets matching this PDR need to be modified. 

When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;
-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR authorization to packets matching this PDR needs to be modified. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the bearer GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) need to be modified for packets matching this PDR. 
	-
	X
	-
	Packet Rate

	DL Flow Level Marking
	C
	This IE shall be set if the DL Flow Level Marking IE needs to be modified.
See NOTE 1.
	-
	-
	X
	DL Flow Level Marking

	Extension Header
	
	See NOTE 1.
	
	
	
	

	NOTE 1:
The IEs which do not need to be modified shall not be included in the Update QER IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update QER IE.



* * * Next Change * * * *

7.5.4.6
Remove PDR IE within Sx Session Modification Request
The Remove PDR grouped IE shall be encoded as shown in Figure 7.5.4.6-1.
Table 7.5.4.6-1: Remove PDR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove PDR IE Type = 15 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	Identifies the PDRs to be deleted.


	X
	X
	X
	PDR ID



* * * Next Change * * * *

7.5.4.7
Remove FAR IE within Sx Session Modification Request
The Remove FAR grouped IE shall be encoded as shown in Figure 7.5.4.7-1.
Table 7.5.4.7-1: Remove FAR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove FAR IE Type = 16 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	Identifies the FARs to be deleted.
	X
	X
	
	FAR ID



* * * Next Change * * * *

7.5.4.8
Remove URR IE within Sx Session Modification Request
The Remove URR grouped IE shall be encoded as shown in Figure 7.5.4.7-1.
Table 7.5.4.8-1: Remove URR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove URR IE Type = 17 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	Identifies the URRs to be deleted.
	X
	X
	X
	URR ID



* * * Next Change * * * *

7.5.4.9
Remove QER IE Sx Session Modification Request
The Remove QER grouped IE shall be encoded as shown in Figure 7.5.4.9-1.
Table 7.5.4.9-1: Remove QER IE Sx Session Modification Request 

	Octet 1 and 2
	
	Remove QER IE Type = 18 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	QER ID
	M
	Identifies the QERs to be deleted.
	-
	X
	X
	QER ID



* * * Next Change * * * *

7.5.8.1
General
The Sx Session Report Request shall be sent over the Sxa, Sxb and Sxc interface by the UP function to report information related to an Sx session to the CP function.
Table 7.5.8-1: Information Elements in a Sx Session Report Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Report Type
	M
	This IE shall indicate the type of the report.
	X
	X
	X
	Report Type

	Downlink Data Report
	C
	This IE shall be present if the Report Type indicates a Downlink Data Report. 
	X
	-
	-
	Downlink Data Report

	Usage Report
	C
	This IE shall be present if the Report Type indicates a Usage Report. 

Several IEs within the same IE type may be present to represent a list of Usage Reports.
	X
	X
	X
	Usage Report

	Error Indication Report
	C
	This IE shall be present if the Report Type indicates an Error Indication Report. 
	X
	-
	-
	Error Indication Report

	Load Control Information
	O
	The UP function may include this IE if it supports the load control feature and the feature is activated in the network.

See Table 7.5.3.3-1.
	X
	X
	X
	Load Control Information

	Overload Control Information
	O
	During an overload condition, the UP function may include this IE if it supports the overload control feature and the feature is activated in the network.
See Table 7.5.3.4-1.
	X
	X
	X
	Overload Control Information



* * * Next Change * * * *

7.5.9.1
General
The Sx Session Report Response shall be sent over the Sxa, Sxb and Sxc interface by the CP function to the UP function as a reply to the Sx Session Report Request.

Table 7.5.9.1-1: Information Elements in a Sx Session Report Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Offending IE
	C
	This IE shall be included if the rejection is due to an conditional or mandatory IE missing or faulty.
	X
	X
	X
	Offending IE

	Update BAR
	C
	This IE shall be present if a BAR previously created for the Sx session needs to be modified. 

A previously created BAR that is not modified shall not be included.
See Table 7.5.9.2-1.
	X
	-
	-
	Update BAR

	SxSRRsp-Flags
	C
	This IE shall be included if at least one of the flags is set to 1. 

-
DROBU (Drop Buffered Packets): the CP function shall set this flag if the UP function needs to drop the packets currently buffered for this Sx session (see NOTE 1). 


	X
	-
	-
	SxSRRsp-Flags

	NOTE 1:
The CP function may request the UP function to drop the packets currently buffered for the Sx session, when buffering is performed in the UP function, upon receipt of an Sx Session Report Request notifying the CP function about the arrival of downlink data packets for which the CP function decides to throttle the corresponding Downlink Data Notification message over S11/S4 and. See subclause 5.9.3 of 3GPP TS 23.214 [2].



* * * Next Change * * * *

8.2.3
F-TEID
The F-TEID IE type shall be encoded as shown in Figure 8.2.3-1. It indicates an F-TEID.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 21 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	CH
	V6
	V4
	

	
	6 to 9 
	TEID
	

	
	m to (m+3) 
	IPv4 address
	

	
	p to (p+15) 
	IPv6 address
	

	
	k to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.3-1: F-TEID

The following flags are coded within Octet 5:

-
Bit 1 – V4: If this bit is set to "1" and the CH bit is not set, then the IPv4 address field shall be present, otherwise the IPv4 address field shall not be present.

-
Bit 2 – V6: If this bit is set to "1" and the CH bit is not set, then the IPv6 address field shall be present, otherwise the IPv6 address field shall not be present.
-
Bit 3 – CH (CHOOSE): If this bit is set to "1", then the TEID, IPv4 address and IPv6 address fields shall not be present and the UP function shall assign an F-TEID with an IP4 or an IPv6 address if the V4 or V6 bit is set respectively. This bit shall only be set by the CP function.
-
Bit 4 to bit 8: Spare, for future use and set to 0.
At least one of the V4 and V6 flags shall be set to "1", and both may be set to "1".

Octet 6 to 9 (TEID) shall be present and shall contain a GTP-U TEID, if the CH bit in octet 5 is not set. When the TEID is present, if both IPv4 and IPv6 addresses are present in the F-TEID IE, then the TEID value shall be shared by both addresses.

Octets "m to (m+3)" and/or "p to (p+15)" (IPv4 address / IPv6 address fields), if present, it shall contain the respective IP address values.

* * * Next Change * * * *

8.2.56
Outer Header Creation
The Outer Header Creation IE type shall be encoded as shown in Figure 8.2.56-1. It contains the instructions to create an Outer Header.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 84 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Outer Header Creation Description
	

	
	m to (m+3)
	TEID
	

	
	p to (p+3)
	IPv4 Address
	

	
	q to (q+15)
	IPv6 Address
	

	
	r to (r+1)
	Port Number
	

	
	s to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.56-1: Outer Header Creation

The Outer Header Creation Description field, when present, shall be encoded as specified in Table 8.2.56-1.

Table 8.2.56-1: Outer Header Creation Description 

	Outer Header to be created in the outgoing packet
	Value (Decimal)

	GTP-U/UDP/IPv4 (see NOTE 1)
	0

	GTP-U/UDP/IPv6 (see NOTE 1)
	1

	GTP-U/UDP/IP over GTP-U/UDP/IPv4 (see NOTE 1, NOTE 2)
	2

	GTP-U/UDP/IP over GTP-U/UDP/IPv6 (see NOTE 1, NOTE 2)
	3

	UDP/IPv4 (see NOTE 3)
	4

	UDP/IPv6 (see NOTE 3)
	5

	For future use. Shall not be sent. If received, shall be interpreted as the value "1".
	6 to 255

	NOTE 1:
The SGW-U shall also create GTP-U extension header(s) if any has been stored for this packet, during a previous outer header removal (see subclause 8.2.64).

NOTE 2:
This value may apply to DL packets sent by the SGW-U to the SGW-C, when buffering DL GTP-U packets in the CP function, e.g. when supporting Service Identification for improved radio utilisation for GERAN (i.e. the GTP-U Service Class Indicator Extension Header). In this case, the inner GTP-U packet created by the SGW-U shall contain the TEID and IPv4 or IPv6 address received by the SGW-U in the incoming GTP-U packet over S5/S8.

NOTE 3:
This value may apply to UL packets sent by a PGW-U for non-IP PDN connections with SGi tunnelling based on UDP/IP encapsulation (see subclause 4.3.17.8.3.3.2 of 3GPP TS 23.401 [14]).


The TEID field shall be present if the Outer Header Creation Description requests the creation of a GTP-U header. Otherwise it shall not be present. When present, it shall contain the destination GTP-U TEID to set in the GTP-U header of the outgoing packet. 
The IPv4 Address field shall be present if the Outer Header Creation Description requests the creation of a IPv4 header. Otherwise it shall not be present. When present, it shall contain the destination IPv4 address to set in the IPv4 header of the outgoing packet. 

The IPv6 Address field shall be present if the Outer Header Creation Description requests the creation of a IPv6 header. Otherwise it shall not be present. When present, it shall contain the destination IPv6 address to set in the IPv6 header of the outgoing packet. 

The Port Number field shall be present if the Outer Header Creation Description requests the creation of a UDP/IP header (i.e. it is set to the value 4). Otherwise it shall not be present. When present, it shall contain the destination Port Number to set in the UDP header of the outgoing packet. 
* * * Next Change * * * *

7.2.2.1
General format
The PFCP uses a variable length header. The Protocol header length shall be a multiple of 4 octets. Figure 7.2.2.1-1 illustrates the format of the PFCP Header. 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	Spare
	Spare
	Spare
	S

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	m to k(m+7)
	
	If T flag is set to 1, then SEID shall be placed into octets 5-12. Otherwise, SEID field is not present at all.

	n to (n+2)
	
	Sequence Number

	(n+3)
	
	Spare


Figure 7.2.2.1-1: General format of PFCP Header
Where:

-
if S = 0, SEID field is not present, k = 0, m = 0 and n = 5;

-
if S = 1, SEID field is present, k = 1, m = 5 and n = 13.

The usage of the PFCP header is defined in subclause 7.2.2.4. 
Octet 1 bits shall be encoded as follows:

-
Bit 1 represents the SEID flag (T).

-
Bit 2-5 are spare, the sender shall set them to "0" and the receiving entity shall ignore them.
-
Bits 6-8 represent the Version field.



* * * Next Change * * * *

7.2.2.4.1
General
The format of the PFCP header is specified in subclause 7.2.2.1. 

The usage of the PFCP header shall be as defined below. 

The first octet of the header shall be used is the following way:

-
Bit 1 represents a "S" flag, which indicates if SEID field is present in the PFCP header or not. If the "S" flag is set to 0, then the SEID field shall not be present in the PFCP header. If the "S" flag is set to 1, then the SEID field shall immediately follow the Length field, in octets 5 to 12. Apart from the node related messages , in all Sx specific messages the value of the "T" flag shall be set to "1".

-
Bit 2 represents the "MP" flag. If the "MP" flag is set to "1", then bits 8 to 5 of octet 16 shall indicate the message priority.

-
Bit 3 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it. 

-
Bit 4 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 5 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bits 8 to 6, which represent the PFCP version, shall be set to decimal 1 ("001").






The usage of the fields in octets 2 - n of the header shall be as specified below.

-
Octet 2 represents the Message type field, which shall be set to the unique value for each type of control plane message. Message type values are specified in Table 7.3-1 "Message types".

-
Octets 3 to 4 represent the Message Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the PFCP header (the first 4 octets). The TEID (if present) and the Sequence Number shall be included in the length count. The format of the Length field of information elements is specified in subclause 8.2 "Information Element Format".

-
S=1, and therefore octets 5 to 12 represent the Session Endpoint Identifier (SEID) field. This field shall unambiguously identify a session endpoint in the receiving Packet Forward Control entity. The Session Endpoint Identifier is set by the sending entity in the PFCP header of all control plane messages to the SEID value provided by the corresponding receiving entity (CP or UP). If a peer's SEID is not available the SEID field shall be present in a PFCP header, but its value shall be set to "0", "Conditions for sending SEID=0 in PFCP header". 
NOTE:
The SEID in the PFCP header of a message is set to the SEID value provided by the corresponding receiving entity regardless of whether the source IP address of the request message and the IP Destination Address provided by the receiving entity for subsequent request messages are the same or not.
-
Octets 13 to 15 represent PFCP Sequence Number field.
* * * Next Change * * * *

8.2.3
F-TEID
The F-TEID IE type shall be encoded as shown in Figure 8.2.3-1. It indicates an F-TEID.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 21 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	CH
	V6
	V4
	

	
	6 to 9 
	TEID
	

	
	m to (m+3) 
	IPv4 address
	

	
	p to (p+15) 
	IPv6 address
	

	
	k to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.3-1: F-TEID

The following flags are coded within Octet 5:

-
Bit 1 – V4: If this bit is set to "1" and the CH bit is not set, then the IPv4 address field shall be present, otherwise the IPv4 address field shall not be present.

-
Bit 2 – V6: If this bit is set to "1" and the CH bit is not set, then the IPv6 address field shall be present, otherwise the IPv6 address field shall not be present.
-
Bit 3 – CH (CHOOSE): If this bit is set to "1", then the TEID, IPv4 address and IPv6 address fields shall not be present and the UP function shall assign an F-TEID with an IP4 or an IPv6 address if the V4 or V6 bit is set respectively. This bit shall only be set by the CP function.
-
Bit 4 to 8: Spare, for future use and set to 0.
At least one of the V4 and V6 flags shall be set to "1", and both may be set to "1".

Octet 6 to 9 (TEID) shall be present and shall contain a GTP-U TEID, if the CH bit in octet 5 is not set. When the TEID is present, if both IPv4 and IPv6 addresses are present in the F-TEID IE, then the TEID value shall be shared by both addresses.

Octets "m to (m+3)" and/or "p to (p+15)" (IPv4 address / IPv6 address fields), if present, it shall contain the respective IP address values.

* * * Next Change * * * *

8.2.13
Volume Threshold
The Volume Threshold IE contains the traffic volume thresholds to be monitored by the UP function. It shall be encoded as shown in Figure 8.2.13-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 31 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	DLVOL
	ULVOL
	TOVOL
	

	
	m to (m+7)
	Total Volume
	

	
	p to (p+7)
	Uplink Volume
	

	
	q to (q+7)
	Downlink Volume
	

	
	s to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.13-1: Volume Threshold

The following flags are coded within Octet 5:

-
Bit 1 – TOVOL: If this bit is set to "1", then the Total Volume field shall be present, otherwise the Total Volume field shall not be present.

-
Bit 2 – ULVOL: If this bit is set to "1", then the Uplink Volume field shall be present, otherwise the Uplink Volume field shall not be present.

-
Bit 3 – DLVOL: If this bit is set to "1", then the Downlink Volume field shall be present, otherwise the Downlink Volume field shall not be present.

-
Bit 4 to 8: Spare, for future use and set to 0.




At least one bit shall be set to 1. Several bits may be set to 1.

The Total Volume, Uplink Volume and Downlink Volume fields shall be encoded as an Unsigned64 binary integer value. They shall contain the total, uplink or downlink number of octets respectively.

* * * Next Change * * * *

8.2.16
Subsequent Volume Threshold
The Subsequent Volume Threshold IE contains the subsequent traffic volume thresholds to be monitored by the UP function after the Monitoring Time. It shall be encoded as shown in Figure 8.2.16-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 34 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	DLVOL
	ULVOL
	TOVOL
	

	
	m to (m+7)
	Total Volume
	

	
	p to (p+7)
	Uplink Volume
	

	
	q to (q+7)
	Downlink Volume
	

	
	s to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.16-1: Subsequent Volume Threshold

The following flags are coded within Octet 5:

-
Bit 1 – TOVOL: If this bit is set to "1", then the Total Volume field shall be present, otherwise the Total Volume field shall not be present.

-
Bit 2 – ULVOL: If this bit is set to "1", then the Uplink Volume field shall be present, otherwise the Uplink Volume field shall not be present.

-
Bit 3 – DLVOL: If this bit is set to "1", then the Downlink Volume field shall be present, otherwise the Downlink Volume field shall not be present.

-
Bit 4 to 8: Spare, for future use and set to 0.




At least one bit shall be set to 1. Several bits may be set to 1.

The Total Volume, Uplink Volume and Downlink Volume fields shall be encoded as an Unsigned64 binary integer value. They shall contain the total, uplink or downlink number of octets respectively.

* * * Next Change * * * *

8.2.19
Reporting Triggers
The Reporting Triggers IE shall be encoded as shown in Figure 8.2.11-1. It indicates the reporting trigger(s) for the UP function to send a report to the CP function.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 37 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	LIUSA
	DROTH
	STOPT
	START
	INATH
	TIMTH
	VOLTH
	PERIO
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.19-1: Reporting Triggers

Octet 5 shall be encoded as follows:

-
Bit 1 – PERIO (Periodic Reporting): when set to 1, this indicates a request for periodic reporting.

-
Bit 2 – VOLTH (Volume Threshold): when set to 1, this indicates a request for reporting when the data volume usage reaches a volume threshold (or final volume threshol 
-
Bit 3 – TIMTH (Time Threshold): when set to 1, this indicates a request for reporting when the time usage reaches a time threshold (or final time threshold).

-
Bit 4 – INATH (Final Inactivity Time Threshold): when set to 1, this indicates a request for reporting when no packets have been received for a period exceeding the final inactivity time threshold.

-
Bit 5 – START (Start of Traffic): when set to 1, this indicates a request for reporting when detecting the start of an SDF or Application traffic.

-
Bit 6 – STOPT (Stop of Traffic): when set to 1, this indicates a request for reporting when detecting the stop of an SDF or Application Traffic.

-
Bit 7 - DROTH (Dropped DL Traffic Threshold): when set to 1, this indicates a request for reporting when the DL traffic being dropped reaches a threshold.

-
Bit 8: - LIUSA (Linked Usage Reporting): when set to 1, this indicates a request for linked usage reporting, i.e. a request for reporting a usage report for a URR when a usage report is reported for a linked URR (see subclause 5.2.2.4). 






d).


At least one bit shall be set to 1. Several bits may be set to 1.

* * * Next Change * * * *

8.2.21
Report Type
The Report Type IE shall be encoded as shown in Figure 8.2.21-1. It indicates the type of the report the UP function sends to the CP function.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 39 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	ERIR
	USAR
	DLDR
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.21-1: Report Type

Octet 5 shall be encoded as follows:

-
Bit 1 – DLDR (Downlink Data Report): when set to 1, this indicates Downlink Data Report -
Bit 2 – USAR (Usage Report): when set to 1, this indicates a Usage Report 
-
Bit 3 – ERIR (Error Indication Report): when set to 1, this indicates an Error Indication Report.

-
Bit 4 to 8 – Spare, for future use and set to 0.

.

.

At least one bit shall be set to 1. Several bits may be set to 1.

* * * Next Change * * * *

8.2.31
SxSMReq-Flags
The SxSMReq-Flags IE indicates flags applicable to the Sx Session Modification Request message. It is coded as depicted in Figure 8.2.31-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 49 (decimal)
	

	
	3 to 4
	Length = n 
	

	
	5
	Spare
	Spare
	Spare
	Spare
	Spare
	Spare
	SNDEM
	DROBU
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.31-1: SxSMReq-Flags
The following bits within Octet 5 shall indicate:

-
Bit 1 – DROBU (Drop Buffered Packets): if this bit is set to 1, it indicates that the UP function shall drop all the packets currently buffered for the Sx session, if any, prior to further applying the action specified in the Apply Action value of the FARs.

-
Bit 2 – SNDEM (Send End Marker Packets): if this bit is set to 1, it indicates that the UP function shall construct and send End Marker packets towards the old F-TEID of the downstream node when switching to the new F-TEID.

-
Bit 3 to 8 – Spare, for future use, shall be set to 0 by the sender and discarded by the receiver.



* * * End of Changes * * * *

