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1. Overall Description:

SA3LI thanks SA3 for informing us on the progress made with BEST. 

SA3LI likes to make a few remarks on Lawful Interception (LI). 
Although, LI primarily focusses on intercepting the communication of a person, LI also applies to devices or infrastructure, again, in targeted fashion. Therefore, CIoT/IoT is not excluded from LI obligations, and CIoT/IoT LI functionality is required by national regulation.
In order to fulfil LI requirements:
· The HPLMN and any VPLMN must be able to target a BEST UE based on appropriate long-term identifiers (e.g. MSISDN, IMEI and IMSI)
· The HPLMN and any VPLMN must be able to provide unencrypted content of communication and signalling for a targeted UE

On reviewing the BEST document, it was not clear to SA3LI how these can be achieved, since an HPLMN or VPLMN may not have access to the necessary information. This appears similar to the issues with S8HR. Specifically:
· If the security is terminated in the enterprise domain (i.e. the EAS) how does HPLMN or VPLMN satisfy the above requirements? 

· If the BEST UE is roaming, how does the VPLMN satisfy the above requirements?
· Can interception be provided if communication is already started? If it can be done how would this be achieved?
2. Actions:

To: SA3 group.

ACTION: 
SA3LI asks SA3 to take the above in to considerations and provide feedback on the questions.

3. Date of Next TSG-SA WG3LI Meetings:

SA3LI#66
25-28 July 2017
Ljubljana, Slovenia

SA3LI#66-Bis
27-29 Sep 2017
Sophia Antipolis, France

