
3GPP TSG CT4 Meeting #77
C4-172132
Spokane, US; 03rd – 07th April 2017
Source:
Huawei
Title:
Pseudo-CR on Sx-u tunnel related description and procedures
Spec:
3GPP TS 29.244
Agenda item:
7.1.5
Document for:
Decision

1. Introduction
The newest TS 29.244 lists four data forwarding scenarios between the CP and UP functions. 

Table 5.3.1-1: Data forwarding scenarios between the CP and UP functions

	
	Scenario description
	Data forwarding direction
	Applicable to

	1
	Forwarding of user-plane packets between the UE and the CP function. 
	UP to CP function

CP to UP function
	PGW

	2
	Forwarding of packets between the CP function and the external PDN / Sgi. 
	UP to CP function

CP to UP function
	PGW

	3
	Forwarding of packets subject to buffering in the CP function.
	UP to CP function

CP to UP function
	SGW

	4
	Forwarding of End Marker Packets constructed by the CP function to a downstream node.
	CP to UP function
	SGW, PGW


And about the Sx-u tunnel, the description is as follow:

The CP function may establish one Sx-u tunnel per:

-
 bearer of PDN connection e.g. for the data forwarding scenarios 1 and 3;

-
 UP function or PDN e.g. for the data forwarding scenario 2 and 4.

When and how to establish or delete the Sx-u tunnel need to be defined, and some details need to be clarified.
2. Reason for Change
1. About the Sx-u tunnel granularity for the scenarios shown in Table 5.3.1-1, there are a few comments:

Table 5.6.2-1: Forwarding information for different scenarios

	
	Scenario description
	Forwarding target and operation
	Applicable to

	1
	Forwarding of user-plane between UE and PDN, including mapping onto GTP-U tunnels and mapping between GTP-U tunnels
	GTP-U encapsulation information (F-TEID)
	SGW, PGW

	2
	Forwarding of user-plane packets from UE and CP function (e.g. RS/RA, DHCPv4/v6, traffic subject to HTTP redirect etc) 
	Information that the CP function is source/target (CP function IP address)
	PGW 

	3
	Forwarding of packets from the external PDN / SGi and the CP function (e.g. for RADIUS, Diameter and DHCP signalling, traffic subject to HTTP redirect etc)
	Information that the CP function is source/target (CP function IP address)
	PGW

	4
	Forwarding of packets subject to buffering in CP function
	Information that the CP function is source/target (CP function IP address)
	SGW

	5
	Forwarding of packets between the UP function and the SGi-LAN for Flexible Mobile Service Chaining
	Reference to a predefined traffic steering configuration (e.g. Traffic-Steering Policy identifier)
	PGW, TDF


1). As shown in the Table 5.6.2-1 in TS 23.214, the scenarios 2 corresponds to the scenarios 1 of Table 5.3.1-1 in TS 29.244. The traffic transferring in the Sx-u tunnel, e.g. RS/RA, DHCPv4/v6, traffic subject to HTTP redirect, is really low. Then there is no need to create a Sx-u tunnel for each bearer;
2). If Sx-u tunnel created per bearer, even though it looks simpler, it may result in big scalability tunnels and complex management.

Therefore, the multiplexing is highly advantageous. For Data forwarding Scenarios 1 of Table 5.3.1-1, the CP function may establish one Sx-u tunnel per UP function or PDN, same as scenario 2 and 4. 
More details on Sx-u tunnels per bearer and per UP function or PDN need to be clarified for corresponding scenario, e.g. the node-level Sx-u tunnel management within Sx Association procedures,  the bearer-level Sx-u tunnel management within Sx session procedures.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244:

1. The CP function may establish one Sx-u tunnel per UP function or PDN for the data forwarding scenario 1 in Table 5.3.1-1:

2. Add the description of Sx-u tunnel for buffering and end marker packet;
3. Add the Sx-u tunnel per UP function management into the Sx association procedures;
4. Add Sx-u tunnel per bearer management into the Sx session management procedures.

* * * First Change * * * *

5.3.1
General

Forwarding of user plane data between the CP and UP functions may take place as part of the following scenarios (see 3GPP TS 23.214 [2]).

Table 5.3.1-1: Data forwarding scenarios between the CP and UP functions

	
	Scenario description
	Data forwarding direction
	Applicable to

	1
	Forwarding of user-plane packets between the UE and the CP function. 
	UP to CP function

CP to UP function
	PGW

	2
	Forwarding of packets between the CP function and the external PDN / Sgi. 
	UP to CP function

CP to UP function
	PGW

	3
	Forwarding of packets subject to buffering in the CP function.
	UP to CP function

CP to UP function
	SGW

	4
	Forwarding of End Marker Packets constructed by the CP function to a downstream node.
	CP to UP function
	SGW, PGW


Editor's note:
Forwarding of user-plane packets between the UP function and the CP function may also take place for restoration scenarios (pending CT4 conclusions on the restoration study).

User plane packets shall be forwarded between the CP and UP functions by encapsulating the user plane packets using GTP-U encapsulation (see 3GPP TS 29.281 [3]). 

For forwarding data from the UP function to the CP function, the CP function shall configure PDR(s) per Sx session context, with the PDI identifying the user plane traffic to forward to the CP function and with a FAR set with the Destination Interface "CP function side" and set to perform GTP-U encapsulation and to forward the packets to a GTP-u F-TEID uniquely assigned in the CP function per Sx session and PDR. The CP function shall then identify the PDN connection and the bearer to which the forwarded data belongs by the F-TEID in the header of the encapsulating GTP-U packet.

For forwarding data from the CP function to the UP function, the CP function shall configure one or more PDR(s) per Sx session context, with the PDI set with the Source Interface "CP function side" and identifying the GTP-u F-TEID uniquely assigned in the UP function per PDR, and with a FAR set to perform GTP-U decapsulation and to forward the packets to the intended destination. URRs and QERs may also be configured.

Editor's note:
It is FFS whether a mechanism is required to ensure that the DL data buffered in the CP function are delivered to the UE by the SGW-U before any downlink data packet newly received over S5/S8.

Sx session contexts may correspond to individual PDN connections, TDF sessions, or standalone sessions not tied to any PDN connection or TDF session used e.g. for forwarding RADIUS, Diameter or DHCP signalling between the PGW-C and the PDN or for forwarding End Marker packets from the PGW-C or SGW-C to a downstream SGW-U or eNodeB. 

The CP function may establish one Sx-u tunnel per:

-
 bearer of PDN connection e.g. for the data forwarding scenarios 1 and 3;

-
 UP function or PDN e.g. for the data forwarding scenario 2 and 4.
The Sx-u tunnel per bearer shall be established and deleted during Sx session management procedures.

The Sx-u tunnel per UP function or PDN shall be established and deleted during Sx association procedures.
* * * Next Change * * * *
5.3.X
Buffered Packet forwarding
The packet buffering may either be done in the CP function or UP function, as specified in subclause 5.9 of 3GPP TS 23.214 [2].
For the packet buffering handled in the CP function, packets need to be forwarded from UP to CP function when UE enters idle mode, and re-forwarded from CP to UP function when UE returns to connected mode. 
When UE enters idle mode, the CP function shall:

 -
establish one Sx-u tunnel for each bearer by sending a session modification request, including FAR(s) with the F-TEID of CP function;
-
remove the downlink FAR(s) related to the bearer(s);

-
receive the Sx session modification response, and then receive and buffer the packets from the UP function;
The UP function shall modify the parameters upon receipt of the Sx Session Modification Request, and send a Sx Session Modification Response with a Sx-u tunnel establishment success cause if the FAR(s) for CP function has been added in the UP function and PDR(s) the FAR(s) referenced to has been updated.
When UE returns to connected mode, the CP function shall:
-    send the downlink FAR(s) to the UP function for forwarding packets from the CP function and the “core side” to eNodeB;
-    delete the Sx-u tunnel(s) within the session modification procedure when all the UE’s valid buffering packets has been re-forwarded to the UP function, including the corresponding FAR(s) for CP function to be removed in the Sx Session Modification Request message;
The UP function shall modify the parameters upon receipt of the Sx Session Modification Request, add the downlink FAR(s), remove the FAR(s) for CP function and delete the Sx-u tunnel(s).
Note: if the DL Suggested Packet Count reached, the CP function may delete the Sx-u tunnel(s) by sending a Sx session modification request. This indicates that the CP function needs to re-establish the Sx-u tunnel when UE turns to connected mode if there are some buffering packets valid.
5.8
Sx Association 

5.8.1
General

An Sx Association shall be set up between the CP function and the UP function prior to establishing Sx sessions on that UP function. 

The CP function and the UP function shall support the Sx Association Setup procedure initiated by the CP function (see subclause 6.2.6.2). The CP function and the UP function may additionally support the Sx Association Setup procedure initiated by the UP function (see subclause 6.2.6.3).  

A CP function may have Sx Associations set up with multiple UP functions. A UP function may have Sx Associations set up with multiple CP functions.

5.8.2
Behaviour with an established Sx Association

When an Sx Association is established with a UP function, the CP function:
-
should provision node related parameters (i.e. parameters that apply to all Sx sessions) in the UP function, if any, e.g. PFDs;

-
should provision the UP function with the list of features (affecting the UP function behaviour) the CP function supports, if any, e.g. support of load and/or overload control; 
-
should check the responsiveness of the UP function using the Heartbeat procedure as specified in subclause 6.2.2;

-
may establish Sx sessions on that UP function; 

-
shall refrain from attempting to establish new Sx sessions on the UP function, if the UP function has indicated it will shutdown gracefully.
-
may establish one or more Sx-u tunnels with that UP function
.
When an Sx Association is established with a CP function, the UP function:
-
shall update the CP function with the list of features it supports;

-
shall update the CP function with its load and/or overload control information, if load and/or overload control is supported by the CP and UP functions;
-
may update the CP function with the set of its IP resources available for use by the CP function, when F-TEID allocation is performed by the CP function;

NOTE:
The CP function can be aware of the available IP resources in the UP function e.g. based on the UP function reporting this information over Sx using Sx node related messages, or by other implementation specific means. 
-
shall accept Sx Session related messages from that CP function (unless prevented by other reasons, e.g. overload);
-
should check the responsiveness of the CP function using the Heartbeat procedure as specified in subclause 6.2.2;
-
shall indicate to the CP function if it will shut down within a graceful period and, when possible, if it fails and becomes out of service. 
-
should accept Sx-u tunnel related messages from that CP function. 
5.8.3
Behaviour without an established Sx Association

When an Sx Association is not established with a UP function, the CP function:
-
shall reject any incoming Sx Session related messages from that UP function, with a cause indicating that no Association exists with the peer entity.
When an Sx Association is not yet established with a CP function, the UP function:
-
shall reject any incoming Sx Session related messages from that CP function, with a cause indicating that no Association exists with the peer entity.
* * * Next Change * * * *

6.2.6
Sx Association Setup procedure
6.2.6.1
General 

The Sx Association Setup procedure shall be used to setup an Sx association between the CP function and the UP function, to enable the CP function to use the resources of the UP function subsequently, i.e. establish Sx Sessions. 
The setup of an Sx association may be initiated by the CP function (see subclause 6.2.6.2.2) or the UP function (see subclause 6.2.6.2.3). 

The CP function and the UP function shall support the Sx association Setup Initiated by the CP function. The CP function and the UP function may additionally support the Sx association Setup Initiated by the UP function.  
6.2.6.2
Sx Association Setup initiated by the CP function

6.2.6.2.1
CP Function behaviour

The CP function initiates the Sx Association Setup procedure to request to setup an Sx association towards a UP function prior to establishing a first Sx session on this UP function.

The CP function:

-
shall send the Sx Association Setup Request with the Node ID of the CP function; 

-
should include the list of optional features the CP function supports which may affect the UP function behaviour, if any; 
-
indicate UP function to establish a node level Sx-u tunnel, providing the F-TEID of CP function, and optionally the F-TEID of UP function if the F-TEID is allocated by the CP function;

Editor's Note:
Possible additions are FFS.

If the CP function serves more than one UP function, messages for all UP functions are needed. 
The CP function shall only initiate Sx Session related signalling procedures toward a UP function after it receives the Sx Association Setup Response with a successful cause from this UP function. 

6.2.6.2.2
UP Function behaviour

When receiving an Sx Association Setup Request, the UP function:

-
if the request is accepted:

-
shall store the Node ID of the CP function as the identifier of the Sx association;

-
shall send an Sx Association Setup Response with a successful cause, including the information about all supported optional features in the UP function and optionally including the available user plane resources, e.g. IP address(es) or F-TEID range;

-
shall store the F-TEID of CP function for the node level Sx-u tunnel, and optionally the F-TEID of UP function if the F-TEID is allocated by the CP function;
-
otherwise, shall send an Sx Association Setup Response with an appropriate error cause if the request is rejected.

Editor's Note:
Possible additions are FFS.

* * * Next Change * * * *

6.2.8
Sx Association Release procedure
6.2.8.1
General
The Sx Association Release Request shall be used to terminate the Sx association between the CP Function and the UP Function due to e.g. OAM reasons. The Sx Association Release Request may be initiated by the CP function.
Editor's Note: It is FFS what triggers Sx association release procedure.
Editor's Note: The conditions if and when UP initiates the Release procedure are FFS.
6.2.8.2
CP Function behaviour

If the CP function initiates the Sx Association Release procedure to release an existing Sx association, the CP function: 

-
shall delete locally all the Sx sessions related to that Sx association when receiving the Sx Association Release Response with the cause code success.

-
shall delete locally all the node-level Sx-u tunnels related to that Sx association when receiving the Sx Association Release Response with the cause code success.

Editor's Note:
Possible additions are FFS.

Editor's Note:
It is FFS when a UP is allowed to send a initiated Sx Association Release.
6.2.8.3
UP Function behaviour

When the UP function receives an Sx Association Deletion Request, the UP function:

-
shall delete all the Sx sessions related to that Sx association locally;

-
shall delete the Sx association and any related information (e.g. Node ID of the CP function);

-
shall delete locally the node-level Sx-u tunnel related to that Sx association.
-
shall send an Sx Association Deletion Response with a successful cause.
NOTE: The UP function always accepts an Sx Association Release Request.
* * * Next Change * * * *

6.3.3
Sx Session Modification Procedure

6.3.3.1
General
The Sx session modification procedure shall be used to modify an existing Sx session, e.g. to configure a new rule, to modify an existing rule, to delete an existing rule, to setup a Sx-u tunnel, to delete a Sx-u tunnel.. 

6.3.3.2
CP Function behaviour

The CP function initiates the Sx Session modification procedure to modify an existing Sx session, e.g. triggered by an modification of PDN connection, IP CAN session or TDF session, and additionally to establish or delete S1-u tunnel for scenario 3 in Table 5.3.1-1.
The CP function shall:

-
include a complete PDI if the PDI in the existing PDR is to be updated;

-
remove locally the reference to a rule in the PDRs when the related Rule is deleted . 
-
provide all the Updated Rules. Updated Rules contain only the information which are changed, added and/or deleted. The CP function may add Update PDR, Update FAR, Update URR and Update QER.
If the SGW-C intends to establish or release Sx-u tunnel, it shall:
-
update the PDR(s), including the FAR(s) which indicates the SGW-U forwarding the DL packet to SGW-C for buffering or to eNodeB;
-
assign a local F-TEID for the SGW-U and provide it in the PDI within a new PDR if F-TEID allocation is performed in CP function when a Sx-u tunnel is to be setup for scenario 3 in Table 5.3.1-1, which indicates the SGW-U how to detect packets received from SGW-C;
-
remove the local F-TEID for the CP function and the Rule ID(s) (e.g. FAR) from the PDR from where they are referenced, which indicates the corresponding Sx-u tunnel is to be released.
Editor's Note:
Possible additions are FFS.
When the CP function receives an Sx Session Modification Response with the cause "success" it shall continue with the procedure which has initiated the Sx session modification procedure.

6.3.3.3
UP Function behaviour

When the UP function receives a Sx Session Modification Request it shall:

-
send the Sx Session modification Response message with a rejection cause code set to "session context not found" if the F-SEID included in the Sx Session Modification Request message is unknown;
-
discard any updates on the Sx session context included in the Sx Session Modification Request message if the request is rejected and send an Sx Session Modification Response with an appropriate error cause together with additional information e.g. indicating the Rule ID(s) of the Rule(s) causing the error. In this case, the UP function shall continue with the existing Sx session context for the Sx session as if the Sx Modification Request had not been received;

-
remove all rules identified by a Rule ID to be removed and remove the Rule ID from the PDR(s) from where they are referenced.
-
add all rules identified by a Rule ID to be added and add the Rule ID into the PDR(s) from where they are referenced.
-
remove the FAR ID for CP function buffering from the PDR from where they are referenced if the corresponding Sx-u tunnel deletion is accepted.
-
send the Sx Session Modification Response with an acceptance cause code if all requested modification are accepted and performed successfully. 

* * * Next Change * * * *
7.4.4
Sx Association messages 
7.4.4.1
Sx Association Setup Request

Table 7.4.4.1-1: Information Elements in a Sx Association Setup Request
	Information elements
	P
	Condition / Comment
	IE Type

	Node ID
	M
	This IE shall contain the node identity of the originating node of the message.
	Node ID

	F-TEID
	O
	If present this IE shall contain the local F-TEID of the originating node of the message for a node level Sx-u tunnel
	F-TEID

	UP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the UP function.
	UP Function Features

	CP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the CP function.
	CP Function Features


7.4.4.2
Sx Association Setup Response
Table 7.4.4.2-1: Information Elements in a Sx Association Setup Response
	Information elements
	P
	Condition / Comment
	IE Type

	Cause
	M
	
	Cause

	Node ID
	M
	This IE shall contain the Node identity of the originating node of the message.
	Node ID

	F-TEID
	O
	If present this IE shall contain the local F-TEID of the originating node of the message for a node level Sx-u tunnel
	F-TEID

	UP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the UP function.
	UP Function Features

	CP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the CP function.
	CP Function Features


7.4.4.3
Sx Association Update Request

Table 7.4.4.3-1: Information Elements in a Sx Association Update Request
	Information elements
	P
	Condition / Comment
	IE Type

	Node ID
	M
	This IE shall contain the Node identity of the originating node of the message.
	Node ID

	UP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the UP function.
	UP Function Features

	CP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the CP function.
	CP Function Features


7.4.4.4
Sx Association Update Response

Table 7.4.4.4-1: Information Elements in a Sx Association Update Response
	Information elements
	P
	Condition / Comment
	IE-Type

	Cause
	M
	
	Cause

	Node ID
	M
	This IE shall contain the Node ID of the originating node of the message.
	Node ID

	UP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the UP function.
	UP Function Features

	CP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the CP function.
	CP Function Features


7.4.4.5
Sx Association Release Request
Table 7.4.4.5-1: Information Elements in a Sx Association Release Request
	Information elements
	P
	Condition / Comment
	IE Type

	Node ID
	M
	This IE shall contain the Node ID of the originating node
	Node ID

	F-TEID
	O
	If present this IE shall contain the local F-TEID of the CP  for a node level Sx-u tunnel
	F-TEID


7.4.4.6
Sx Association Release Response

Table 7.4.4.6-1: Information Elements in a Sx Association Release Response
	Information elements
	P
	Condition / Comment
	IE type

	Cause
	M
	
	Cause

	Node ID
	M
	This IE shall contain the Node identity of the node initiating the response
	Node ID

	F-TEID
	O
	If present this IE shall contain the local F-TEID of the UP for a node level Sx-u tunnel
	F-TEID


* * * End of Changes * * * *

�For node-level Sx-u tunnel, only one;


For bearer-level or PDN level, may more than one





