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1. Reason for Change
As specified in TS 29.274, DDN messages can be sent over S11/S4 to report the reception of a GTP-U Error Indication  and support the requirements specified in subclause 21.7 and clause 22 of TS 23.007.
Excerpt from TS 29.274:

7.2.11.1
Downlink Data Notification 

A Downlink Data Notification message shall be sent:

-
on S11/S4 interface by SGW to MME/S4-SGSN if the SGW has received an Error Indication (see 3GPP TS 29.281 [13]) from eNodeB/RNC/MME across S1-U/S12/S11-U interface. Respective SGW and MME/S4-SGSN functionality is specified in 3GPP TS 23.007 [17]. 

A Downlink Data Notification message may be sent:

-
on the S4 by the SGW to the S4-SGSN if the SGW has received an Error Indication from S4-SGSN across S4-U interface.
Table 7.2.11.1-1: Information Elements in a Downlink Data Notification

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Cause
	CO
	If SGW receives an Error Indication from eNodeB/RNC/S4-SGSN/MME, the SGW shall send the Cause IE with value "Error Indication received from RNC/eNodeB/S4-SGSN/MME" to MME/S4-SGSN as specified in 3GPP TS 23.007 [17].
	Cause
	0


Excerpt from TS 23.007:
21.7
SGW

GTP error indication message shall be handled as follows:

-
For an 'Active' mode UE having a user plane connection with an RNC, i.e. SGW has F-TEIDs assigned by RNC for user plane for the UE,when the SGW receives a GTP Error Indication for a Bearer Context that has the DTI flag set (i.e. from an RNC), the SGW should not delete the associated Bearer Context but delete all the RNC GTP-U tunnel TEIDs for this MS and sends a Downlink Data Notification message to the SGSN (the complete behaviour is specified in clause 22). Then the SGW starts buffering downlink packets received for this MS.
-
For an 'Active' mode UE having a user plane connection with an eNB, i.e. SGW has F-TEIDs assigned by eNB for user plane for the UE, when the SGW receives a GTP Error Indication for a Bearer Context from an eNodeB, the SGW should not delete the associated Bearer Context but delete all the eNodeB GTP-U tunnel TEIDs for this UE and sends a Downlink Data Notification message to the MME (the complete behaviour is specified in clause 22). Then the SGW starts buffering downlink packets received for this UE. 
-
For a UE having an S11 user plane connection with an MME, i.e. SGW has S11-U F-TEIDs assigned by MME for user plane for the UE, when the SGW receives a GTP Error Indication for a Bearer Context from an MME, the SGW may:

-
delete all the Bearer contexts associated with the PDN connection (identified by the default bearer) and notify the Operation and Maintenance network element, or as an alternative, 

-
delete the MME GTP-U tunnel TEID for this UE and send a Downlink Data Notification message to the MME to re-establish the user plane path without deleting the PDN connection (the complete behaviour is specified in clause 22). Then the SGW starts buffering downlink packets received for this UE. 

-
If the SGW receives a GTP error indication from S4-SGSN for a Bearer Context other than the default bearer when S4-U is used, the SGW may delete its Bearer context and may notify the Operation and Maintenance network element, or as an alternative, the SGW may send Downlink Data Notification message to the S4-SGSN to re-establish the user plane path without deleting the bearer context.

-
If the SGW receives a GTP error indication from S4-SGSN for the default bearer when S4-U is used, the SGW may delete all the Bearer contexts associated with the PDN connection (identified by the default bearer) and may notify the Operation and Maintenance network element, or as an alternative, the SGW may send Downlink Data Notification message to the S4-SGSN to re-establish the user plane path without deleting the PDN connection.

-
If the SGW receives a GTP error indication from a PGW for the bearer other than the default bearer, the SGW shall delete its Bearer context and may notify the Operation and Maintenance network element.

-
If the SGW receives a GTP error indication from a PGW for the default bearer, the SGW shall delete all the Bearer contexts associated with the PDN connection (identified by the default bearer) and may notify the Operation and Maintenance network element. The SGW may send the Delete Bearer Request for the default bearer to the MME/S4 SGSN to delete the associated PDN connection.
21.8
PGW

GTP error indication message shall be handled as follows:

-
If the PGW receives a GTP error indication from a SGW/a TWAN /an ePDG for the bearer other than the default bearer, the PGW shall delete its Bearer context and may notify the Operation and Maintenance network element.

-
If the PGW receives a GTP error indication from a SGW/a TWAN /an ePDG for the default bearer, the PGW shall delete all the Bearer contexts associated with the PDN connection (identified by the default bearer) and may notify the Operation and Maintenance network element. 

22
Downlink Data Notification Handling at MME/S4 SGSN

If the MME/S4 SGSN receives a Downlink Data Notification message from the SGW as a result of the SGW having received an Error Indication message from the eNodeB/RNC or S4-SGSN over S4 User Plane, the MME/S4 SGSN should perform the following:

-
If the UE is in IDLE state, upon receipt of the Downlink Data Notification message, the MME/S4 SGSN shall perform the Network Triggered Service Request procedure as specified in 3GPP TS 23.060 [5] and 3GPP TS 23.401 [15].
-
If the UE is in CONNECTED state, upon receipt of the Downlink Data Notification message, the MME shall perform S1 Release procedure and perform Network Triggered Service Request procedure as specified in 3GPP TS 23.401 [15]. 
-
If the UE is in CONNECTED state, upon receipt of the Downlink Data Notification message and Direct Tunnel is used, the S4-SGSN shall perform Iu Release procedure and perform Network Triggered Service Request procedure as specified in 3GPP TS 23.060 [5] if the cause value included in Downlink Data Notification is "Error Indication received from RNC/eNodeB/S4-SGSN", 
-
If the UE is in CONNECTED state, upon receipt of the Downlink Data Notification message and Direct Tunnel is not used, the S4-SGSN should re-establish all of the S4-U bearers of this UE if the cause value included in Downlink Data Notification is "Error Indication received from RNC/eNodeB/S4-SGSN".
Upon receipt of a Downlink Data Notification message from the SGW, caused by an Error Indication message received from the MME over the S11 User Plane, the MME should perform the following if the UE is known by the MME:

-
If the UE is in IDLE state, the MME shall perform the Network Triggered Service Request procedure as specified in 3GPP TS 23.401 [15].
-
If the UE is in CONNECTED state, the MME may perform an S1 Release procedure and a Network Triggered Service Request procedure as specified in 3GPP TS 23.401 [15], or as an alternative, the MME may keep the existing S1 signalling connection and just send a Modify Bearer Request message to the SGW to re-establish the S11-U tunnel.
Support of the above requirements in a CUPS architecture requires:

a)
the SGW-U/PGW-U to be able to notify the SGW-C/PGW-C when receiving Error Indication from a GTP-U peer (eNB, RNC, MME, S4-SGSN, PGW, SGW) and to provide information allowing the SGW-C/PGW-C to determine for which bearer the Error Indication has been received, e.g. including the local F-TEIDu on which the Error Indication is received;
b)
the SGW-U to be provisioned (immediately) with a FAR requesting to buffer DL packets, when the Error Indication is received from an eNB, RNC, MME, S4-SGSN, so as to stop asap the forwarding (and loss) of downlink packets;
c)
the SGW-C/PGW-C to delete the PDR and FAR associated to the bearer (when the Error Indication is received from a PGW/SGW for a dedicated bearer) or to delete the entire Sx session (when the Error Indication is received from a PGW/SGW for the default bearer).

It is proposed to specify a new Error Indication Report IE in the Sx Session Report Request, and to include the local F-TEIDu on which the Error Indication is received. This allows the CP function to derive the GTP-U bearer for which the Error Indication was received. 
Upon receipt of this message, the CP function shall proceed with b) and c) as appropriate. 
NOTE: A possible alternative could consist in performing b) autonomously in the SGW-U, but this would require the SGW-U to determine the FAR for which the Error Indication is received, to change the Apply Action parameter by its own to 'Buffer', and to do so only if the Destination Interface of the FAR is set to 'Access' (i.e. for DL traffic). This behaviour would need to be performed only when the UP function acts as an SGW-U, not when acting as a PGW-U. As this would cause extra complexity to the UP function, this solution has not been retained. 

2. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

5.x
Error Indication Handling

Upon receipt of a GTP-U Error Indication message, the UP function shall initiate an Sx Session Report procedure, for the related Sx session, to send an Error Indication Report to the CP function including the local F-TEID of the GTP-U bearer for which this message was received. 
The CP function shall then proceed as specified in subclauses 21.7 and 21.8 of 3GPP TS 23.007 [x], i.e.:
-
modify the Sx session to instruct the UP function to buffer DL packets; or
-
modify the Sx session to delete the PDR and FAR, when having to delete a bearer; or
-
delete the Sx session, when having to delete the PDN connection. 
* * * Next Change * * * *

7.5.8
Sx Session Report Request 

7.5.8.1
General
The Sx Session Report Request shall be sent over the Sxa, Sxb and Sxc interface by the UP function to report information related to an Sx session to the CP function.
Table 7.5.8-1: Information Elements in a Sx Session Report Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Report Type
	M
	This IE shall indicate the type of the report.
	X
	X
	X
	Report Type

	Downlink Data Report
	C
	This IE shall be present if the Report Type indicates a Downlink Data Report. 
	X
	-
	-
	Downlink Data Report

	Usage Report
	C
	This IE shall be present if the Report Type indicates a Usage Report. 

Several IEs within the same IE type may be present to represent a list of Usage Reports.
	X
	X
	X
	Usage Report

	Error Indication Report
	C
	This IE shall be present if the Report Type indicates an Error Indication Report. 
	X
	-
	-
	Error Indication Report

	Load Control Information
	O
	The UP function may include this IE if it supports the load control feature and the feature is activated in the network.

See Table 7.5.3.3-1.
	X
	X
	X
	Load Control Information

	Overload Control Information
	O
	During an overload condition, the UP function may include this IE if it supports the overload control feature and the feature is activated in the network.
See Table 7.5.3.4-1.
	X
	X
	X
	Overload Control Information


Editor's Note: Details on the IEs and conditions are FFS.
* * * Next Change * * * *

7.5.8.x
Error Indication Report IE within Sx Session Report Request
The Error Indication Report grouped IE shall be encoded as shown in Figure 7.5.8.x-1.
Table 7.5.8.x-1: Error Indication Report IE within Sx Session Report Request 

	Octet 1 and 2
	
	Error Indication Report IE Type = x (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Local F-TEID
	M
	This IE shall identify the Local F-TEID of the GTP-U bearer for which an Error Indication has been received at the UP function. 

More than one IE with this type may be included to represent multiple Local F-TEID having received an Error Indication.
	X
	-
	-
	F-TEID


* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
An IE of any of the above types may have a null length as specified in subclause 5.6.3. This shall not be considered as an error by the receiving PFCP entity.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	Create PDR
	Extendable / Table 7.5.2.2-1
	Not Applicable

	2
	PDI
	Extendable / Table 7.5.2.2-2
	Not Applicable

	3
	Create FAR
	Extendable / Table 7.5.2.3-1
	Not Applicable

	4
	Forwarding Parameters
	Extendable / Table 7.5.2.3-2
	Not Applicable

	5
	Additional Forwarding Parameters
	Extendable / Table 7.5.2.3-3
	Not Applicable

	6
	Create URR
	Extendable / Table 7.5.2.4-1
	Not Applicable

	7
	Create QER
	Extendable /Table 7.5.2.5-1
	Not Applicable

	8
	Created PDR
	Extendable / Table 7.5.3.2-1
	Not Applicable

	9
	Update PDR
	Extendable / Table 7.5.4.2-1
	Not Applicable

	10
	Update FAR
	Extendable / Table 7.5.4.3-1
	Not Applicable

	11
	Update Forwarding Parameters
	Extendable / Table 7.5.4.3-2
	Not Applicable

	12
	Update BAR (Sx Session Report Response)
	Extendable / Table 7.5.9.2-1 
	Not Applicable

	13
	Update URR
	Extendable / Table 7.5.4.4
	Not Applicable

	14
	Update QER
	Extendable / Table 7.5.4.5
	Not Applicable

	15
	Remove PDR
	Extendable / Table 7.5.4.6
	Not Applicable

	16
	Remove FAR
	Extendable / Table 7.5.4.7
	Not Applicable

	17
	Remove URR
	Extendable / Table 7.5.4.8
	Not Applicable

	18
	Remove QER
	Extendable / Table 7.5.4.9
	Not Applicable

	19
	Cause
	Fixed / Subclause 8.2.1
	2

	20
	Source Interface
	Extendable / Subclause 8.2.2
	1

	21
	F-TEID
	Extendable / Subclause 8.2.3
	1/9/21/25

	22
	PDN Instance
	Variable Length / Subclause 8.2.4
	Not Applicable

	23
	SDF Filter
	Extendable / Subclause 8.2.5
	2

	24
	Application ID
	Variable Length / Subclause 8.2.6
	Not Applicable

	25
	Gate Status
	Extendable / Subclause 8.2.7
	1

	26
	MBR
	Extendable / Subclause 8.2.8
	10

	27
	GBR
	Extendable / Subclause 8.2.9
	10

	28
	QER Correlation ID
	Extendable / Subclause 8.2.10
	4

	29
	Precedence
	Extendable / Subclause 8.2.11
	4

	30
	DL Transport Level Marking
	Extendable / Subclause 8.2.12
	2

	31
	Volume Threshold
	Extendable /Subclause 8.2.13
	1

	32
	Time Threshold
	Extendable /Subclause 8.2.14
	4

	33
	Monitoring Time
	Extendable /Subclause 8.2.15
	4

	34
	Subsequent Volume Threshold
	Extendable /Subclause 8.2.16
	1

	35
	Subsequent Time Threshold
	Extendable /Subclause 8.2.17
	4

	36
	Inactivity Detection Time
	Extendable /Subclause 8.2.18
	4

	37
	Reporting Triggers
	Extendable /Subclause 8.2.19
	1

	38
	Redirect Information
	Extendable /Subclause 8.2.20
	(8+a-1)-4

	39
	Report Type
	Extendable / Subclause 8.2.21
	1

	40
	Offending IE
	Fixed / subclause 8.2.22
	2

	41
	Forwarding Policy
	Extendable / Subclause 8.2.23
	

	42
	Destination Interface
	Extendable / Subclause 8.2.24
	1

	43
	UP Function Features
	Extendable / Subclause 8.2.25
	1

	44
	Apply Action
	Extendable / Subclause 8.2.26
	1

	45
	Downlink Data Service Information
	Extendable / Subclause 8.2.27
	1

	46
	Downlink Data Notification Delay
	Extendable / Subclause 8.2.28
	1

	47
	DL Buffering Duration
	Extendable / Subclause 8.2.29
	1

	48
	DL Buffering Suggested Packet Count
	Variable / Subclause 8.2.30
	Not Applicable

	49
	SxSMReq-Flags
	Extendable / Subclause 8.2.31
	1

	50
	SxSRRsp-Flags
	Extendable / Subclause 8.2.32
	1

	51
	Load Control Information
	Extendable / Table 7.5.3.3-1
	Not Applicable

	52
	Sequence Number
	Fixed Length / Subclause 8.2.33
	4

	53
	Metric
	Fixed Length / Subclause 8.2.34
	1

	54
	Overload Control Information
	Extendable / Table 7.5.3.4-1
	Not Applicable

	55
	Timer
	Extendable / Subclause 8.2 35
	1

	56
	Packet Detection Rule ID
	Extendable / Subclause 8.2 36
	2

	57
	F-SEID
	Extendable / Subclause 8.2 37
	9

	58
	Application ID's PFDs
	Extendable / Table 7.4.3.1-2
	Not Applicable

	59
	PFD context
	Extendable / Table 7.4.3.1-3
	Not Applicable

	60
	Node ID
	/ Subclause 8.2.38
	

	61
	PFD contents
	Extendable / Subclause 8.2.39
	2

	62
	Measurement Method
	Extendable / Subclause 8.2.40
	1

	63
	Usage Report Trigger
	Extendable / Subclause 8.2.41
	2

	64
	Measurement Period
	/ Subclause 8.2.42
	

	65
	Active/Inactive Rule
	/ Subclause 8.2.43
	

	66
	Volume Measurement
	/ Subclause 8.2.44
	

	67
	Duration Measurement
	/ Subclause 8.2.45
	

	68
	Application Detection Information
	Extendable / Subclause 7.5.8.3
	

	69
	Time of First Packet
	/ Subclause 8.2.46
	

	70
	Time of Last Packet
	/ Subclause 8.2.47
	

	71
	Final Inactivity Time Threshold
	/ Subclause 8.2.48
	

	72
	Dropped DL Traffic Threshold
	/ Subclause 8.2.49
	

	73
	Final Volume Threshold
	/ Subclause 8.2.50
	

	74
	Final Time Threshold
	/ Subclause 8.2.51
	

	75
	Start Time
	/ Subclause 8.2.52
	

	76
	End Time
	/ Subclause 8.2.53
	

	77
	Query URR
	Extendable / Table 7.5.4.10-1
	Not Applicable

	78
	Usage Report (in Session Modification Response)
	Extendable / Table 7.5.5.2-1
	Not Applicable

	79
	Usage Report (Session Deletion Response)
	Extendable / Table 7.5.7.2-1
	Not Applicable

	80
	Usage Report (Session Report Request)
	Extendable / Table 7.5.8.3-1
	Not Applicable

	81
	URR ID
	Extendable / Subclause 8.2.54
	4

	82
	Linked URR ID
	Extendable / Subclause 8.2.55
	4

	83
	Downlink Data Report
	Extendable / Table 7.5.8.2-1
	Not Applicable

	84
	Outer Header Creation
	Extendable / Subclause 8.2.56
	

	85
	Create BAR
	Extendable / Table 7.5.2.6-1
	Not Applicable

	86
	Update BAR (Session Modification Request)
	Extendable / Table 7.5.4.11-1
	Not Applicable

	87
	Remove BAR
	Extendable / Table 7.5.4.12-1
	Not Applicable

	88
	BAR ID
	Extendable / Subclause 8.2.57
	1

	89
	CP Function Features
	Extendable / Subclause 8.2.58
	1

	90
	Usage Information
	Extendable / Subclause 8.2.59
	1

	91
	Application Instance ID
	Variable Length / Subclause 8.2.60
	Not Applicable

	92
	Flow Information
	Extendable / Subclause 8.2.61
	4

	x
	Error Indication Report
	Extendable / Table 7.5.8.x-1
	Not Applicable

	y to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *

8.2.21
Report Type
The Report Type IE shall be encoded as shown in Figure 8.2.21-1. It indicates the type of the report the UP function sends to the CP function.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 39 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	ERIR
	USAR
	DLDR
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.21-1: Report Type

Octet 5 shall be encoded as follows:

-
Bit 4 to 8 – Spare, for future use and set to zero.
-
Bit 3 – ERIR (Error Indication Report): when set to 1, this indicates an Error Indication Report.
-
Bit 2 – USAR (Usage Report): when set to 1, this indicates a Usage Report.

-
Bit 1 – DLDR (Downlink Data Report): when set to 1, this indicates Downlink Data Report.

At least one bit shall be set to 1. Several bits may be set to 1.

* * * End of Changes * * * *

