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1. Reason for Change
It shall be possible to support CIoT with CUPS in EPC. 
The following CIoT aspects require specific considerations for CUPS: 

1. Serving PLMN Rate Control & APN Rate Control: TS 23.214 specifies the following Packet Rate IE in the QER.


	Packet rate
	Number of packets per time interval to be enforced.
	This field contains any one of:

- downlink packet rate for Serving PLMN Rate Control (the QER is referenced by all PDRs of the UE belonging to PDN connections using CIoT EPS Optimizations as described in TS 23.401 [2])
- uplink/downlink packet rate for APN Rate Control (the QER is referenced by all PDRs of the UE belonging to PDN connections to the same APN using CIoT EPS Optimizations as described in TS 23.401 [2]).
	
	X
	



CR 23.401 #3176 (agreed at SA2#119) further clarified that the Serving PLMN Rate Control applies per PDN connection. 

Serving PLMN Rate Control is defined in TS 24.301 as follows:
9.9.4.28
Serving PLMN rate control

The purpose of the Serving PLMN rate control information element is to indicate the maximum number of uplink ESM DATA TRANSPORT messages including User data container IEs the UE is allowed to send via a PDN connection per 6 minute interval (see 3GPP TS 23.401 [10]).

The Serving PLMN rate control information element is coded as shown in figure 9.9.4.28.1.

The Serving PLMN rate control is a type 4 information element with 4 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Serving PLMN rate control IEI
	octet 1

	Length of serving PLMN rate control contents
	octet 2

	Serving PLMN rate control value
	octet 3

octet 4


Figure 9.9.4.28.1: Serving PLMN rate control information element

Serving PLMN rate control value (octet 3 to octet 4) is a binary encoded integer indicating the maximum number of uplink ESM DATA TRANSPORT messages including User data container IEs the UE is allowed to send per 6 minute interval. The Serving PLMN rate control value is an integer equal to or higher than 10. The Serving PLMN rate control value FFFFH indicates that the maximum number of uplink ESM DATA TRANSPORT messages including User data container IEs the UE is allowed to send per 6 minute interval is not restricted.

APN Rate Control is defined in TS 24.008 as follows:

10.5.6.3.2
APN rate control parameters

The purpose of the APN rate control parameters container contents is to indicate the APN rate control parameters.

The APN rate control parameters container contents are coded as shown in figure 10.5.136A/3GPP TS 24.008 and table 10.5.154A/3GPP TS 24.008.

The APN rate control parameters container contents can be 1 octet long, or 3 octets long. If the APN rate control parameters container contents is longer than 3 octets, the 4th octet and later octets are ignored.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Spare
	AER
	Uplink time unit
	octet 1

	Maximum uplink rate
	octet 2

octet 3


Figure 10.5.136A/3GPP TS 24.008: APN rate control parameters 

Table 10.5.154A/3GPP TS 24.008: APN rate control parameters 

	Additional exception reports (AER) (octet 1)

	Bit

	4
	

	0
	Additional exception reports at maximum rate reached are not allowed

	1
	Additional exception reports at maximum rate reached are allowed

	

	Uplink time unit (octet 1)

	Bit

	3
	2
	1
	

	0
	0
	0
	unrestricted

minute

hour

day

week

	0
	0
	1
	

	0
	1
	0
	

	0
	1
	1
	

	1
	0
	0
	

	

	All other values shall be interpreted as 000 by this version of the protocol.

	

	Maximum uplink rate (octet 2 to octet 3) is a binary coded representation of the maximum number of messages the UE is restricted to send per time unit. The time unit is indicated in the uplink time unit. If the uplink time unit is set to "unrestricted", the maximum uplink data volume the UE can send is not restricted.


It is required to specify a new Packet Rate IE in the QER.
2. Non-IP PDN connections: 

a. UL bearer binding verification does not apply.
b. SGi PtP tunnelling based on UDP/IP (see subclause 4.3.17.8.3.3.2 of 3GPP TS 23.401):
The PGW-C assigns an IP address for UDP/IP encapsulation and provides it to the PGW-U in the DL PDR (as UE's IP address), optionally with a PDN Instance IE, like for an IP PDN type. Additionally, the PGW-C instructs the PGW-U to create an Outer UDP/IP Header for the UL traffic forwarded by the PGW-U and to remove this Outer UDP/IP Header for the DL traffic received by the PGW-U. The PGW-C provides the Destination IP address, UDP Port Number and optionally the PDN Instance IE when requesting the UP function to create an Outer UDP/IP header for the uplink traffic.

As the encoding of the UE IP Address IE is still not defined in TS 29.244, this is also proposed as part of this pCR.

Changes to add or remove a UDP/IP header to uplink or downlink traffic (respectively) are proposed in C4-172045. 
c. Other SGi PtP tunnelling mechanisms (such as PMIPv6/GRE, L2TP, GTP-C/U, see subclause 4.3.17.8.3.3.3 of 3GPP TS 23.401): 
As per stage 2, an SGi  PtP tunnel is setup at the time of Attach or at the time of first MO datagram being sent by the CIoT UE. The CP function should be able to instruct the UP function to setup the SGi tunnel, forward UL packets towards this tunnel, and associate DL packets received from this tunnel to the DL PDR. How this is done is not specified so far in stage 2. This is FFS.
3. Charging for CIoT: 

a) Charging is still supported based on volume or time in Rel-14, and not based on number of packets. So there is no requirement to support traffic measurement based on the number of packets in this release.

a) an SGW counts separately the number of packets exchanged over S11-U (i.e. over NAS) vs. over S1-U. This requires the SGW-C to retrieve the traffic measured at the SGW-U at every transition between S1-U and S11-U, by sending an Sx Session Modification Request as currently specified in TS 29.244. No further change is required in TS 29.244.

The following CIoT aspects do not impact the UP function:
· NB-IoT RAT-Type (the UP function is not aware of the RAT-Type);
· S11-U tunnelling (the UP function is not aware of the interface type of a GTP-U tunnel);
· Extended PCO;
· MO Exception Data Indication;
· Mobility to/from NB-IoT RAT.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v1.0.0.
* * * First Change * * * *

5.2.3
Forwarding Action Rule Handling 

5.2.3.1
General

The CP function shall provision one (and only one) FAR for each PDR provisioned in an Sx session. The FAR provides instructions to the UP function on how to process the packets matching the PDR.

The CP function may request the UP function to:

-
forward the packets, by setting the Apply Action to the value 'Forward' and by provisioning the Forwarding Parameters providing instructions on how to forward the packets; 

-
forward and duplicate the packets, by setting the Apply Action to the value 'Forward and Duplicate' and by provisioning the Forwarding Parameters and the Additional Forwarding Parameters providing instructions on how to forward the packets and the duplicated packets;

Editor's Note:
An LS has been sent to SA3-LI to check whether the packets that are dropped in the SGW and PGW, e.g. due to QoS Enforcement or the UE being not reachable, need to be intercepted. It is FFS how this would be supported over Sx if this is required, e.g. this could be supported by defining the Apply Action as a bitmap to allow packets to be forwarded to the S3XLIF but also to be buffered. When the Additional Forwarding Parameters have to be applied by the UP function is also FFS, e.g. before QoS enforcement or not.

- 
buffer the packets with notifying the CP function about the arrival of a DL packet, by setting the Apply Action to the value 'Buffer and Notify the CP function' and by optionally provisioning buffering parameters providing instructions on how to buffer the packets; 

- 
buffer the packets without notifying the CP function about the arrival of a DL packet, by setting the Apply Action to the value 'Buffer without notifying the CP function' and by optionally provisioning buffering parameters providing instructions on how to buffer the packets;

-
drop the packets, by setting the Apply Action to the value 'Drop'.

The CP function may provision one or more FAR(s) per Sx session. Different FARs of a same Sx session may be provisioned with a different Apply Action value, e.g. to enable the forwarding of downlink data packets for some PDRs while requesting to buffer downlink data packets for other PDRs.

NOTE: This is necessary to establish or release a partial set of radio access bearers in UTRAN. 
Editor's Note: It is FFS how to support SGi PtP tunnelling mechanisms other than based on UDP/IP encapsulation (such as PMIPv6/GRE, L2TP, GTP-C/U, see subclause 4.3.17.8.3.3.3 if 3GPP TS 23.401) for Non-IP PDN connections.  

* * * Next Change * * * *

5.4.2
Service Detection and Bearer binding

Service detection refers to the process that identifies the packets belonging to a service data flow or application. See subclauses 6.2.2.2 and 6.8.1 of 3GPP TS 23.203 [7].

Bearer binding is the procedure that associates a service data flow to an IP-CAN bearer deemed to transport the service data flow. UL bearer binding verification refers to the process of discarding uplink packets due to no matching service data flow template for the uplink direction. See subclauses 6.1.1.4 and 6.2.2.2 of 3GPP TS 23.203 [7].

Service detection is controlled over the Sxa, Sxb and Sxc reference points by configuring Packet Detection Information in PDRs to match the intended service data flows or application. 

The mapping of DL traffic to bearers is achieved by configuring and associating FARs to the downlink PDRs, with FARs set to forward the packets to the appropriate downstream bearers (S5/S8 or S1/S12/S4/Iu).

Uplink bearer binding verification is achieved by configuring Packet Detection Information in uplink PDRs containing the local F-TEID of the uplink bearer, the UE IP address (source IP address to match for the incoming packet), and the SDF filter or the Application ID. As a result, uplink packets received on the uplink bearer but that do not match the SDF filter or Application detection filter associated to the uplink PDRs are discarded. 

NOTE 1:
For PCC Rules that contain an application identifier (i.e. that refer to an application detection filter), uplink traffic can be received on other IP-CAN bearers than the one determined by the binding mechanism. The detection of the uplink part of the service data flow can be activated in parallel on other bearers with non-GBR QCI (e.g. the default bearer) in addition to the bearer where the PCC rule is bound to. See subclauses 6.1.1.1 and 6.2.2.2 of 3GPP TS 23.203 [7]. Therefore the uplink PDRs for these bearers can be provisioned with the PDI containing this service data flow and the local F-TEID of the uplink bearer. 
NOTE 2:
To avoid the PGW-U discarding packets due to no matching service data flow template, the operator can apply open PCC rules (with wildcarded SDF filters) to allow for the passage of packets that do not match any other candidate SDF template. Therefore an uplink PDR can be provisioned with the PDI containing only the local F-TEID of the uplink bearer. 
NOTE 3:
Uplink bearer binding does not apply to Non-IP PDN connections. 
* * * Next Change * * * *

5.4.4
QoS Control

QoS control refers to the authorization and enforcement of the maximum QoS that is authorized 

-
at the session level (APN-AMBR, TDF session UL and DL bitrates, or UL and DL Packet Rate of a PDN connection);
-
at the bearer level (GBR, MBR for GBR bearers);
-
at the service data flow (SDF) or application level.

See subclause 4.3.3 of 3GPP TS 23.203 [7], subclause 4.5.5 of 3GPP TS 29.212 [8] and subclause 4.7.7 of 3GPP TS 23.401 [14].

The CP function shall control the QoS enforcement in the UP function by: 

-
creating the necessary PDR(s) to represent the service data flow, application, bearer or session; 

-
creating QERs for the QoS enforcement at session level, bearer level and SDF/application level;

-
associating the session level QER to all the PDRs defined for the session;

-
associating the bearer level QER to all the PDRs associated to the bearer;

Editor's Note: the need for associating the bearer level QER to all the PDRs associated to the bearer is FFS. Subclause 7.8.3 of 3GPP TS 23.214 [2] documents such requirement. However subclause 6.4.2.1 of 3GPP TS 29.213 [11] specifies that the MBR or GBR per bearer is the Sum of the MBR or GBR for all the PCC Rules bound to that bearer. So it may be sufficient to only provision MBR and GBR per SDF. 

Editor's Note:
Resource sharing is FFS. This may require the need to enforce QER for multiple PDRs/SDFs.
-
associating the SDF or application QER to the PDRs associated to the SDF or application.
The same QER may be associated to UL and DL PDRs. The UP function shall identify the UL and DL flows by the Source Interface IE in the PDRs or the Destination Interface IE in the FARs. The UP function shall enforce the QoS for the UL or DL flows accordingly.

The PGW-C shall map the precedence of a PCC rule to the precedence of the PDRs associated to the corresponding service data flows. 
Editor's Note:
TS 23.214 also specifies a precedence parameter within a QER. The precedence of each QER determines then the order in which the QERs are applied. The need for precedence in the QER is FFS. 

* * * For Information * * * *

7.5.2.2
Create PDR IE within Sx Session Establishment Request
The Create PDR grouped IE shall be encoded as shown in Figure 7.5.2.2-1.
Table 7.5.2.2-1: Create PDR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet.
	X
	X
	X
	Precedence

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched. 
See Table 7.5.2.2-2.
	X
	X
	X
	PDI

	FAR ID 
	M
	This IE shall contain the FAR ID to be associated to the PDR.
	X
	X
	X
	FAR ID

	URR ID
	C
	This IE shall be present if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contain the URR IDs to be associated to the PDR. 

Several IEs within the same IE type may be present to represent a list of URRs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR. Several IEs within the same IE type may be present to represent a list of QERs to be associated to the PDR.
	-
	X
	X
	QER ID


Editor'sNote:
It needs to be clarified if Precedence in the PDR is associated to all PDR belonging to a session or if this is relevant for the node. This depends on how UP is designed to detect a packet looking for session and in second step for matching PDR. Or if UP detects packet based on precedence of the PDRs active in the UP.

Table 7.5.2.2-2: PDI IE within Sx Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	F-TEID

	PDN Instance
	O
	If present, this IE shall identify the PDN instance to match for the incoming packet.
	-
	X
	X
	PDN Instance

	UE IP address 
	O
	If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	UE IP address

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. 
	-
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	Application ID


* * * Next Change * * * *

7.5.2.5
Create QER IE within Sx Session Establishment Request
The Create QER grouped IE shall be encoded as shown in Figure 7.5.2.5-1.
Table 7.5.2.5-1: Create QER IE within Sx Session Establishment Request 

	Octet 1 and 2
	
	Create QER IE Type = 7 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that Sx session
	-
	X
	X
	QER ID

	Precedence
	M
	
	-
	X
	X
	Precedence

	QER Correlation ID
	C
	This IE shall be present if the UP function is required to correlate the QERs of several Sx sessions, for APN-AMBR enforcement of multiple UE's PDN connections to the same APN.
	-
	X
	-
	QER Correlation ID

	Gate Status
	M
	This IE shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
	-
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action shall be applied to packets matching this PDR. When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;

-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;

-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR has been authorized to packets matching this PDR. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the bearer GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) shall be applied to packets matching this PDR. 

When present, this IE shall indicate the uplink and/or downlink maximum packet rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
downlink packet rate for Serving PLMN Rate Control, for a QER that is referenced by all PDRs of the UE belonging to the PDN connection using CIoT EPS Optimizations as described in TS 23.401 [2])

-
uplink and/or downlink packet rate for APN Rate Control, for a QER that is referenced by all the PDRs of the UE belonging to PDN connections to the same APN using CIoT EPS Optimizations as described in TS 23.401 [2]).
	-
	X
	-
	Packet Rate

	DL Transport Level Marking
	C
	This IE shall be set if DL DSCP marking shall be applied to the packets matching the PDR.
	-
	-
	X
	DL Transport Level Marking

	Extension Header
	
	
	
	
	
	


Editor’s note: additional and conditions of IEs are FFS.
Editor’s note:
Extension Header may be in the FAR as outer header marking.
* * * Next Change * * * *

7.5.4.5
Update QER IE within Sx Session Modification Request
The Update QER grouped IE shall be encoded as shown in Figure 7.5.4.5-1.
Table 7.5.4.5-1: Update QER IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update QER IE Type = 14 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	-
	X
	X
	QER ID

	Precedence
	
	See NOTE 1.
	
	
	
	

	QER Correlation ID
	C
	This IE shall be present if the QER correlation ID in this QER needs to be modified.

See NOTE 1.
	-
	X
	-
	QER Correlation ID

	Gate Status
	C
	This IE shall be present if the Gate Status needs to be modified. When present, it shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
See NOTE 1.
	-
	X
	X
	Gate Status

	Maximum bitrate
	C
	This IE shall be present if an MBR enforcement action applied to packets matching this PDR need to be modified. 

When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;
-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	MBR

	Guaranteed bitrate
	C
	This IE shall be present if a GBR authorization to packets matching this PDR needs to be modified. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the bearer GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) need to be modified for packets matching this PDR. 
	-
	X
	-
	Packet Rate

	Transport level marking
	C
	This IE shall be set if DL DSCP marking for packets matching the PDR needs to be modified.
See NOTE 1.
	-
	-
	X
	DL Transport Level Marking

	Extension Header
	
	See NOTE 1.
	
	
	
	

	NOTE 1:
The IEs which do not need to be modified shall not be included in the Update QER IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update QER IE.


Editor’s note: additional IEs and conditions of IEs are FFS.
* * * For Information * * * *

7.5.8.3
Usage Report IE within Sx Session Report Request
The Usage Report grouped IE shall be encoded as shown in Figure 7.5.8.3-1.
Table 7.5.8.3-1: Usage Report IE within Sx Session Report Request 

	Octet 1 and 2
	
	Usage Report IE Type = 80 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall identify the URR for which usage is reported.
	X
	X
	X
	URR ID

	Usage Report Trigger
	M
	This IE shall identify the trigger for this report.
	X
	X
	X
	Usage Report Trigger

	Volume Measurement
	C
	This IE shall be present if a volume measurement needs to be reported.
	X
	X
	X
	Volume Measurement

	Duration Measurement
	C
	This IE shall be present if a duration measurement needs to be reported.
	X
	X
	X
	Duration Measurement

	Application Detection Information
	C
	This IE shall be present if application detection information needs to be reported.
	-
	X
	X
	Application Detection Information

	UE IP address
	C
	This IE shall be present if the start or stop of an application has been detected and no UE IP address was provisioned in the PDI. See NOTE 1.
	-
	-
	X
	UE IP address

	PDN Instance
	C
	This IE shall be present if the start or stop of an application has been detected, no UE IP address was provisioned in the PDI and multiple PDNs with overlapping IP addresses are used in the UP function. See NOTE 1.
	-
	-
	X
	PDN Instance

	Time of First Packet
	C
	This IE shall be present if available for this URR.
	X
	X
	X
	Time of First Packet

	Time of Last Packet
	C
	This IE shall be present if available for this URR.
	X
	X
	X
	Time of Last Packet

	Usage Information 
	C
	This IE shall be present if the UP function reports Usage Reports before and after a Monitoring Time. When present, it shall indicate whether the usage is reported for the period before or after that time.
	X
	X
	X
	Usage Information

	NOTE 1:
This is the case for unsolicited application reporting by the TDF. The PDN instance is required when the UE IP address cannot be used to determine the corresponding PDN connection.


Table 7.5.8.3-2: Application Detection Information IE within Usage Report IE
	Octet 1 and 2
	
	Application Detection Information IE Type = 68 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Application ID
	M
	This IE shall identify the Application ID for which a start or stop of traffic is reported.
	-
	X
	X
	Application ID

	Application Instance ID
	C
	When present, this IE shall identify the Application Instance Identifier for which a start or stop of traffic is reported. It shall be present, when reporting the start of an application, if the flow information for the detected application is deducible. It shall be present, when reporting the stop of an application, if it was provided when reporting the start of the application.
	-
	X
	X
	Application Instance ID

	Flow Information
	C
	When present, this IE shall contain the flow information for the detected application. It shall be present, when reporting the start of an application, if the flow information for the detected application is deducible.
	-
	X
	X
	Flow Information


* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
An IE of any of the above types may have a null length as specified in subclause 5.6.3. This shall not be considered as an error by the receiving PFCP entity.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	Create PDR
	Extendable / Table 7.5.2.2-1
	Not Applicable

	2
	PDI
	Extendable / Table 7.5.2.2-2
	Not Applicable

	3
	Create FAR
	Extendable / Table 7.5.2.3-1
	Not Applicable

	4
	Forwarding Parameters
	Extendable / Table 7.5.2.3-2
	Not Applicable

	5
	Additional Forwarding Parameters
	Extendable / Table 7.5.2.3-3
	Not Applicable

	6
	Create URR
	Extendable / Table 7.5.2.4-1
	Not Applicable

	7
	Create QER
	Extendable /Table 7.5.2.5-1
	Not Applicable

	8
	Created PDR
	Extendable / Table 7.5.3.2-1
	Not Applicable

	9
	Update PDR
	Extendable / Table 7.5.4.2-1
	Not Applicable

	10
	Update FAR
	Extendable / Table 7.5.4.3-1
	Not Applicable

	11
	Update Forwarding Parameters
	Extendable / Table 7.5.4.3-2
	Not Applicable

	12
	Update BAR (Sx Session Report Response)
	Extendable / Table 7.5.9.2-1 
	Not Applicable

	13
	Update URR
	Extendable / Table 7.5.4.4
	Not Applicable

	14
	Update QER
	Extendable / Table 7.5.4.5
	Not Applicable

	15
	Remove PDR
	Extendable / Table 7.5.4.6
	Not Applicable

	16
	Remove FAR
	Extendable / Table 7.5.4.7
	Not Applicable

	17
	Remove URR
	Extendable / Table 7.5.4.8
	Not Applicable

	18
	Remove QER
	Extendable / Table 7.5.4.9
	Not Applicable

	19
	Cause
	Fixed / Subclause 8.2.1
	2

	20
	Source Interface
	Extendable / Subclause 8.2.2
	1

	21
	F-TEID
	Extendable / Subclause 8.2.3
	1/9/21/25

	22
	PDN Instance
	Variable Length / Subclause 8.2.4
	Not Applicable

	23
	SDF Filter
	Extendable / Subclause 8.2.5
	2

	24
	Application ID
	Variable Length / Subclause 8.2.6
	Not Applicable

	25
	Gate Status
	Extendable / Subclause 8.2.7
	1

	26
	MBR
	Extendable / Subclause 8.2.8
	10

	27
	GBR
	Extendable / Subclause 8.2.9
	10

	28
	QER Correlation ID
	Extendable / Subclause 8.2.10
	4

	29
	Precedence
	Extendable / Subclause 8.2.11
	4

	30
	DL Transport Level Marking
	Extendable / Subclause 8.2.12
	2

	31
	Volume Threshold
	Extendable /Subclause 8.2.13
	1

	32
	Time Threshold
	Extendable /Subclause 8.2.14
	4

	33
	Monitoring Time
	Extendable /Subclause 8.2.15
	4

	34
	Subsequent Volume Threshold
	Extendable /Subclause 8.2.16
	1

	35
	Subsequent Time Threshold
	Extendable /Subclause 8.2.17
	4

	36
	Inactivity Detection Time
	Extendable /Subclause 8.2.18
	4

	37
	Reporting Triggers
	Extendable /Subclause 8.2.19
	1

	38
	Redirect Information
	Extendable /Subclause 8.2.20
	(8+a-1)-4

	39
	Report Type
	Extendable / Subclause 8.2.21
	1

	40
	Offending IE
	Fixed / subclause 8.2.22
	2

	41
	Forwarding Policy
	Extendable / Subclause 8.2.23
	

	42
	Destination Interface
	Extendable / Subclause 8.2.24
	1

	43
	UP Function Features
	Extendable / Subclause 8.2.25
	1

	44
	Apply Action
	Extendable / Subclause 8.2.26
	1

	45
	Downlink Data Service Information
	Extendable / Subclause 8.2.27
	1

	46
	Downlink Data Notification Delay
	Extendable / Subclause 8.2.28
	1

	47
	DL Buffering Duration
	Extendable / Subclause 8.2.29
	1

	48
	DL Buffering Suggested Packet Count
	Variable / Subclause 8.2.30
	Not Applicable

	49
	SxSMReq-Flags
	Extendable / Subclause 8.2.31
	1

	50
	SxSRRsp-Flags
	Extendable / Subclause 8.2.32
	1

	51
	Load Control Information
	Extendable / Table 7.5.3.3-1
	Not Applicable

	52
	Sequence Number
	Fixed Length / Subclause 8.2.33
	4

	53
	Metric
	Fixed Length / Subclause 8.2.34
	1

	54
	Overload Control Information
	Extendable / Table 7.5.3.4-1
	Not Applicable

	55
	Timer
	Extendable / Subclause 8.2 35
	1

	56
	Packet Detection Rule ID
	Extendable / Subclause 8.2 36
	2

	57
	F-SEID
	Extendable / Subclause 8.2 37
	9

	58
	Application ID's PFDs
	Extendable / Table 7.4.3.1-2
	Not Applicable

	59
	PFD context
	Extendable / Table 7.4.3.1-3
	Not Applicable

	60
	Node ID
	/ Subclause 8.2.38
	

	61
	PFD contents
	Extendable / Subclause 8.2.39
	2

	62
	Measurement Method
	Extendable / Subclause 8.2.40
	1

	63
	Usage Report Trigger
	Extendable / Subclause 8.2.41
	2

	64
	Measurement Period
	/ Subclause 8.2.42
	

	65
	Active/Inactive Rule
	/ Subclause 8.2.43
	

	66
	Volume Measurement
	/ Subclause 8.2.44
	

	67
	Duration Measurement
	/ Subclause 8.2.45
	

	68
	Application Detection Information
	Extendable / Subclause 7.5.8.3
	

	69
	Time of First Packet
	/ Subclause 8.2.46
	

	70
	Time of Last Packet
	/ Subclause 8.2.47
	

	71
	Final Inactivity Time Threshold
	/ Subclause 8.2.48
	

	72
	Dropped DL Traffic Threshold
	/ Subclause 8.2.49
	

	73
	Final Volume Threshold
	/ Subclause 8.2.50
	

	74
	Final Time Threshold
	/ Subclause 8.2.51
	

	75
	Start Time
	/ Subclause 8.2.52
	

	76
	End Time
	/ Subclause 8.2.53
	

	77
	Query URR
	Extendable / Table 7.5.4.10-1
	Not Applicable

	78
	Usage Report (in Session Modification Response)
	Extendable / Table 7.5.5.2-1
	Not Applicable

	79
	Usage Report (Session Deletion Response)
	Extendable / Table 7.5.7.2-1
	Not Applicable

	80
	Usage Report (Session Report Request)
	Extendable / Table 7.5.8.3-1
	Not Applicable

	81
	URR ID
	Extendable / Subclause 8.2.54
	4

	82
	Linked URR ID
	Extendable / Subclause 8.2.55
	4

	83
	Downlink Data Report
	Extendable / Table 7.5.8.2-1
	Not Applicable

	84
	Outer Header Creation
	Extendable / Subclause 8.2.56
	

	85
	Create BAR
	Extendable / Table 7.5.2.6-1
	Not Applicable

	86
	Update BAR (Session Modification Request)
	Extendable / Table 7.5.4.11-1
	Not Applicable

	87
	Remove BAR
	Extendable / Table 7.5.4.12-1
	Not Applicable

	88
	BAR ID
	Extendable / Subclause 8.2.57
	1

	89
	CP Function Features
	Extendable / Subclause 8.2.58
	1

	90
	Usage Information
	Extendable / Subclause 8.2.59
	1

	91
	Application Instance ID
	Variable Length / Subclause 8.2.60
	Not Applicable

	92
	Flow Information
	Extendable / Subclause 8.2.61
	4

	xx
	UE IP Address
	Extendable / Subclause 8.2.x
	5

	xx
	Packet Rate
	Extendable / Subclause 8.2.y
	4

	93 to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *

8.2.x
UE IP Address
The UE IP Address IE type shall be encoded as shown in Figure 8.2.x-1. It contains a source or destination IP address.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 57 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	S/D
	V4
	V6
	

	
	m to (m+3)
	IPv4 address
	

	
	p to (p+15)
	IPv6 address 
	

	
	k to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: UE IP Address
The following flags are coded within Octet 5:

-
Bit 1 – V6: If this bit is set to "1", then the IPv6 address field shall be present in the UE IP Address, otherwise the IPv6 address field shall not be present.
-
Bit 2 – V4: If this bit is set to "1", then the IPv4 address field shall be present in the UE IP Address, otherwise the IPv4 address field shall not be present.

-
Bit 3 – S/D: This bit is only applicable to the UE IP Address IE in the PDI IE. It shall be set to "0" and ignored by the receiver in IEs other than PDI IE. In the PDI IE, if this bit is set to "0", this indicates a Source IP address; if this bit is set to "1", this indicates a Destination IP address. 
-
Bit 4 to 8 are spare and reserved for future use.
Octets "m to (m+3)" or "p to (p+15)" (IPv4 address / IPv6 address fields), if present, shall contain the address value.
* * * Next Change * * * *

8.2.y
Packet Rate
The Packet Rate IE contains the packet rate thresholds to be enforced by the UP function. It shall be encoded as shown in Figure 8.2.y-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 31 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	DLPR
	ULPR
	

	
	m
	Spare
	Uplink Time Unit
	

	
	(m+1) to (m+2)
	Maximum Uplink Packet Rate 
	

	
	p
	Spare
	Downlink Time Unit
	

	
	(p+1) to (p+2)
	Maximum Downlink Packet Rate
	

	
	q to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.y-1: Packet Rate
The following flags are coded within Octet 5:

-
Bit 1 – ULPR (Uplink Packet Rate): If this bit is set to "1", then octets m to (m+2) shall be present, otherwise these octets shall not be present.

-
Bit 2 – DLPR (Downlink Packet Rate): If this bit is set to "1", then octets p to (p+2) shall be present, otherwise these octets shall not be present.

-
Bit 3 to bit 8: Spare, for future use and set to 0.

At least one bit in Octet 5 shall be set to 1. Several bits may be set to 1.

When present, octets m to (m+2) indicate the maximum number of uplink packets allowed to be sent within the uplink time unit. 
When present, octets p to (p+2) indicate the maximum number of downlink packets allowed to be sent within the downlink time unit. 

Table 8.2.y.1: Uplink/Downlink Time Unit
	Uplink/Downlink Time unit 

Bits 1 to 3 define the time unit as follows:

Bits 

3 2 1
0 0 0  minute
0 0 1  6 minutes
0 1 0  hour

0 1 1  day

1 0 0  week
Other values shall be interpreted as 000 in this version of the protocol.


The Maximum Uplink/Downlink Packet Rate shall be encoded as an Unsigned16 binary integer value. They shall indicate the maximum number of uplink/downlink packets allowed to be sent in the indicated uplink/downlink time unit respectively.

* * * End of Changes * * * *

