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Introduction

TS 24.302 (Rel-14) requires UEs to send an Emergency NAI with an IMSI in the username part when originating an emergency call over trusted or untrusted WLAN.

TS 33.402 also assumes that the 3GPP AAA Server knows, when receiving the very first Authentication and Authorization Request, that this is a request for an emergency service, to proceed with the procedure (based on local regulations) for unauthenticated emergency calls over trusted/untrusted WLAN. 
CT4 has not defined any Emergency NAI with an IMSI in the username.

Discussion

1. CT1 requirements
TS 24.302 (Rel-14) requires UEs to send an Emergency NAI with an IMSI in the username part when originating an emergency call over trusted or untrusted WLAN:

4.4.1            User identities
The user identification shall be either the root NAI, or the decorated NAI, when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC.
For emergency services over WLAN:
-     if IMSI is not available (i.e. a UE without USIM), the IMEI shall be used for the identification, as user part of the emergency NAI and the UE shall use a specific domain in the realm part of the NAI; or
-     if the UE has an IMSI, it shall use the IMSI for the identification, as user part of the emergency NAI.
NOTE 1:    If the IMSI is unauthenticated on the network side and the network supports emergency session for unauthenticated IMSI, the IMEI is used for the identification on the network side (see subclause 6.4.3.x).
Editor's note (WID: SEW2-CT, CR#0566): How the specific domain is defined in TS 23.003 is FFS.
Note that for the above highlighted requirements have not specified in Rel-13 for SEW1, i.e. per TS 24.302 v13.8.0, the UE is expected to provide a Root or other existing NAIs, as for non-emergency calls.
2. SA3 requirements
TS 33.402 (Rel-14) refers to Emergency NAI for UICC-less UE in subclauses 13.3 and 13.4 (Unauthenticated emergency calls over untrusted / trusted WLAN):
˗   subclause 13.3 Unauthenticated emergency calls over untrusted WLAN:

2.            As in step 2 from Figure 8.2.2-1 with the following modification
-              The UE provides an indication that the EPC access is for emergency services.
-              UICC-less UE shall send its IMEI value as its identity in the Emergency NAI for Limited Service format as defined in clause 19 of TS 23.003
The 3GPP AAA Server receives an Emergency Indication in the very first Authentication and Authorization Request received from the ePDG (relaying the same indication received from the UE over IKEv2).

 

˗   subclause 13.4 Unauthenticated emergency calls over trusted WLAN

 
3.     As in step 3 from Figure 6.2.1 with the following enhancement
-     UICC-less UEs shall send its identity complying with the Emergency NAI for Limited Service State format for IMEI as specified in TS 23.003[8].
Step 3 of Figure 6.2.1 says:
 

3.   The UE sends an EAP Response/Identity message. The UE shall send its identity complying with Network Access Identifier (NAI) format specified in TS 23.003 [8]. NAI contains either a pseudonym allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication, the IMSI. In the case of first authentication, the NAI shall indicate EAP-AKA' as specified in TS 23.003 [8].
However Figure 13.4-1 expects the 3GPP AAA Server to get the information, in step 5, that "the UE indicates an Emergency Attach but IMSI authentication cannot proceed (when the UE Identity is based on IMSI)". 
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Figure: 13.4-1 Unauthenticated Emergency Calls over trusted WLAN

There is the same expectation for the unauthenticated Emergency Calls over untrusted WLAN call flow:
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Figure: 13.3-1 Unauthenticated Emergency Calls over untrusted WLAN
For emergency calls over untrusted WLAN, the ePDG and 3GPP AAA Server can identify an emergency call thanks to the emergency indication provided by the UE over IKEv2 and further signalled over SWm. 

But for emergency calls over trusted WLAN, the UE indicates an Emergency Attach only in step 8 in the following call flow (from Annex A of TS 29.273), i.e. in the EAP-Response/AKA'-Challenge message (when an authentication takes place) together with all the other connectivity parameters.
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Figure Annex A.2-1: TWAN Authentication and Authorization Procedure for SCM and EPC routed access – successful case

Requiring UEs to encode an Emergency NAI with the IMSI in the username allows to provide the information to the TWAN and the 3GPP AAA Server in the very first message (i.e. steps 3 and 4 of the above call flow), which also allows: 
· the TWAN and 3GPP AAA Server to prioritize requests for emergency sessions in case of TWAN or 3GPP AAA server overload, as required by Annex C.3 of TS 29.273; 
· the 3GPP AAA Server to proceed with the Unauthenticated Emergency Calls over trusted WLAN call flow specified by SA3 if authentication is not possible and the UE indicated this is an emergency call. 
NOTE:
Without an Emergency NAI format with IMSI, prioritisation of emergency sessions during an overload of the TWAN or 3GPP AAA Server would not be possible and emergency calls might got dropped.

3. CT4 specifications

An Emergency NAI for Limited Service State has been defined in TS 23.003, but the NAI format only allows to include an IMEI or MAC address in the username part. 

An IMSI based Emergency NAI was specified for I-WLAN, but all I-WLAN reqts have been deprecated and are not applicable to trusted/untrusted WLAN access to EPC.
The realm part of an Emergency NAI with an IMSI shall still allow to route STa and SWm signalling towards the 3GPP AAA Server in the HPLMN, when authentication is possible. This means that the NAI format cannot have the domain name "sos.invalid" (like the Emergency NAI for Limited Service State). 

It is proposed to define a new Emergency NAI with an IMSI in the username like the Root NAI, but with the domain name prepended with an extra "sos" label, as follows:

"0<IMSI>@sos.nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" when used for EAP AKA authentication

"6<IMSI>@sos.nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" when used for EAP AKA' authentication

It is open for discussion whether this new Emergency NAI with an IMSI should be specified in TS 23.003 from Rel-13 onwards to avoid potential backward compability issues with a Rel-14 UE originating an emergency call over untrusted WLAN towards a Rel-13 compliant ePDG and 3GPP AAA Server. 
Note that specifying a specific emergency NAI will also allows to route SWm and STa signalling towards a 3GPP AAA Server known to support emergency services, when not all AAA servers in the PLMN support emergency services, with or without authentication.

 
Conclusion

1. CT4 needs to specify a new Emergency NAI with an IMSI in the username, for emergency calls originated by Rel-14 onwards UEs over trusted or untrusted WLAN. 

2. It is proposed to encode the Emergency NAI like the Root NAI, but with the domain name prepended with an extra "sos" label.

3. Existing emergency indications (in IKEv2, SWm, EAP, STa) are kept unchanged, as currently specified.

4. It is proposed to further clarify that the TWAN and 3GPP AAA Server shall determine emergency calls over trusted WLAN based on the new Emergency NAI, e.g. for overload control, setting the Diameter Priority AVP, or deciding whether to proceed with a request when authentication is not possible.
5. CT4 should discuss whether to introduce the new Emergency NAI format from Rel-13 onwards, to avoid potential interoperability issues between a Rel-14 UE and a Rel-13 compliant ePDG and 3GPP AAA Server.
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