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1. Introduction
CT4 has agreed to specify procedures to establish and release an Sx Control Association between the CP and UP functions prior to establishing Sx sessions on the UP function. 
2. Reason for Change
It is proposed to create a new subsection to document the concept of Sx Control Association as well as the CP and UP functions' requirements when an Sx Control Association is established or not. 
It is proposed that the CP function establishes the Sx Control Association with the UP function as this avoids the need to establish permanent Sx control associations between all the UP functions and CP functions, and this minimizes the operator provisioning. This approach is more suitable and flexible during scale-in/scale-out operations.

When exactly the CP function establishes the Sx Control Association with the UP function (e.g. just before establishing the first Sx session on the UP function or earlier) is implementation specific and shall not be specified.

The CP function needs to be aware of whether the IP resources in the UP function are operational (in or out of service) when F-TEID allocation is performed by the CP function. How this is done is implementation specific. This can be based on the UP function updating the CP function over Sx when some IP resources become out of service or return to service (this is one option) or by other means. 

3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v0.4.0.
* * * First Change * * * *

5.x
Sx Association 

5.x.1
General

An Sx Association shall be set up between the CP function and the UP function prior to establishing Sx sessions on that UP function. 
The CP function and the UP function shall support the Sx Association Setup procedure initiated by the CP function (see subclause 6.x). The CP function and the UP function may additionally support the Sx Association Setup procedure initiated by the UP function (see subclause 6.y).  
A CP function may have Sx Associations set up with multiple UP functions. A UP function may have Sx Associations set up with multiple CP functions.

5.x.2
Behaviour with an established Sx Association
When an Sx Association is established with a UP function, the CP function:
-
should provision node related parameters (i.e. parameters that apply to all Sx sessions) in the UP function, if any, e.g. PFDs;
-
should provision the UP function with the list of features (affecting the UP function behaviour) the CP function supports, if any, e.g. support of load and/or overload control; 
-
should check the responsiveness of the UP function using the Heartbeat procedure as specified in subclause 6.2.2;
-
may establish Sx sessions on that UP function; 

-
shall refrain from attempting to establish new Sx sessions on the UP function, if the UP function has indicated it will shutdown gracefully.
When an Sx Association is established with a CP function, the UP function:
-
shall update the CP function with the list of features it supports;

-
shall update the CP function with its load and/or overload control information, if load and/or overload control is supported by the CP and UP functions;
-
may update the CP function with the set of its IP resources available for use by the CP function, when F-TEID allocation is performed by the CP function;
NOTE:
The CP function can be aware of the available IP resources in the UP function e.g. based on the UP function reporting this information over Sx using Sx node related messages, or by other implementation specific means. 
-
shall accept Sx Session related messages from that CP function (unless prevented by other reasons, e.g. overload);
-
should check the responsiveness of the CP function using the Heartbeat procedure as specified in subclause 6.2.2;
-
shall indicate to the CP function if it will shutdown within a graceful period and, when possible, if it fails and becomes out of service. 
5.x.3
Behaviour without an established Sx Association
When an Sx Association is not established with a UP function, the CP function:
-
shall reject any incoming Sx Session related messages from that UP function, with a cause indicating that no Association exists with the peer entity.
When an Sx Association is not yet established with a CP function, the UP function:
-
shall reject any incoming Sx Session related messages from that CP function, with a cause indicating that no Association exists with the peer entity.
* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	Create PDR
	Extendable / Table 7.5.2.2-1
	Not Applicable

	2
	PDI
	Extendable / Table 7.5.2.2-2
	Not Applicable

	3
	Create FAR
	Extendable / Table 7.5.2.3-1
	Not Applicable

	4
	Forwarding Parameters
	Extendable / Table 7.5.2.3-2
	Not Applicable

	5
	Buffering Parameters
	Extendable / Table 7.5.2.3-3
	Not Applicable

	6
	Create URR
	Extendable / Table 7.5.2.4-1
	Not Applicable

	7
	Create QER
	Extendable /Table 7.5.2.5-1
	Not Applicable

	8
	Created PDR
	Extendable / Table 7.5.3.2-1
	Not Applicable

	9
	Update PDR
	Extendable / Table 7.5.4.2-1
	Not Applicable

	10
	Update FAR
	Extendable / Table 7.5.4.3-1
	Not Applicable

	11
	Update Forwarding Parameters
	Extendable / Table 7.5.4.3-2
	Not Applicable

	12
	Update Buffering Parameters
	Extendable / Table 7.5.4.3-3
	Not Applicable

	13
	Update URR
	Extendable / Table 7.5.4.4
	Not Applicable

	14
	Update QER
	Extendable / Table 7.5.4.5
	Not Applicable

	15
	Remove PDR
	Extendable / Table 7.5.4.6
	Not Applicable

	16
	Remove FAR
	Extendable / Table 7.5.4.7
	Not Applicable

	17
	Remove URR
	Extendable / Table 7.5.4.8
	Not Applicable

	18
	Remove QER
	Extendable / Table 7.5.4.9
	Not Applicable

	19
	Cause
	Fixed / Subclause 8.2.1
	2

	20
	Source Interface
	Extendable / Subclause 8.2.2
	1

	21
	F-TEID
	Extendable / Subclause 8.2.3
	1/9/21/25

	22
	PDN Instance
	Variable Length / Subclause 8.2.4
	Not Applicable

	23
	SDF Filter
	Extendable / Subclause 8.2.5
	2

	24
	Application ID
	Variable Length / Subclause 8.2.6
	Not Applicable

	25
	Gate Status
	Extendable / Subclause 8.2.7
	1

	26
	MBR
	Extendable / Subclause 8.2.8
	10

	27
	GBR
	Extendable / Subclause 8.2.9
	10

	28
	QER Correlation ID
	Extendable / Subclause 8.2.10
	4

	29
	Precedence
	Extendable / Subclause 8.2.11
	4

	30
	DL Transport Level Marking
	Extendable / Subclause 8.2.12
	2

	31
	Volume Threshold
	Extendable /Subclause 8.2.13
	1

	32
	Time Threshold
	Extendable /Subclause 8.2.14
	4

	33
	Monitoring Time
	Extendable /Subclause 8.2.15
	4

	34
	Subsequent Volume Threshold
	Extendable /Subclause 8.2.16
	1

	35
	Subsequent Time Threshold
	Extendable /Subclause 8.2.17
	4

	36
	Inactivity Detection Time
	Extendable /Subclause 8.2.18
	4

	37
	Reporting Triggers
	Extendable /Subclause 8.2.19
	1

	38
	Redirect Information
	Extendable /Subclause 8.2.20
	(8+a-1)-4

	39
	Report Type
	Extendable / Subclause 8.2.21
	1

	40
	Offending IE
	Fixed / subclause 8.2.22
	2

	41
	Forwarding Policy
	Extendable / Subclause 8.2.23
	

	42
	Destination Interface
	Extendable / Subclause 8.2.24
	1

	43
	UP Function Features
	Extendable / Subclause 8.2.25
	1

	44
	Apply Action
	Extendable / Subclause 8.2.26
	1

	45
	Downlink Data Service Information
	Extendable / Subclause 8.2.27
	1

	46
	Downlink Data Notification Delay
	Extendable / Subclause 8.2.28
	1

	47
	DL Buffering Duration
	Extendable / Subclause 8.2.29
	1

	48
	DL Buffering Suggested Packet Count
	Variable / Subclause 8.2.30
	Not Applicable

	49
	SxSMReq-Flags
	Extendable / Subclause 8.2.31
	1

	50
	SxSRRsp-Flags
	Extendable / Subclause 8.2.32
	1

	51
	Load Control Information
	Extendable / Table 7.5.3.3-1
	Not Applicable

	52
	Sequence Number
	Fixed Length / Subclause 8.2.33
	4

	53
	Metric
	Fixed Length / Subclause 8.2.34
	1

	54
	Overload Control Information
	Extendable / Table 7.5.3.4-1
	Not Applicable

	55
	Timer
	Extendable / Subclause 8.2 35
	1

	56
	Packet Detection Rule ID
	Extendable / Subclause 8.2 36
	2

	57
	F-SEID
	Extendable / Subclause 8.2 37
	9

	58
	Application ID's PFDs
	Extendable / Table 7.4.3.1-1
	Not Applicable

	59
	PFD context
	Extendable / Table 7.4.3.1-2
	Not Applicable

	60
	PFD ID
	 / Subclause 8.2.38
	

	61
	PFD contents
	 / Subclause 8.2.39
	

	62
	Measurement Method
	Extendable / Subclause 8.2.40
	1

	63
	Usage Report Trigger
	Extendable / Subclause 8.2.41
	2

	64
	Measurement Period
	/ Subclause 8.2.43
	

	65
	Active/Inactive Rule
	/ Subclause 8.2.44
	

	66
	Volume Measurement
	/ Subclause 8.2.45
	

	67
	Duration Measurement
	/ Subclause 8.2.46
	

	68
	Detected Event
	/ Subclause 8.2.47
	

	69
	Time of First Packet
	/ Subclause 8.2.48
	

	70
	Time of Last Packet
	/ Subclause 8.2.49
	

	71
	Final Inactivity Time Threshold
	/ Subclause 8.2.50
	

	72
	Dropped DL Traffic Threshold
	/ Subclause 8.2.51
	

	73
	Final Volume Threshold
	/ Subclause 8.2.52
	

	74
	Final Time Threshold
	/ Subclause 8.2.53
	

	75
	Start Time
	/ Subclause 8.2.54
	

	76
	End Time
	/ Subclause 8.2.55
	

	77
	Query URR
	Extendable / Table 7.5.4.10-1
	Not Applicable

	78
	Usage Report (in Session Modification Response)
	Extendable / Table 7.5.5.2-1
	Not Applicable

	79
	Usage Report (Session Deletion Response)
	Extendable / Table 7.5.7.2-1
	Not Applicable

	80
	Usage Report (Session Report Request)
	Extendable / Table 7.5.8.3-1
	Not Applicable

	81
	URR ID
	Extendable / Subclause 8.2.56
	4

	82
	Linked URR ID
	Extendable / Subclause 8.2.57
	4

	x
	CP Function Features
	Extendable / Subclause 8.2.x
	1

	83 to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *

8.2.1
Cause

Cause IE is coded as depicted in Figure 8.2.1-1.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 19 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Cause value
	


Figure 8.2.1-1: Cause

The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection. 

Table 8.2.1-1: Cause values

	Message Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Acceptance in a response
	1
	Request accepted (success)

	
	2-63
	Spare. This value range shall be used by Cause values in an acceptance response message. See NOTE 1.

	Rejection in a response
	64
	Request rejected (reason not specified)

	
	65
	Session context not found

	
	66
	Mandatory IE missing

	
	67
	Conditional IE missing

	
	68
	Invalid length

	
	69
	Mandatory IE incorrect

	
	70
	Invalid Forwarding Policy

	
	71
	Invalid F-TEID allocation option

	
	x
	No established Sx Association 

	
	72 to 255
	Spare for future use in a response message. See NOTE 2.

	NOTE 1:
This value is or may be used in future version of the specification. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified acceptance cause. Unspecified/unrecognized acceptance cause shall be treated in the same ways as the cause value 1 " Request accepted (success)".
NOTE 2:
This value is or may be used in a future version of the specification. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified rejection cause. Unspecified/unrecognized rejection cause shall be treated in the same ways as the cause value 32 "Request rejected (reason not specified)".


Editor's Note: 
Cause codes need to be filled when related descriptions are added. 

Editor's Note: 
For GTP we differentiated if the cause was used in an initial message or in a response message. Do we need to distinguish this for PFCP as well or can we remove the column?
Grouping of error causes is FFS.
Acceptance causes:

"Request accepted (success)" is returned when the PFCP entity has accepted a request.
Rejection causes:

"Request rejected (reason not specified)" is returned to report an unspecified rejection cause.

"Session context not found" is returned, if the F-SEID included in a Sx Session Modification/Deletion Request message is unknown.
"Mandatory IE missing" is returned when the PFCP entity detects that a mandatory IE is missing in a request message.

"Conditional IE missing" is returned when the PFCP entity detects that a Conditional IE is missing in a request message.

"Invalid length" is returned when the PFCP entity detects that an IE with an invalid length in a request message

"Mandatory IE incorrect" is returned when the PFCP entity detects that a Mandatory IE is missing in a request message.

"Invalid Forwarding Policy" shall be used by the UP function in the Sx Session Establishment Response or Sx Session Modification Response message if the CP function attempted to provision a FAR with a Forwarding Policy Identifier for which no Forwarding Policy is locally configured in the UP function.
"Invalid F-TEID allocation option" shall be used by the UP function in the Sx Session Establishment Response or Sx Session Modification Response message if the CP function attempted to provision a PDR with a F-TEID allocation option which is incompatible with the F-TEID allocation option used for already created PDRs (by the same or a different CP function). 

"No established Sx Association" shall be used by the CP function or the UP function if they receive an Sx Session related message from a peer with which there is no established Sx Association. 

* * * Next Change * * * *

8.2.x
CP Function Features
The CP Function Features IE indicates the features supported by the CP function. Only features having an impact on the (system-wide) UP function behaviour are signalled in this IE. It is coded as depicted in Figure 8.2.x-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 43 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Supported-Features
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: CP Function Features
The CP Function Features IE takes the form of a bitmask where each bit set indicates that the corresponding feature is supported. Spare bits shall be ignored by the receiver. The same bitmask is defined for all PFCP interfaces.

The following table specifies the features defined on PFCP interfaces and the interfaces on which they apply.
Table 8.2.x-1: CP Function Features
	Feature Octet /  Bit
	Feature
	Interface
	Description

	5/1
	LOAD
	Sxa, Sxb, Sxc
	Load Control is supported by the CP function. 



	5/2
	OVRL
	Sxa, Sxb, Sxc
	Overload Control is supported by the CP function. 



	Feature Octet / Bit: The octet and bit number within the Supported-Features IE, e.g. "5 / 1".

Feature: A short name that can be used to refer to the octet / bit and to the feature.
Interface: A list of applicable interfaces to the feature.
Description: A clear textual description of the feature.


Editor's Note:
It is FFS whether a new CP feature needs to be defined for advertising the CP function's support and willingness to use the F-TEID allocation in the UP function.   
* * * End of Changes * * * *

