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1. Introduction
SA3-LI has specified requirements to support Lawful Interception in a split EPC architecture and requested CT4 to proceed with corresponding stage 3 work to support these requirements. See SA3-LI LS to SA2/CT4 in C4-171074 (S3i170041). 
The LI architecture for EPC packet data interception introduces: 

· an LI specific logical function referred to as Split X3 LI Interworking Function (SX3LIF) which can be co-located with the CP function, or with the UP function or be a standalone function; 
· LI specific reference points X3u (to transfer the user plane packets from the UP function to the SX3LIF) and X3c (to transfer the target intercept information from the CP function to the SX3LIF).

The CP function shall instruct the UP function to duplicate and forward the intercepted packets to the SX3LIF. 
Packet detection rules (that allows the UP function to identify the intercepted packets) and forwarding action rules (that allows the UP function where to forward the duplicated intercepted packets) can be transferred from the CP function to the UP function over the Sxa’ and Sxb’. It is the intention of SA3 LI to reuse the existing protocol Sxa and Sxb as the basis of LI specific Sxa’ and Sxb’ in order to comply with security requirements specified in clause 8 of 3GPP TS 33.107. 
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Figure 12.1.4: Intercept Configuration for SGW and PGW with CUPS

2. Reason for Change

CT4 needs to specify how the CP function instructs the UP function to duplicate the traffic to be intercepted and to forward it to the SX3LIF.   
It is proposed to define a new Apply Action value 'Forward and Duplicate' and a new Additional Forwarding Parameters IE within the FAR IE to instruct the UP function to duplicate and forward the intercepted traffic to the SX3LIF. By doing so, traffic forwarded to/from the UE can at the same time be duplicated and forwarded to the SX3LIF. This also allows to always associate a single FAR to a PDR. 

The alternative to define 2 FARs per PDR would result in more signalling as an extra FAR would need to be provisioned for LI for any FAR of the Sx session associated to the traffic to be intercepted. Likewise, upon transition between idle and connected modes, all the extra FARs that would be created for LI would also need to be updated to stop or resume the traffic interception. 

It is also proposed to create a new subsection to further detail the CP and UP functions' bebaviour regarding the handling of FAR over the Sx interface (as has been done at the previous CT4 meeting for the URR).
An LS is sent to SA3-LI to check whether the packets that are dropped in the SGW and PGW, e.g. due to QoS Enforcement or the UE being not reachable, need to be intercepted. A corresponding editor's note has been captured in the pCR.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v0.4.0.
* * * First Change * * * *

1
Scope

The present document specifies the Packet Forwarding Control Protocol (PFCP) used on the interface between the control plane and the user plane function in a split SGW, PGW and TDF architecture in EPC. 
The architecture reference model and stage 2 information are specified in 3GPP TS 23.214 [2].

PFCP shall be used over the Sxa, Sxb, Sxc and the combined Sxa/Sxb reference points.
PFCP shall also be used over the Sxa' and Sxb' reference points specified in 3GPP TS 33.107 [x]. In the rest of this specification, no difference is made between Sxa and Sxa', or between Sxb and Sxb'. The Sxa' and Sxb' reference points reuse the protocol specified for the Sxa and Sxb reference points, but comply in addition with the security requirements specified in clause 8 of 3GPP 33.107 [x]. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".

[3]
3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".

[4]
IETF RFC 768: "User Datagram Protocol".

[5]
IETF RFC 791: "Internet Protocol".

[6]
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification". 

[7]
3GPP TS 23.203: "Policy and charging control architecture; Stage 2".
[8]
3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".

[9]
3GPP TS 29.274: "3GPP Evolved Packet System. Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[10]
3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[11]
3GPP TS 29.213: "Policy and Charging Control signalling flows and Quality of Service (QoS) parameter mapping".

[12]
IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".

[13]
IETF RFC 2474: "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".

[14]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[15]
3GPP TS 22.153: "Multimedia Priority Service".
[16]
IETF RFC 4006: "Diameter Credit Control Application".

[17]
3GPP TS 32.251: "Telecommunication management; Charging management; Packet Switched (PS) domain charging".
[18]
3GPP TS 32.299: "Telecommunication management; Charging management; Diameter charging application".

[19]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[x]
3GPP TS 33.107: "3G security; Lawful interception architecture and functions".

* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CP function
Control Plane function

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6 

PFCP
Packet Forwarding Control Protocol

FAR
Forwarding Action Rule
F-SEID
Fully Qualified SEID

PDI
Packet Detection Information

PDR
Packet Detection Rule

PFD
Packet Flow Description

PGW
PDN Gateway

PGW-C
PDN Gateway Control plane function
PGW-U
PDN Gateway User plane function
QER
QoS Enforcement Rule
SDF
Service Data Flow
SEID
Session Endpoint Identifier

SGW
Serving Gateway

SGW-C
Serving Gateway Control plane function
SGW-U
Serving Gateway User plane function
SX3LIF
Split X3 LI Interworking Function
TDF-C
Traffic Detection Function Control plane function
TDF-U
Traffic Detection Function User plane function
UDP
User Datagram Protocol

UP function
User Plane function
URR
Usage Reporting Rule

* * * Next Change * * * *

5.2
Packet Forwarding Model

5.2.1
General

The packet forwarding scenarios supported over the Sx reference points are specified in 3GPP TS 23.214 [2].

The CP function controls the packet processing in the UP function by establishing, modifying or terminating Sx Session contexts and by configuring (i.e. adding, modifying or deleting) PDRs, FARs, QERs and/or URRs per Sx session context, whereby an Sx session context may correspond to an individual PDN connection, a TDF session, or a standalone session not tied to any PDN connection or TDF session used e.g. for forwarding Radius, Diameter or DHCP signalling between the PGW-C and the PDN. 

Each PDR shall contain a PDI, i.e. one or more match fields against which incoming packets will be matched, and may be associated to the following rules providing the set of instructions to apply to packets matching the PDI:

-
one FAR, which contain instructions related to the processing of the packets as follows:

-
an Apply Action parameter, which indicates whether the UP function shall forward, forward and duplicate, drop or buffer the packet with or without notifying the CP function about the arrival of a DL packet;

-
forwarding and/or buffering parameters, which the UP function shall use if the Apply Action parameter requests the packets to be forwarded or buffered respectively. These parameters may remain configured in the FAR regardless of the Apply Action parameter value, to minimize the changes to the FAR during the transitions of the UE between the idle and connected modes.

NOTE 1:
Buffering refers here to the buffering of the packet in the UP function. The UP function is instructed to forward DL packets to the CP function when applying buffering in the CP function. See subclause 5.3.1.

-
one or more QERs, which contains instructions related to the QoS enforcement of the traffic;

-
one or more URRs, which contains instructions related to traffic measurement and reporting.



Editor's note:
Details on how the CP and UP functions shall handle the QERs and URRs, e.g. when the DL traffic is buffered in the UP or CP function, are FFS.

The same FAR and/or URR may only be associated to one or multiple PDRs of the same Sx session context. 

The same QER may be associated to one or multiple PDRs of the same or multiple Sx session contexts. For instance, the enforcement of APN-AMBR in the PGW-U may be achieved by associating the same QER (via the same QoS Enforcement Rule Correlation ID) to all the PDRs corresponding to the non-GBR bearers of all the UE's PDN connections to the same APN. A QER that is associated to multiple Sx sessions shall be configured, with the same QER contents, in each of these Sx sessions.

On receipt of a packet, the UP function shall perform a lookup of the configured PDRs, starting with the PDRs with the highest precedence and continuing then with PDRs in decreasing order of precedence, until a PDR is found to match the incoming packet. Only the highest precedence PDR matching the packet shall be selected, i.e. the UP function shall stop the PDRs lookup once a matching PDR is found.

A packet matches a PDR if all the match fields of the PDI of the PDR are matching the corresponding packet header fields. If a match field is not included in the PDI, it shall be considered as matching all possible values in the header field of the packet. If the match field is present and does not include a mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value. If the match field is present and includes a mask (e.g. IP address with a prefix mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value for the bits which are set in the mask. 
The match fields of the PDI may correspond to outer and/or inner packet header fields, e.g. uplink bearer binding verification in the PGW-U may be achieved by configuring a PDR with the PDI containing the local GTP-U F-TEID (for outer IP packet matching) and the SDF filters of the data flows mapped to the bearer (for inner IP packet matching).

The CP function shall not configure more than one PDR with the same match fields in the PDI (i.e. with the same set of match fields and with the same value). The CP function may configure PDRs with the same value for a subset of the match fields of the PDI but not all. For instance, the CP function may configure two PDRs which differ by having one match field set to a specific value in one PDR and the same match field not included in the other PDR (thus matching any possible value). 

The CP function may configure a PDR with all match fields wildcarded (i.e. all match fields omitted in the PDI) and with the lowest precedence, to control how the UP function shall process packets unmatched by other PDRs. The CP function may configure the UP function to send these packets to the CP function or to drop them. 

The UP function should drop packets unmatched by any PDRs.

The packet processing flow in the UP function is illustrated in Figure 5.2.1-1.
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Figure 5.2.1-1: Packet processing flow in the UP function
At the termination of an Sx session, the UP function shall delete the Sx session context and all the associated non-preconfigured rules. 

NOTE 2:
When a QER is associated to multiple Sx sessions, deleting the QER in one Sx session does not result in deleting the QER in the other Sx sessions to which the QER was also associated. 

* * * Next Change * * * *

5.2.x
Forwarding Action Rule Handling 

5.2.x.1
General

The CP function shall provision one (and only one) FAR for each PDR provisioned in an Sx session. The FAR provides instructions to the UP function on how to process the packets matching the PDR.
The CP function may request the UP function to:
-
forward the packets, by setting the Apply Action to the value 'Forward' and by provisioning the Forwarding Parameters providing instructions on how to forward the packets; 
-
forward and duplicate the packets, by setting the Apply Action to the value 'Forward and Duplicate' and by provisioning the Forwarding Parameters and the Additional Forwarding Parameters providing instructions on how to forward the packets and the duplicated packets;
Editor's Note:
An LS has been sent to SA3-LI to check whether the packets that are dropped in the SGW and PGW, e.g. due to QoS Enforcement or the UE being not reachable, need to be intercepted. It is FFS how this would be supported over Sx if this is required, e.g. this could be supported by defining the Apply Action as a bitmap to allow packets to be forwarded to the S3XLIF but also to be buffered. When the Additional Forwarding Parameters have to be applied by the UP function is also FFS, e.g. before QoS enforcement or not.
- 
buffer the packets with notifying the CP function about the arrival of a DL packet, by setting the Apply Action to the value 'Buffer and Notify the CP function' and by optionally provisioning buffering parameters providing instructions on how to buffer the packets; 
- 
buffer the packets without notifying the CP function about the arrival of a DL packet, by setting the Apply Action to the value 'Buffer without notifying the CP function' and by optionally provisioning buffering parameters providing instructions on how to buffer the packets;

-
drop the packets, by setting the Apply Action to the value 'Drop'.
The CP function may provision one or more FAR(s) per Sx session. Different FARs of a same Sx session may be provisioned with a different Apply Action value, e.g. to enable the forwarding of downlink data packets for some PDRs while requesting to buffer downlink data packets for other PDRs.

NOTE: This is necessary to establish or release a partial set of radio access bearers in UTRAN. 
* * * Next Change * * * *

5.3
Data Forwarding between the CP and UP functions

5.3.1
General

Forwarding of user plane data between the CP and UP functions may take place as part of the following scenarios (see 3GPP TS 23.214 [2]).

Table 5.3.1-1: Data forwarding scenarios between the CP and UP functions

	
	Scenario description
	Data forwarding direction
	Applicable to

	1
	Forwarding of user-plane packets between the UE and the CP function. 
	UP to CP function

CP to UP function
	PGW

	2
	Forwarding of packets between the CP function and the external PDN / Sgi. 
	UP to CP function

CP to UP function
	PGW

	3
	Forwarding of packets subject to buffering in the CP function.
	UP to CP function

CP to UP function
	SGW

	4
	Forwarding of End Marker Packets constructed by the CP function to a downstream node.
	CP to UP function
	SGW, PGW


Editor's note:
Forwarding of user-plane packets between the UP function and the CP function may also take place for restoration scenarios (pending CT4 conclusions on the restoration study).

User plane packets shall be forwarded between the CP and UP functions by encapsulating the user plane packets using GTP-U encapsulation (see 3GPP TS 29.281 [3]). 

For forwarding data from the UP function to the CP function, the CP function shall configure PDR(s) per Sx session context, with the PDI identifying the user plane traffic to forward to the CP function and with a FAR set with the Destination Interface "CP function side" and set to perform GTP-U encapsulation and to forward the packets to a GTP-u F-TEID uniquely assigned in the CP function per Sx session and PDR. The CP function shall then identify the PDN connection and the bearer to which the forwarded data belongs by the F-TEID in the header of the encapsulating GTP-U packet.

For forwarding data from the CP function to the UP function, the CP function shall configure one or more PDR(s) per Sx session context, with the PDI set with the Source Interface "CP function side" and identifying the GTP-u F-TEID uniquely assigned in the UP function per PDR, and with a FAR set to perform GTP-U decapsulation and to forward the packets to the intended destination. URRs and QERs may also be configured.

Editor's note:
It is FFS whether a mechanism is required to ensure that the DL data buffered in the CP function are delivered to the UE by the SGW-U before any downlink data packet newly received over S5/S8.

Sx session contexts may correspond to individual PDN connections, TDF sessions, or standalone sessions not tied to any PDN connection or TDF session used e.g. for forwarding RADIUS, Diameter or DHCP signalling between the PGW-C and the PDN or for forwarding End Marker packets from the PGW-C or SGW-C to a downstream SGW-U or eNodeB. 

The CP function may establish one Sx-u tunnel per:

-
 bearer of PDN connection e.g. for the data forwarding scenarios 1 and 3;

-
 UP function or PDN e.g. for the data forwarding scenario 2 and 4.

* * * Next Change * * * *

5.x
Support of Lawful Interception
Requirements for support of Lawful Interception with a split SGW or PGW are specified in subclause 12.x of 3GPP TS 33.107 [x].
User plane packets shall be forwarded from the UP function to the SX3LIF by encapsulating the user plane packets using GTP-U encapsulation (see 3GPP TS 29.281 [3]). 

The CP function shall instruct the UP function to duplicate the packets to be intercepted and to forward them to the SX3LIF as specified in subclause 5.2.x.

For forwarding data from the UP function to the SX3LIF, the CP function shall set the Additional Forwarding Parameters in the FAR, associated to the PDRs of the traffic to be intercepted, with the Destination Interface "SX3LIF" and set to perform GTP-U encapsulation and to forward the packets to a GTP-u F-TEID uniquely assigned in the SX3LIF for the traffic to be intercepted. The SX3LIF shall then identify the intercepted traffic by the F-TEID in the header of the encapsulating GTP-U packet.

* * * Next Change * * * *

7.5.2.2
Create PDR IE within Sx Session Establishment Request
The Create PDR grouped IE shall be encoded as shown in Figure 7.5.2.2-1.
Table 7.5.2.2-1: Create PDR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet.
	X
	X
	X
	Precedence

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched. 
See Table 7.5.2.2-2.
	X
	X
	X
	PDI

	FAR ID 
	M
	This IE shall contain the FAR ID to be associated to the PDR.
	X
	X
	X
	FAR ID

	URR ID
	C
	This IE shall be present if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contain the URR IDs to be associated to the PDR. 

Several IEs within the same IE type may be present to represent a list of URRs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR. Several IEs within the same IE type may be present to represent a list of QERs to be associated to the PDR.
	-
	X
	X
	QER ID


Editor'sNote:
It needs to be clarified if Precedence in the PDR is associated to all PDR belonging to a session or if this is relevant for the node. This depends on how UP is designed to detect a packet looking for session and in second step for matching PDR. Or if UP detects packet based on precedence of the PDRs active in the UP.

Table 7.5.2.2-2: PDI IE within Sx Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	F-TEID

	PDN Instance
	O
	If present, this IE shall identify the PDN instance to match for the incoming packet.
	-
	X
	X
	PDN Instance

	UE IP address 
	O
	If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	UE IP address

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. 
	-
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	Application ID


* * * Next Change * * * *

7.5.2.3
Create FAR IE within Sx Session Establishment Request
The Create FAR grouped IE shall be encoded as shown in Figure 7.5.2.3-1.
Table 7.5.2.3-1: Create FAR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that Sx session.
	X
	X
	X
	FAR ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, See subclause 5.2.1.
	X
	X
	X
	Apply Action

	Forwarding Parameters
	C
	This IE shall be present when the Apply-Action requests the packets to be forwarded (with or without traffic duplication). It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded (with or without traffic duplication). 

See table 7.5.2.3-2.
	X
	X
	X
	Forwarding Parameters

	Additional Forwarding Parameters 
	C
	This IE shall be present when the Apply-Action requests the packets to be forwarded and duplicated. It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function for the traffic to be duplicated, when the Apply-Action requests the packets to be forwarded and duplicated. 

See table 7.5.2.3-x.
	X
	X
	-
	Additional Forwarding Parameters

	Buffering Parameters
	O
	When present, this IE shall contain the buffering instructions to be applied by the UP function when the Apply Action requests the packets to be buffered. See table 7.5.2.3-3.
	X
	-
	-
	Buffering Parameters


Editor’s note: IEs and conditions of IEs are FFS.
Editor's Note: Per existing requirements, the buffering parameters in an SGW are applicable to all the bearers of a PDN connection, i.e. it is not possible to provision different buffering parameters per bearer. Provisioning the Buffering parameters per FAR results in additional complexity to the UP function and signalling overhead over Sxa as all the FARs of the Sx session need then be updated whenever any of these parameters needs to be modified. Protocol extensions to address these issues are FFS. 
Table 7.5.2.3-2: Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = 4 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	X
	Destination Interface

	
	
	
	
	
	
	

	PDN Instance
	O
	When present, this IE shall identify the PDN instance towards which to send the outgoing packet.
	-
	X
	-
	PDN Instance

	Redirect Information
	C
	This IE shall be present if the UP function is required to enforce traffic redirection towards a redirect destination provided by the CP function. 
	-
	X
	X
	Redirect Information

	Outer header removal 
	O
	
	X
	X
	-
	

	Outer Header Creation 
	O
	If present it shall contain the F-TEID of the remote GTP-U peer.
	X
	X
	-
	Outer Header Creation

	Outer header marking 
	
	
	
	
	
	

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. It shall be present if the Destination Interface IE is set to SGi-LAN. It may be present if the Destination Interface is set to Core. 

When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	-
	X
	X
	Forwarding Policy

	Container for header enrichment
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.2.3-x: Additional Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Additional Forwarding Parameters IE Type = x (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	-
	Destination Interface

	Outer header removal 
	O
	
	X
	X
	-
	

	Outer Header Creation 
	O
	If present it shall contain the F-TEID of the remote GTP-U peer.
	X
	X
	-
	Outer Header Creation

	Outer header marking
	
	
	
	
	-
	

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	X
	X
	-
	Forwarding Policy


Editor’s note: It is FFS whether the Outer header removal IE in the (Additional) Forwarding Parameters IE should be moved to the PDR IE. Besides, the description of the Outer hearder marking, e.g. to set the DSCP for transport level marking, is FFS.
Table 7.5.2.3-3: Buffering Parameters IE in FAR 
	Octet 1 and 2
	
	Buffering-Parameters IE Type = 5 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Downlink Data Notification Delay
	C
	This IE shall be present if the UP function indicated support of the Downlink Data Notification Delay parameter (see subclause 8.2.28) and the UP function has to delay the notification to the CP function about the arrival of DL data packets. 

When present, it shall contain the delay the UP function shall apply between receiving a downlink data packet and notifying the CP function about it, when the Apply Action parameter requests to buffer the packets and notify the CP function.
	X
	-
	-
	Downlink Data Notification Delay


* * * Next Change * * * *

7.5.4.2
Update PDR IE within Sx Session Modification Request
The Update PDR grouped IE shall be encoded as shown in Figure 7.5.4.2-1.
Table 7.5.4.2-1: Update PDR IE within Sx Session Modification Request
	Octet 1 and 2
	
	Update PDR IE Type = 9 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	X
	X
	X
	PDR ID

	Precedence
	C
	This IE shall be present if there is a change in the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet.
	X
	X
	X
	Precedence

	PDI
	C
	This IE shall be present if there is a change within the PDI against which incoming packets will be matched. When present, this IE shall replace the PDI previously stored in the UP function for this PDR. See Table 7.5.2.2-2.
	X
	X
	X
	PDI

	FAR ID 
	C
	This IE shall be present if it needs to be changed.
	X
	X
	X
	FAR ID

	URR ID 
	
	This IE shall be present if a measurement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contains the list of all the URR IDs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	
	This IE shall be present if a QoS enforcement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contain the list of all the QER IDs to be associated to the PDR.
	-
	X
	X
	QER ID


Editor’s note: additional IEs and conditions are FFS.
* * * Next Change * * * *

7.5.4.3
Update FAR IE within Sx Session Modification Request
The Update FAR grouped IE shall be encoded as shown in Figure 7.5.4.3-1.
Table 7.5.4.3-1: Update FAR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update FAR IE Type = 10 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	This IE shall identify the FAR to be updated.
	X
	X
	X
	FAR ID

	Apply Action
	C
	This IE shall be present if it is changed.
	X
	X
	X
	Apply Action

	Update Forwarding parameters
	C
	This IE shall be present if is changed. See table 7.5.4.3-2.
	X
	X
	X
	Update Forwarding Parameters

	Update Additional Forwarding Parameters 
	C
	This IE shall be present if is changed. See table 7.5.4.3-x.
	X
	X
	-
	Update Additional Forwarding Parameters

	Updated Buffering Parameters
	C
	This IE shall be present if the Buffering Parameters need to be modified. See Table 7.5.4.3-3.
	X
	-
	-
	Update Buffering Parameters


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4.3-2: Update Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Forwarding Parameters IE Type = 11 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	C
	This IE shall only be provided if it is changed. 

When present, it shall indicate the destination interface of the outgoing packet.
	X
	X
	X
	Destination Interface

	
	
	
	
	
	
	

	PDN Instance
	C
	This IE shall only be provided if it is changed.
	-
	X
	-
	PDN Instance

	Redirect Information
	C
	This IE shall be present if the instructions regarding the redirection of traffic by the UP function need to be modified.
	-
	X
	X
	Redirect Information

	Outer header removal 
	C
	This IE shall only be provided if it is changed.
	
	
	
	

	Outer Header Creation 
	C
	This IE shall only be provided if it is changed.
	X
	X
	-
	Outer Header Creation

	Outer header marking 
	C
	This IE shall only be provided if it is changed.
	
	
	
	

	Forwarding Policy 
	C
	This IE shall only be provided if it is changed.
	-
	X
	X
	Forwarding Policy

	Container for header enrichment
	C
	This IE shall only be provided if it is changed.
	
	
	
	

	SxSMReq-Flags
	C
	This IE shall be included if at least one of the flags is set to 1. 

· SNDEM (Send End Marker Packets): this IE shall be present if the CP function modifies the F-TEID of the downstream node in the Outer Header Creation IE and the CP function requests the UP function to construct and send GTP-U End Marker messages towards the old F-TEID of the downstream node. 
	X
	X
	-
	SxSMReq-Flags


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4.3-x: Update Additional Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Additional Forwarding Parameters IE Type = x (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	C
	This IE shall only be provided if it is changed. 

When present, it shall indicate the destination interface of the outgoing packet.
	X
	X
	X
	Destination Interface

	Outer header removal 
	C
	This IE shall only be provided if it is changed.
	X
	X
	-
	

	Outer Header Creation 
	C
	This IE shall only be provided if it is changed.
	X
	X
	-
	Outer Header Creation

	Outer header marking 
	C
	This IE shall only be provided if it is changed.
	
	
	-
	

	Forwarding Policy 
	C
	This IE shall only be provided if it is changed.
	-
	X
	X
	Forwarding Policy


Table 7.5.4.3-3: Update Buffering Parameters IE in FAR 
	Octet 1 and 2
	
	Update Buffering Parameters IE Type = 12 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Downlink Data Notification Delay
	C
	This IE shall be present if the UP function indicated support of the Downlink Data Notification Delay parameter (see subclause 8.2.28) and the Downlink Data Notification Delay needs to be modified.

When present, it shall contain the delay the UP function shall apply between receiving a downlink data packet and notifying the CP function about it, when the Apply Action parameter requests to buffer the packets and notify the CP function.
	X
	-
	-
	Downlink Data Notification Delay


* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	Create PDR
	Extendable / Table 7.5.2.2-1
	Not Applicable

	2
	PDI
	Extendable / Table 7.5.2.2-2
	Not Applicable

	3
	Create FAR
	Extendable / Table 7.5.2.3-1
	Not Applicable

	4
	Forwarding Parameters
	Extendable / Table 7.5.2.3-2
	Not Applicable

	5
	Buffering Parameters
	Extendable / Table 7.5.2.3-3
	Not Applicable

	6
	Create URR
	Extendable / Table 7.5.2.4-1
	Not Applicable

	7
	Create QER
	Extendable /Table 7.5.2.5-1
	Not Applicable

	8
	Created PDR
	Extendable / Table 7.5.3.2-1
	Not Applicable

	9
	Update PDR
	Extendable / Table 7.5.4.2-1
	Not Applicable

	10
	Update FAR
	Extendable / Table 7.5.4.3-1
	Not Applicable

	11
	Update Forwarding Parameters
	Extendable / Table 7.5.4.3-2
	Not Applicable

	12
	Update Buffering Parameters
	Extendable / Table 7.5.4.3-3
	Not Applicable

	13
	Update URR
	Extendable / Table 7.5.4.4
	Not Applicable

	14
	Update QER
	Extendable / Table 7.5.4.5
	Not Applicable

	15
	Remove PDR
	Extendable / Table 7.5.4.6
	Not Applicable

	16
	Remove FAR
	Extendable / Table 7.5.4.7
	Not Applicable

	17
	Remove URR
	Extendable / Table 7.5.4.8
	Not Applicable

	18
	Remove QER
	Extendable / Table 7.5.4.9
	Not Applicable

	19
	Cause
	Fixed / Subclause 8.2.1
	2

	20
	Source Interface
	Extendable / Subclause 8.2.2
	1

	21
	F-TEID
	Extendable / Subclause 8.2.3
	1/9/21/25

	22
	PDN Instance
	Variable Length / Subclause 8.2.4
	Not Applicable

	23
	SDF Filter
	Extendable / Subclause 8.2.5
	2

	24
	Application ID
	Variable Length / Subclause 8.2.6
	Not Applicable

	25
	Gate Status
	Extendable / Subclause 8.2.7
	1

	26
	MBR
	Extendable / Subclause 8.2.8
	10

	27
	GBR
	Extendable / Subclause 8.2.9
	10

	28
	QER Correlation ID
	Extendable / Subclause 8.2.10
	4

	29
	Precedence
	Extendable / Subclause 8.2.11
	4

	30
	DL Transport Level Marking
	Extendable / Subclause 8.2.12
	2

	31
	Volume Threshold
	Extendable /Subclause 8.2.13
	1

	32
	Time Threshold
	Extendable /Subclause 8.2.14
	4

	33
	Monitoring Time
	Extendable /Subclause 8.2.15
	4

	34
	Subsequent Volume Threshold
	Extendable /Subclause 8.2.16
	1

	35
	Subsequent Time Threshold
	Extendable /Subclause 8.2.17
	4

	36
	Inactivity Detection Time
	Extendable /Subclause 8.2.18
	4

	37
	Reporting Triggers
	Extendable /Subclause 8.2.19
	1

	38
	Redirect Information
	Extendable /Subclause 8.2.20
	(8+a-1)-4

	39
	Report Type
	Extendable / Subclause 8.2.21
	1

	40
	Offending IE
	Fixed / subclause 8.2.22
	2

	41
	Forwarding Policy
	Extendable / Subclause 8.2.23
	

	42
	Destination Interface
	Extendable / Subclause 8.2.24
	1

	43
	UP Function Features
	Extendable / Subclause 8.2.25
	1

	44
	Apply Action
	Extendable / Subclause 8.2.26
	1

	45
	Downlink Data Service Information
	Extendable / Subclause 8.2.27
	1

	46
	Downlink Data Notification Delay
	Extendable / Subclause 8.2.28
	1

	47
	DL Buffering Duration
	Extendable / Subclause 8.2.29
	1

	48
	DL Buffering Suggested Packet Count
	Variable / Subclause 8.2.30
	Not Applicable

	49
	SxSMReq-Flags
	Extendable / Subclause 8.2.31
	1

	50
	SxSRRsp-Flags
	Extendable / Subclause 8.2.32
	1

	51
	Load Control Information
	Extendable / Table 7.5.3.3-1
	Not Applicable

	52
	Sequence Number
	Fixed Length / Subclause 8.2.33
	4

	53
	Metric
	Fixed Length / Subclause 8.2.34
	1

	54
	Overload Control Information
	Extendable / Table 7.5.3.4-1
	Not Applicable

	55
	Timer
	Extendable / Subclause 8.2 35
	1

	56
	Packet Detection Rule ID
	Extendable / Subclause 8.2 36
	2

	57
	F-SEID
	Extendable / Subclause 8.2 37
	9

	58
	Application ID's PFDs
	Extendable / Table 7.4.3.1-1
	Not Applicable

	59
	PFD context
	Extendable / Table 7.4.3.1-2
	Not Applicable

	60
	PFD ID
	 / Subclause 8.2.38
	

	61
	PFD contents
	 / Subclause 8.2.39
	

	62
	Measurement Method
	Extendable / Subclause 8.2.40
	1

	63
	Usage Report Trigger
	Extendable / Subclause 8.2.41
	2

	64
	Measurement Period
	/ Subclause 8.2.43
	

	65
	Active/Inactive Rule
	/ Subclause 8.2.44
	

	66
	Volume Measurement
	/ Subclause 8.2.45
	

	67
	Duration Measurement
	/ Subclause 8.2.46
	

	68
	Detected Event
	/ Subclause 8.2.47
	

	69
	Time of First Packet
	/ Subclause 8.2.48
	

	70
	Time of Last Packet
	/ Subclause 8.2.49
	

	71
	Final Inactivity Time Threshold
	/ Subclause 8.2.50
	

	72
	Dropped DL Traffic Threshold
	/ Subclause 8.2.51
	

	73
	Final Volume Threshold
	/ Subclause 8.2.52
	

	74
	Final Time Threshold
	/ Subclause 8.2.53
	

	75
	Start Time
	/ Subclause 8.2.54
	

	76
	End Time
	/ Subclause 8.2.55
	

	77
	Query URR
	Extendable / Table 7.5.4.10-1
	Not Applicable

	78
	Usage Report (in Session Modification Response)
	Extendable / Table 7.5.5.2-1
	Not Applicable

	79
	Usage Report (Session Deletion Response)
	Extendable / Table 7.5.7.2-1
	Not Applicable

	80
	Usage Report (Session Report Request)
	Extendable / Table 7.5.8.3-1
	Not Applicable

	81
	URR ID
	Extendable / Subclause 8.2.56
	4

	82
	Linked URR ID
	Extendable / Subclause 8.2.57
	4

	x
	Forwarding Parameters
	Extendable / Table 7.5.2.3-x
	Not Applicable

	x
	Additional Forwarding Parameters
	Extendable / Table 7.5.4.3-x
	Not Applicable

	x
	Outer Header Creation
	Extendable / Subclause 8.2.x
	

	83 to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *

8.2.24
Destination Interface
The Destination Interface IE type shall be encoded as shown in Figure 8.2.24-1. It indicates the type of the interface towards which an outgoing packet is sent.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 42 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	Interface value
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.24-1: Destination Interface

The Interface value shall be encoded as a 4 bits binary integer as specified in in Table 8.2.24-1.

Table 8.2.24-1: Interface value
	Interface value
	Values (Decimal)

	Access
	0

	Core
	1

	SGi-LAN
	2

	CP-function
	3

	SX3LIF
	4

	Spare
	5 to 15

	NOTE:
The "Access" and "Core" values denote a downlink and uplink traffic direction respectively.


* * * Next Change * * * *

8.2.26
Apply Action
The Apply Action IE indicates whether forwarding, dropping or buffering is to be applied to a packet. It is coded as shown in Figure 8.2.26-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 44 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	Apply Action value
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.26-1: Apply-Action

The octet 5 shall be encoded as follows:

· Bit 5 to 8 – Spare, for future use and set to zero.
· Bits 1 to 4 indicates the action to be applied to the packets, as specified in Table 8.2.26-1.

Table 8.2.26-1: Apply-Action value 

	Action to be applied to the Data Packet
	Value (Decimal)

	Forward
	0

	Forward and Duplicate
	1

	Buffer and Notify the CP function
	2

	Buffer without notifying the CP function
	3

	Drop
	4

	For future use. Shall not be sent. If received, shall be interpreted as the value "1".
	5 to 15


8.2.x
Outer Header Creation
Editor's Note: the encoding of this IE is FFS.

* * * End of Changes * * * *
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