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* * * 1st Change * * * *

0.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.002: "Circuit Bearer Services (BS) supported by a Public Land Mobile Network (PLMN)".
~~~ CUT TO EASE THE READINESS ~~~

 [105]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[106]
3GPP TS 29.128: "Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) interfaces for interworking with packet data networks and applications ".
[XX]
IETF RFC 6696: "EAP Extensions for the EAP Re-authentication Protocol (ERP)".
* * * 2nd Change * * * *

2.X
Data related to ERP

2.X.1
General

Following subclauses describe the data that are defined on a per user basis and are related to EAP-Reauthentication Protocol (ERP). 
2.X.2
ERP-Authorization

ERP-Authorization is defined in 3GPP TS 29.273 [78].

ERP-Authorization is used to indicate if a user is authorized to use ERP.

ERP-Authorization is permanent data conditionnaly stored in the HSS, 3GPP AAA Server.

2.X.3
ERP Keying Material
ERP Keying Material is composed of rMSK and eventually rMSK Lifetime.

rMSK and rMSK Lifetime are defined in IETF RFC 6696 [XX].

ERP Keying Material is temporary data conditionnaly stored in the  3GPP AAA Server or 3GPP AAA Proxy.
2.X.4
ERP Realm
ERP-Realm is defined in 3GPP TS 29.273 [78].

ERP-Realm is used to identify the realm in which is located the ER server that will serve the user.

ERP-Realm is permanent data conditionnaly stored in the 3GPP AAA Server or 3GPP AAA Proxy. 
* * * 3rd Change * * * *

5.2A
PS Network Access Mode Storage (EPS)
~~~ CUT TO EASE READINESS ~~~
Table 5.2A-2: Overview of data used for PS Network Access Mode (EPS non 3GPP access)
	PARAMETER
	Subclause
	HSS
	MME
	S-GW
	PDN-GW
	ePDG
	3GPP AAA server
	3GPP AAA server

Proxy
	TYPE

	IMSI
	2.1.1.1
	M
	C
	C
	C
	C
	-
	-
	P

	IMSI Unauthenticated indicator
	2.1.1.3
	-
	C
	C
	C
	C
	-
	-
	T

	International MS ISDN number
	2.1.2
	C
	C
	C
	C
	C
	C
	-
	P

	IMEI
	2.1.9
	C
	-
	-
	C
	C
	C
	-
	T

	RAND, XRES, CK, IK, AUTN
	2.3.2
	M
	-
	-
	-
	-
	M
	-
	T

	RAND, XRES, KASME, AUTN
	2.3.2
	M
	-
	-
	-
	-
	M
	-
	T

	Access Network Identity
	2.3.8
	C
	-
	-
	-
	-
	C
	-
	T

	Trace Reference 2
	2.11.9
	C
	-
	-
	C
	-
	C
	-
	P

	Trace depth
	2.11.10
	C
	-
	-
	C
	-
	C
	-
	P

	List of NE types to trace
	2.11.11
	C
	-
	-
	-
	-
	C
	-
	P

	Triggering events
	2.11.12
	C
	-
	-
	C
	-
	C
	-
	P

	List of interfaces to trace
	2.11.13
	C
	-
	-
	C
	-
	C
	-
	P 

	IP address of Trace Collection Entity
	2.11.14
	C
	-
	-
	C
	-
	C
	-
	P

	APN-Configuration-Profile
	2.13.31
	M
	-
	-
	C
	C
	C
	-
	T

	Subscribed APN-AMBR
	2.13.32
	M
	-
	-
	C
	C
	C
	-
	P

	Used APN-AMBR
	2.13.32A
	-
	-
	-
	C
	-
	-
	-
	T

	ME Identity (IMEISV)
	2.13.35
	C
	-
	-
	C
	C
	C
	-
	T

	PDN Address
	2.13.39
	C
	-
	C
	C
	C
	C
	-
	T/P (see Note)

	VPLMN Address Allowed
	2.13.40
	M
	C
	-
	-
	C
	C
	-
	P

	PDN GW identity
	2.13.41
	M
	C
	-
	-
	C
	C
	-
	P

	APN in use
	2.13.44
	-
	-
	-
	C
	C
	-
	-
	T

	EPS Bearer ID
	2.13.66
	-
	-
	-
	C
	C
	-
	-
	T

	EPS Bearer QoS
	2.13.67
	-
	-
	-
	C
	C
	-
	-
	T

	EPS PDN Connection Charging Characteristics
	2.13.71
	C
	-
	-
	C
	C
	C
	-
	P

	RAT Type (Access Type)
	2.13.75
	C
	-
	C
	C
	C
	C
	-
	T

	Permanent User Identity
	2.13.79
	M
	-
	M
	M
	M
	M
	-
	P

	Mobility Capabilities
	2.13.80
	-
	-
	-
	M
	C
	C
	-
	T

	MAG IP address
	2.13.81
	-
	-
	-
	-
	-
	C
	-
	T

	Visited Network Identifier
	2.13.82
	C
	-
	-
	C
	C
	C
	-
	T

	EAP payload
	2.13.83
	-
	-
	-
	-
	-
	C
	-
	P

	MIP Subscriber profile
	2.13.86
	M
	-
	-
	M
	-
	-
	-
	P

	Uplink S5 GRE Key
	2.13.87
	-
	C
	C
	C
	-
	-
	-
	T

	Downlink S5 GRE Key
	2.13.88
	-
	-
	C
	C
	-
	-
	-
	T

	Uplink S8 GRE Key
	2.13.89
	-
	C
	C
	C
	-
	-
	-
	T

	Downlink S8 GRE Key
	2.13.90
	-
	-
	C
	C
	-
	-
	-
	T

	S2a GRE Keys
	2.13.91
	-
	-
	C
	C
	-
	-
	-
	T

	S2b GRE Keys
	2.13.92
	-
	-
	C
	C
	C
	-
	-
	T

	Mobile Node Identifier
	2.13.93
	-
	-
	C
	C
	-
	-
	-
	T

	IPv4 Default Router Address
	2.13.94
	-
	-
	C
	C
	-
	-
	-
	T

	Link-local address
	2.13.95
	-
	-
	C
	C
	-
	-
	-
	T

	Non 3GPP User Data
	2.13.96
	C
	-
	-
	-
	C
	C
	-
	

	3GPP AAA Server Identity
	2.13.97
	C
	-
	-
	C
	C
	-
	-
	T

	Selected IP mobility mode
	2.13.98
	-
	-
	-
	C
	C
	C
	-
	T

	Diameter Server Identity of HSS
	2.13.99
	-
	C
	-
	-
	-
	C
	-
	T

	Unauthenticated IMSI
	2.13.110
	-
	-
	C
	C
	-
	-
	-
	T

	PDN Connection ID
	2.13.111
	-
	-
	C
	C
	C
	-
	-
	T

	SIPTO Permission
	2.13.114
	C
	-
	-
	-
	-
	C
	-
	P

	ePDG F-TEID for S2b (control plane)
	2.13.116
	-
	-
	-
	C
	C
	-
	-
	T

	ePDG F-TEID for S2b (user plane)
	2.13.117
	-
	-
	-
	C
	C
	-
	-
	T

	PGW F-TEID for S2b (control plane)
	2.13.118
	-
	-
	-
	C
	C
	-
	-
	T

	PGW F-TEID for S2b (user plane)
	2.13.119
	-
	-
	-
	C
	C
	-
	-
	T

	Restricted RAT Types
	2.13.126
	C
	-
	-
	-
	-
	C
	-
	P

	UE Local IP Address
	2.13.129
	-
	-
	-
	-
	C
	-
	-
	T

	UE UDP Port Number
	2.13.130
	-
	-
	-
	-
	C
	-
	-
	T

	Default APN for Trusted WLAN
	2.13.139
	C
	-
	-
	-
	-
	C
	-
	P

	Access Information for Trusted WLAN
	2.13.140
	C
	-
	-
	-
	-
	C
	-
	P

	Origination Time Stamp
	2.13.149
	-
	-
	-
	C
	-
	C
	-
	T

	Emergency Indication
	2.13.155
	-
	-
	-
	-
	C
	C
	C
	T

	Emergency Info
	2.13.171
	C
	C
	-
	-
	C
	C
	-
	T

	Subscribed Charging Characteristics
	2.19.1
	M
	-
	-
	-
	C
	C
	-
	P

	Master session Key
	3.11.3. 5
	-
	-
	-
	C
	C
	C
	-
	T

	ERP-Authorization
	2.X.2
	C
	-
	-
	-
	-
	C
	-
	P

	ERP Keying Material
	2.X.3
	-
	-
	-
	-
	-
	C
	C
	T

	ERP-Realm
	2.X.4
	-
	-
	-
	-
	-
	C
	C
	P

	NOTE: 
If Static IP address allocation provisioned in the subscriber profile in the HSS is chosen, PDN address is permanent data.


For special condition of storage see in clause 2. See clause 4 for explanation of M, C, T and P in table 5.2A-2.
Table 5.2.A-3 contains additional parameter to be hold when optimised handover to 3GPP2 is supported.

Table 5.2A-3: Overview of data used for PS Network Access Mode (optimized handover to 3GPP2)
	PARAMETER
	Subclause
	HSS
	MME
	S-GW
	PDN-GW
	ePDG
	3GPP AAA server
	3GPP AAA server

Proxy
	TYPE

	Access Restriction Data
	2.4.18
	C
	C
	-
	-
	-
	-
	-
	P

	Barring of Packet Oriented Services
	2.8.2.8
	C
	C
	-
	-
	-
	-
	-
	P

	RAT Type
	2.13.75
	C
	-
	-
	-
	-
	-
	-
	T

	S101 HRPD access node IP address
	2.13.76
	-
	C
	-
	-
	-
	-
	-
	T

	S103 Forwarding Address
	2.13.77
	-
	C
	C
	-
	-
	-
	-
	T

	S103 GRE key(s)
	2.13.78
	-
	C
	C
	-
	-
	-
	-
	T


NOTE:
A UE may be simultaneously attached to EPS and have simultaneously active PDN connections or IP flows via different access systems (3GPP access and a non 3GPP access).

* * * End of Changes * * * *

