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* * * First Change * * * *

1
Scope

The present document defines a transport protocol for use in the IP multimedia (IM) Core Network (CN) subsystem based on Diameter base protocol as specified in IETF RFC 6733 [x].

The present document is applicable to: 

-
The Cx interface between the I-CSCF/S-CSCF and the HSS.

-
The Dx interface between the I-CSCF/S-CSCF and the SLF.

Whenever it is possible, this document specifies the requirements for this protocol by reference to specifications produced by the IETF within the scope of Diameter base protocol as specified in IETF RFC 6733 [x]. Where this is not possible, extensions to Diameter base protocol as specified in IETF RFC 6733 [x] are defined within this document.

* * * Next Change * * * *

2
References

The following documents contain provisions, which through reference in this text constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document. 

[1]

3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interface; signalling flows and message contents".
[2]

3GPP TS 33.210: "3G Security; Network Domain Security; IP Network Layer Security".
[3]

IETF RFC 3261: "SIP: Session Initiation Protocol".
[4]

IETF RFC 2396: "Uniform Resource Identifiers (URI): generic syntax".
[5]
Void
[6]

Void.

[7]

IETF RFC 2234: "Augmented BNF for syntax specifications".
[8]

IETF RFC 3966: "The tel URI for Telephone Numbers".
[9]

Void

[10]
Void
[11]
3GPP TS 29.329: "Sh Interface based on the Diameter protocol; protocol details".
[12]
IETF RFC 3589: "Diameter Command Codes for Third Generation Partnership Project (3GPP) Release 5".

[13]
3GPP TS 23.003: "Numbering, addressing and identification".

[14]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".

[15]
IETF RFC 4740: "Diameter Session Initiation Protocol (SIP) Application".

[16]
3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents".

[17]
IETF RFC 3327: "Session Initiation Protocol Extension Header Field for Registering Non-Adjacent Contacts".
[18]
3GPP TS 29.273: "3GPP EPS AAA interfaces".

[19]
IETF RFC 4005: "Diameter Network Access Server Application".

[20]
IETF RFC 4590: " RADIUS Extension for Digest Authentication".

[21]
IETF RFC 4960: "Stream Control Transmission Protocol".

[22]
IETF RFC 3162: "RADIUS and IPv6".
[23]
IETF RFC 7683: "Diameter Overload Indication Conveyance".
[24]
3GPP TS 23.380: "IMS Restoration Procedures".

[25]
IETF draft-holmberg-sipcore-auth-id-01: "Authorization server identity".

Editor's note: The above document cannot be formally referenced until it is published as an RFC. 
[26]
IETF RFC 7944: "Diameter Routing Message Priority".

[27]
IETF draft-ietf-dime-load-03: "Diameter Load Information Conveyance".
Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
[x]

IETF RFC 6733: "Diameter Base Protocol".
* * * Next Change * * * *

3.1
Definitions

Refer to IETF RFC 6733 [x] for the definitions of some terms used in this document.

For the purposes of the present document, the following terms and definitions apply.

Attribute-Value Pair: see IETF RFC 6733 [x], it corresponds to an Information Element in a Diameter message.
Diameter Multimedia client: a client that implements the Diameter Multimedia application. The client is one of the communicating Diameter peers that usually initiate transactions. Examples in 3GPP are the I-CSCF and S-CSCF.
Diameter Multimedia server: a server that implements the Diameter Multimedia application. A Diameter Multimedia server that also supported the NASREQ and MobileIP applications would be referred to as a Diameter server. An example of a Diameter Multimedia server in 3GPP is the HSS.

Registration: SIP-registration.
Server: SIP-server.
User data: user profile data.

* * * Next Change * * * *

4
General

The Diameter base protocol as specified in IETF RFC 6733 [x] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and event codes specified in clause 5 of this specification. Unless otherwise specified, the procedures (including error handling and unrecognised information handling) are unmodified.

* * * Next Change * * * *

5
Use of the Diameter base protocol

With the clarifications listed in the following subclauses the Diameter base protocol defined by IETF RFC 6733 [x] shall apply.

* * * Next Change * * * *

5.3
Use of sessions

Both between the I-CSCF and the HSS and between the S-CSCF and the HSS, Diameter sessions are implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client does not need to send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 6733 [x]. As a consequence, the server does not maintain any state information about this session and the client does not need to send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

* * * Next Change * * * *

5.6
Advertising Application Support

The HSS, S-CSCF and I-CSCF shall advertise support of the Diameter Multimedia Application by including the value of the application identifier (see chapter 6) in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The vendor identifier value of 3GPP (10415) and ETSI (13019) shall be included in the Supported-Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

Note: The Vendor-Id AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per IETF RFC 6733 [x].

* * * Next Change * * * *

6.1
Command-Code values

This section defines Command-Code values for this Diameter application.

Every command is defined by means of the ABNF syntax IETF RFC 2234 [7], according to the Command Code Format (CCF) specification defined in IETF RFC 6733 [x]. Whenever the definition and use of an AVP is not specified in this document, what is stated in IETF RFC 6733 [x] shall apply.
NOTE:
As the Diameter commands described in this specification have been defined based on the former specification of the Diameter base protocol, the Vendor-Specific-Application-Id AVP is still listed as a required AVP (an AVP indicated as {AVP}) in the command code format specifications defined in this specification to avoid backward compatibility issues, even if the use of this AVP has been deprecated in the new specification of the Diameter base protocol (IETF RFC 6733 [x]).
The command codes for the Cx/Dx interface application are taken from the range allocated by IANA in IETF RFC 3589 [12] as assigned in this specification. For these commands, the Application-ID field shall be set to 16777216 (application identifier of the Cx/Dx interface application, allocated by IANA).

The following Command Codes are defined in this specification:

Table 6.1.1: Command-Code values

	Command-Name
	Abbreviation
	Code
	Section

	User-Authorization-Request
	UAR
	300
	6.1.1

	User-Authorization-Answer
	UAA
	300
	6.1.2

	Server-Assignment-Request
	SAR
	301
	6.1.3

	Server-Assignment-Answer
	SAA
	301
	6.1.4

	Location-Info-Request
	LIR
	302
	6.1.5

	Location-Info-Answer
	LIA
	302
	6.1.6

	Multimedia-Auth-Request
	MAR
	303
	6.1.7

	Multimedia-Auth-Answer
	MAA
	303
	6.1.8

	Registration-Termination-Request
	RTR
	304
	6.1.9

	Registration-Termination-Answer
	RTA
	304
	6.1.10

	Push-Profile-Request
	PPR
	305
	6.1.11

	Push-Profile-Answer
	PPA
	305
	6.1.12


* * * Next Change * * * *

6.3
AVPs

The following table describes the Diameter AVPs defined by 3GPP for the Cx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415) if not otherwise indicated.

Table 6.3.1: Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Visited-Network-Identifier
	600
	6.3.1
	OctetString
	M, V
	
	
	
	No

	Public-Identity
	601
	6.3.2
	UTF8String
	M, V
	
	
	
	No

	Server-Name
	602
	6.3.3
	UTF8String
	M, V
	
	
	
	No

	Server-Capabilities
	603
	6.3.4
	Grouped
	M, V
	
	
	
	No

	Mandatory-Capability
	604
	6.3.5
	Unsigned32
	M, V
	
	
	
	No

	Optional-Capability
	605
	6.3.6
	Unsigned32
	M, V
	
	
	
	No

	User-Data
	606
	6.3.7
	OctetString
	M, V
	
	
	
	No

	SIP-Number-Auth-Items
	607
	6.3.8
	Unsigned32
	M, V
	
	
	
	No

	SIP-Authentication-Scheme
	608
	6.3.9
	UTF8String
	M, V
	
	
	
	No

	SIP-Authenticate
	609
	6.3.10
	OctetString
	M, V
	
	
	
	No

	SIP-Authorization
	610
	6.3.11
	OctetString
	M, V
	
	
	
	No

	SIP-Authentication-Context
	611
	6.3.12
	OctetString
	M, V
	
	
	
	No

	SIP-Auth-Data-Item
	612
	6.3.13
	Grouped
	M, V
	
	
	
	No

	SIP-Item-Number
	613
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	Server-Assignment-Type
	614
	6.3.15
	Enumerated
	M, V
	
	
	
	No

	Deregistration-Reason
	615
	6.3.16
	Grouped
	M, V
	
	
	
	No

	Reason-Code
	616
	6.3.17
	Enumerated
	M, V
	
	
	
	No

	Reason-Info
	617
	6.3.18
	UTF8String
	M, V
	
	
	
	No

	Charging-Information
	618
	6.3.19
	Grouped
	M, V
	
	
	
	No

	Primary-Event-Charging-Function-Name
	619
	6.3.20
	DiameterURI
	M, V
	
	
	
	No

	Secondary-Event-Charging-Function-Name
	620
	6.3.21
	DiameterURI
	M, V
	
	
	
	No

	Primary-Charging-Collection-Function-Name
	621
	6.3.22
	DiameterURI
	M, V
	
	
	
	No

	Secondary-Charging-Collection-Function-Name
	622
	6.3.23
	DiameterURI
	M, V
	
	
	
	No

	User-Authorization-Type
	623
	6.3.24
	Enumerated
	M, V
	
	
	
	No

	User-Data-Already-Available
	624
	6.3.26
	Enumerated
	M, V
	
	
	
	No

	Confidentiality-Key
	625
	6.3.27
	OctetString
	M, V
	
	
	
	No

	Integrity-Key
	626
	6.3.28
	OctetString
	M, V
	
	
	
	No

	Supported-Features
	628
	6.3.29
	Grouped
	V
	M
	
	
	No

	Feature-List-ID
	629
	6.3.30
	Unsigned32
	V
	
	
	M
	No

	Feature-List
	630
	6.3.31
	Unsigned32
	V
	
	
	M
	No

	Supported-Applications
	631
	6.3.32
	Grouped
	V
	
	
	M
	No

	Associated-Identities
	632
	6.3.33
	Grouped
	V
	
	
	M
	No

	Originating-Request
	633
	6.3.34
	Enumerated
	M,V
	
	
	
	No

	Wildcarded-Public-Identity
	634
	6.3.35
	UTF8String
	V
	
	
	M
	No

	SIP-Digest-Authenticate
	635
	6.3.36
	Grouped
	V
	
	
	M
	No

	Digest-Realm
	104

NOTE 3
	6.3.37
	UTF8String
	M
	
	
	V
	No

	Digest-Algorithm
	111

NOTE 3
	6.3.39
	UTF8String
	M
	
	
	V
	No

	Digest-QoP
	110

NOTE 3
	6.3.40
	UTF8String
	M
	
	
	V
	No

	Digest-HA1
	121

NOTE 3
	6.3.41
	UTF8String
	M
	
	
	V
	No

	UAR-Flags
	637
	6.3.44
	Unsigned32
	V
	
	
	M
	No

	Loose-Route-Indication
	638
	6.3.45
	Enumerated
	V
	
	
	M
	No

	SCSCF-Restoration-Info
	639
	6.3.46
	Grouped
	V
	
	
	M
	No

	Path
	640
	6.3.47
	OctetString
	V
	
	
	M
	No

	Contact
	641
	6.3.48
	OctetString
	V
	
	
	M
	No

	Subscription-Info
	642
	6.3.49
	Grouped
	V
	
	
	M
	No

	Call-ID-SIP-Header
	643
	6.3.49.1
	OctetString
	V
	
	
	M
	No

	From-SIP-Header
	644
	6.3.49.2
	OctetString
	V
	
	
	M
	No

	To-SIP-Header
	645
	6.3.49.3
	OctetString
	V
	
	
	M
	No

	Record-Route
	646
	6.3.49.4
	OctetString
	V
	
	
	M
	No

	Associated-Registered-Identities
	647
	6.3.50
	Grouped
	V
	
	
	M
	No

	Multiple-Registration-Indication
	648
	6.3.51
	Enumerated
	V
	
	
	M
	No

	Restoration-Info
	649
	6.3.52
	Grouped
	V
	
	
	M
	No

	Session-Priority
	650
	6.3.56
	Enumerated
	V
	
	
	M
	No

	Identity-with-Emergency-Registration
	651
	6.3.57
	Grouped
	V
	
	
	M
	No

	Priviledged-Sender-Indication
	652
	6.3.58
	Enumerated
	V
	
	
	M
	No

	LIA-Flags
	653
	6.3.59
	Unsigned32
	V
	
	
	M
	No

	OC-Supported-Features
	621
NOTE 4
	6.3.60
	Grouped
	
	
	
	M, V
	No

	OC-OLR
	623
NOTE 4
	6.3.61
	Grouped
	
	
	
	M, V
	No

	Initial-CSeq-Sequence-Number
	654
	6.3.62
	Unsigned32
	V
	
	
	M
	No

	SAR-Flags
	655
	6.3.63
	Unsigned32
	V
	
	
	M
	No

	Allowed-WAF-WWSF-Identities
	656
	6.3.64
	Grouped
	V
	
	
	M
	No

	WebRTC-Authentication-Function-Name
	657
	6.3.65
	UTF8String
	V
	
	
	M
	No

	WebRTC-Web-Server-Function-Name
	658
	6.3.66
	UTF8String
	V
	
	
	M
	No

	DRMP
	301
NOTE 5
	6.3.67
	Enumerated
	
	
	
	M, V
	No

	Load
	NOTE 6
	6.3.68
	Grouped
	
	
	
	M, V
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [x].
NOTE 1a:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.
NOTE 2:
Depending on the concrete command.
NOTE 3: 
The value of these attributes is defined in IETF RFC 4590 [20].

NOTE 4: 
The value of these attributes is defined in IETF RFC 7683 [23].
NOTE 5: 
The value of this attribute is defined in IETF RFC 7944 [26].
NOTE 6: 
The value of this attribute is defined in IETF draft-ietf-dime-load-03 [27].


* * * End of Changes * * * *

