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Introduction

CR 29.274#1710r4 (C4-163209) was agreed at CT4#73 (May 2016) to address scenarios with bearer context mismatch between EPC nodes, and specifically, bearer context mismatch between the MME/SGSN and SGW during a dedicated bearer creation procedure. This corresponds to the new clause 14 (Handling of Bearer Contexts Mismatch) of TS 29.274.


One specified requirement causes problems though as: 

· it cannot be implemented in some cases, or 

· it can result in triggering error handling in the MME, or

· it can result in sending uplink packets from a wrong S1-U/S12/S4-U/S11-U bearer to the new S5/S8 bearer being created, resulting in inappropriate QoS and charging applied to these packets.

Discussion

Subclause 14.3.2 of TS 29.274 addresses the specific scenario where a bearer context mismatch occurs between the MME/SGSN and SGW during a dedicated bearer creation. 
14.3.2
Exceptional scenarios
During a dedicated bearer creation procedure, temporary Bearer Context mismatch may occur at the SGW, e.g. due to the collision between Create Bearer Request and Modify (Access) Bearer Request messages. Applying the general requirements of subclause 14.3.1 may in such case lead to unnecessary signalling and cause extra latency. The SGW should handle such Bearer Context mismatch in an implementation specific way, but in such a way to accept the Modify (Access) Bearer Request message, not include the cause code "Context Not Found" for an unknown Bearer Context and to not locally delete the missing Bearer Context. 

During a Network Triggered Service Request procedure, which is triggered by a dedicated bearer creation procedure towards a UE in Idle mode, the MME shall include only the existing Bearer Contexts (not the new Bearer Contexts just created) in the corresponding Modify (Access) Bearer Request message. The same principle shall apply when piggybacking is used, i.e. when the Modify Bearer Request is piggybacked in the Create Bearer Response message, the MME shall include only the existing Bearer Contexts (not the new Bearer Contexts just created) in the corresponding Modify (Access) Bearer Request message. 

NOTE:
During a Network Triggered Service Request procedure, which is triggered by a dedicated bearer creation procedure towards a UE in Idle mode, bearer mismatches can be avoided by the MME sending the Create Bearer Response only after it receives the Modify Bearer Response message, however in some rare cases, the signalling can be delayed for the UE, e.g. if the Modify Bearer Response is lost. 

The problematic requirement is highlighted in yellow. 
First, it can be noted that this requirement is not needed for resolving the problem of bearer mismatch when the SGW receives the M(A)BReq before the Create Bearer Response, in the above scenario, as the MME is mandated to only include the existing bearers in the M(A)BReq (per the text highlighted in green). 

So the requirement in yellow is to address a more rare race case where the MME needs to sends a subsequent M(A)BREq, e.g. due to UE mobility to a different eNB, and the earlier CBResponse has not been received yet by the SGW. 

In this case where the M(A)BReq carrying unknown bearers than the SGW has while the SGW has a pending CBReq, per the requirement highlighted in yellow, the SGW should accept the M(A)BReq message and not include the cause code "Context Not Found" for unknown Bearer Context in the response. 
The GTP-C specification requires the M(A)BResp to contain the same list of bearer contexts and to return the S1/S4/S11-U F-TEID in each bearer context to the MME. 

Table 7.2.8-1: Information Elements in a Modify Bearer Response

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Bearer Contexts modified
	C
	EPS bearers corresponding to Bearer Contexts to be modified that were sent in Modify Bearer Request message. Several IEs with the same type and instance value may be included as necessary to represent a list of the Bearers which are modified.
	Bearer Context
	0

	Bearer Contexts marked for removal
	C
	EPS bearers corresponding to Bearer Contexts to be removed sent in the Modify Bearer Request message. Shall be included if request message contained Bearer Contexts to be removed.

For each of those bearers an IE with the same type and instance value shall be included.
	Bearer Context
	1


Table 7.2.8-2: Bearer Context modified within Modify Bearer Response

	Octets 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n
	
	

	Octets 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	
	EBI
	0

	Cause
	M
	This IE shall indicate if the bearer handling was successful, and if not, gives information on the reason.
	Cause
	0

	S1-U SGW F-TEID
	C
	This IE shall be used on the S11 interface, if the S1 interface is used, i.e. if the S11-U Tunnel flag was not set in the Modify Bearer Request. If the 'Change F-TEID support Indication' flag was set to 1 in the Modify Bearer Request and the SGW needs to change the F-TEID, the SGW shall include the new GTP-U F-TEID value. Otherwise, the SGW shall return the currently allocated GTP-U F-TEID value. See NOTE 1
	F-TEID
	0

	S12 SGW F-TEID
	C
	This IE shall be included on the S4 interface if the S12 interface is being used. If the 'Change F-TEID support Indication' flag was set to 1 in the Modify Bearer Request and the SGW needs to change the F-TEID, the SGW shall include the new GTP-U F-TEID value. Otherwise, the SGW shall return the currently allocated GTP-U F-TEID value. See NOTE 1
	F-TEID
	1

	S4-U SGW F-TEID
	C
	This IE shall be present if used on the S4 interface if the S4-U interface is being used. If the 'Change F-TEID support Indication' flag was set to 1 in the Modify Bearer Request and the SGW needs to change the F-TEID, the SGW shall include the new GTP-U F-TEID value. Otherwise, the SGW shall return the currently allocated GTP-U F-TEID value. See NOTE 1
	F-TEID
	2

	S11-U SGW F-TEID
	C
	This IE shall be present on the S11 interface if S11-U is being used, i.e. if the S11-U Tunnel flag was set in the Modify Bearer Request. If the 'Change F-TEID support Indication' flag was set to 1 in the Modify Bearer Request and the SGW needs to change the F-TEID, the SGW shall include the new GTP-U F-TEID value. Otherwise, the SGW shall return the currently allocated GTP-U F-TEID value. 
	F-TEID
	3


For unknown bearers received in the M(A)BReq, the SGW cannot know the S1/S4/S12/S11-U F-TEID. 

The SGW is not able either to determine whether these unknown bearers correspond to the pending dedicated bearer being created or not. 

So the SGW cannot properly encode the M(A)BResp: 

· Not including the unknown bearer context in the response is against the requirement to return bearer contexts in the response and would result in protocol error in the MME/SGSN.
· When there are multiple unknown bearers in the request, the SGW cannot provide the GTP-u F-TEID for these bearers in the response.

· When there is only one unknown bearer in the request, it is not safe for the SGW to assume the unknown bearer is the pending bearer being created. 

Indeed, if the MME happens to really have one more bearer than the SGW does e.g. EBI 6, and the SGW replies with the MBResp for this unknown bearer 6 with the S1-u SGW FTEID for the pending new bearer, this S1-u SGW FTEID will mismatch with the one stored in the MME for the bearer 6.  The MME behaviour is problematic then: 

· If the MME did not allow the SGW to change the GTP-U F-TEID (i.e. did not set the Change F-TEID support indication flag) in the request, the SGW is not allowed to change the GTP-u F-TEID and the MME will consider the MBResp as violating the protocol and fail the current procedure;


· If the MME did allow the SGW to change the GTP-U F-TEID (i.e. set the Change F-TEID support indication flag) in the request, the MME will update the GTP-U F-TEID for the EBI 6 with the F-TEID provided by the SGW for the new bearer being created. Then this will be colliding with the S1-u SGW FTEID for the real new bearer (say EBI 7) and may result in the problem that uplink traffic from the (S1/S12/S4/S11-U) bearer 6 is now forwarded to the new S5/S8 bearer 7 being created, also resulting in inappropriate QoS and charging being applied to these packets.

Note that UL bearer binding verification does not help to discard these packets as is not always performed, e.g. see TS 29.244 (copy of an equivalent note from stage 2)

"NOTE 2:  To avoid the PGW-U discarding packets due to no matching service data flow template, the operator can apply open PCC rules (with wildcarded SDF filters) to allow for the passage of packets that do not match any other candidate SDF template. Therefore an uplink PDR can be provisioned with the PDI containing only the local F-TEID of the uplink bearer. "

Conclusion

The requirement that an SGW should accept unknown bearers received in the M(A)BReq is not necessary to address the scenario where a M(A)BReq is received by the SGW while there is a pending CBReq (as the MME shall only include existing bearers in the M(A)BReq). This was specified to address an even more rare case when the MME would send a subsequent M(A)BReq to the SGW, e.g. due to UE mobility, while the SGW did not receive the CBResp. 

This requirement cannot be implemented by the SGW without violating existing GTP-C protocol requirements. In some cases, it cannot be implemented at all (e.g. multiple unknown bearers).

When there is only one unknown bearer context in the M(A)BREq, requiring the SGW to assume that this bearer corresponds to the bearer being created is very unsafe and risky and may result in error handling at the MME or in sending uplink packets from a wrong S1 bearer to the new S5/S8 bearer being created, with then inappropriate QoS and charging applied to these packets.

It is proposed to revert this requirement specified for this "exceptional case" and to apply instead the existing general requirement specified in TS 29.274: 

14.3
Handling of Bearer Context Mismatch

14.3.1
General
3)
When a SGW receives a Modify Bearer Request, where only one or more dedicated bearer context(s) is unknown, the SGW shall accept the Modify Bearer Request message partially and set the cause code "Context Not Found" for those unknown bearer context(s) at Bearer Context level. The PGW shall apply the same behavior if the Modify Bearer Request received at the PGW includes the Bearer Contexts to be modified IE;

Corresponding CRs have been submitted with these changes.

