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1. Introduction
At CT4 #74 meeting, CT4 has been requested by SA2 to take responsibility to study the need of Sx management procedure, and to specify the relevant Sx Node related messages if the needs are valid, via the LS (C4-164159 [1]) as quoted below:
"Need for node level Sx management messages. SA2 decided to let CT4 decide if node level management messages are needed or not, e.g. to carry any node level information which cannot be/should not be provided as part of Sx session related messages. CT4 may decide this based on the protocol selected for Sx interface and other information e.g. how to pass node level load and overload information from UP to CP function, etc. Once CT4 finalizes this aspect, CT4 is requested to inform SA2 so that SA2 can evaluate any impact to their specification."

This pCR analyses the potential requirements which leads Sx management messages necessary and propose a set of Sx Node Related messages to meet such requirements.
2. Reason for Change
2.1 Potential requirements 
We are considering the following are valid reasoning to have Sx node related procedures:

1. When F-TEID allocation is performed by the CP function, which is mandatory to be supported by the CP function and UP function, the CP function needs know the available IP resource on the UP function, e.g. IP address range or TEID partition which it can allocate F-TEID from. If events (e.g. failure) in the UP function affects the set of available IP resources, the CP function needs be aware of the IP resources taken out of service or returned to service, and vice versa (e.g. a partial failure of the CP). 
2. 
There are many optional features are specified within CUPS feature, e.g. end-marker handling, user plane data buffering in CP, whether the CP support UP allocation of F-TEID, the support of handling "D" when the UP function supports buffering, and so on. So it is required that the CP shall handshake with the selected UP about the supported optional feature, and agree on what to be used. The CP and UP functions shall also can notify a change for the supported features later after the Sx association is established. Using path management signaling such as using Echo Request/Response as it is done in GTPv2 to notify the supported feature is not proper protocol solution. 
In addition, for the bullet 1, when a UP function is shared and controlled by multiple CPs, how UP can determine how to divide its UP resource, e.g. IP address range?  And when UP is restarted, how the UP can re-distribute its UP resource.

Conclusion 1: Sx management procedure and relevant Sx Node related messages are needed. To support the case when a UP function is shared by multiple CP functions, the UP functions shall be pre-configured with the maximal number of CP function which can arrange the UP resource on this UP function. To ensure only a limited number of CPs can manage the UP resource, each of such CPs shall establish an Sx association with this UP function, i.e. setup such ownership, before it can start any Sx Session Signaling for managing the UP resource.
As discussed in the C4-166084 [2], a CP function would serve a limited area, with limited set of the UP functions inside. So such establishment of Sx Associations should be manageable and would not result in massive signalling in the network.   
2.2 Which entity should initiate the setup of Sx association between a CP and a UP

One possible approach is to let the UP function initiate Sx Setup procedure. Since:

1) the user plane function should be added or removed dynamically in the network; 

2) there are considerably much more user plane functions than the control plane functions

However, there are some drawbacks with above approach:

a. Security concerns, e.g. how to prevent the Denial of Service attack by sending infinite such Sx Setup requests from a UP function?

b. There is no authentication mechanism in place, so that the CP and UP can have mutual authentication, e.g. no mechanism is available that the CP can use to determine to accept the UP's request for setting up Sx association. 
c. There is no need to establish an Sx Association if the UP is not selected to serve any Sx Session yet.
d. Huge overhead for operator provisioning in each of such big amount of UP functions that with which CP functions it shall contact, e.g. the operator need, based on UP and CP capability determine which CP the UP should contact to. 
So it seems more reasonable for the CP function to initiate Sx association establishment towards a UP, e.g. when this UP is selected e.g. for the very first Sx session for a PDN Connection.
The selection procedure makes sure that such establishment of Sx association is necessary and selected UP function is likely capable to serve the PDN connection (e.g. for the desired UE usage type, desired APN, and so on), i.e. the CP functions must select the UP to serve at least for a PDN connection. Such selection procedure may rely on a centralized database, which is part of operator's domain and much more secure.  And there is much less provisioning for individual UPs. 
The UP function is only configured with max number of CP function which it can associated with, based on its IP resource, the establishment request will be rejected if the max number of associations have been established with other CP functions. Such Sx association is identified by CP functions Node Name (FQDN). 

If the UP has restarted, it shall not accept Sx association establishment request immediately if the request doesn't indicate it is for re-establishment from the CP functions which was controlling the UP previously.
3. Conclusions

It is proposed to discuss these potential requirements and agree on the need for new Sx node related messages.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 – 0.3.0.
5. Reference

[1] C4-164159 LS on Guidance and requests for work related to control and user plane split EPC architecture
[2] C4-166084 Pseudo-CR on the Principles of the User Plane Selection
* * * First Change * * * *

6.2.x
Sx Association Establishment procedure

6.2.x.1
General
The Sx Association establishment procedure shall be used to setup an Sx association between CP function and UP function, to enable the CP function to manage the UP resource subsequently, e.g. by establishing Sx Sessions. 
6.2.x.2
CP Function behaviour

The CP function initiates the Sx Association establishment procedure to request to setup an Sx Association towards a selected UP function for the very first Sx session intended for this UP from the CP function.
The CP function:

-
shall send the Sx Association Establishment Request message with the Node Name of the CP function. 
-
may include a list of expected optional feature on the UP function. 
Editor's Note:
Possible additions are FFS.

The CP function shall only initiate Sx Session related signalling procedures toward a UP function after it receives the Sx Association Establishment Response with a successful cause from this UP function. 
The CP function may attempt to establish an Sx Association towards another UP function among the candidates when it receives the Sx Association Establishment Response with a rejection cause.
6.2.x.3
UP Function behaviour

When the UP function receives an Sx association establishment request message it shall:

-
check if the max number of Sx associations if it is configured for the UP function is reached;

-
check if the expected optional features (if present) are supported;

-
store the Node Name of the CP function as the identifier of the Sx association if the request is accepted, and send an Sx Association Establishment Response with a successful cause, including the information about all supported optional features and available user plane resource, e.g. IP address(es) or F-TEID range;
-
otherwise, send an Sx Association Establishment Response with an appropriate error cause if the request is rejected.
Editor's Note:
Possible additions are FFS.

* * * Next Change * * * *

6.2.y
Sx Association Deletion procedure

6.2.y.1
General
The Sx Association Deletion procedure shall be used to release an existing Sx association between CP function and UP function.

Editor's Note: It is FFS what triggers Sx association deletion procedure.

6.2.y.2
CP Function behaviour

The CP function initiates the Sx Association Deletion procedure to release an existing the Sx association, all Sx sessions related to the Sx association are deleted locally. 

Editor's Note:
Possible additions are FFS.

6.2.y.3
UP Function behaviour

When the UP function receives an Sx Association Deletion request it shall:

-
delete all Sx sessions related to the Sx association locally;

-
delete the Sx association and delete the Node Name of the CP function, and send an Sx Association Deletion Response with a successful cause, including the information about all supported optional features.

Note: The UP function always accepts Sx Association Deletion Request message.
* * * Next Change * * * *

6.2.z
Sx Association Modification procedure

6.2.z.1
General
The Sx Association establishment procedure shall be used to modify an existing Sx association between CP function and UP function.

Editor's Note: It is FFS what can be modified.
6.2.z.2
CP Function behaviour

The CP function initiates the Sx Association Modification procedure to report the change of the Sx association on the CP function side. 

Editor's Note:
Possible additions are FFS.

6.2.z.3
UP Function behaviour

The UP function initiates the Sx Association Modification procedure to report the change of the Sx association on the UP function side, e.g. support of new optional features, an indication to request to release the Sx association.
Editor's Note:
Possible additions are FFS.
* * * Next Change * * * *

7.4.a
Sx Association Establishment Request

Editor's Note:
this subclause will specify the Sx Association Establishment Request message.

* * * Next Change * * * *

7.4.b
Sx Association Establishment Response
Editor's Note:
this subclause will specify the Sx Association Establishment Response message.
* * * Next Change * * * *

7.4.c
Sx Association Modification Request

Editor's Note:
this subclause will specify the Sx Association Modification Request message.

* * * Next Change * * * *

7.4.d
Sx Association Modification Response
Editor's Note:
this subclause will specify the Sx Association Modification Response message.

* * * Next Change * * * *

7.4.e
Sx Association Deletion Request

Editor's Note:
this subclause will specify the Sx Association Deletion Request message.

* * * Next Change * * * *

7.4.f
Sx Association Deletion Response
Editor's Note:
this subclause will specify the Sx Association Deletion Response message.
* * * End of Changes * * * *

