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1. Introduction
Subclause 4.3.1 of 3GPP TS 23.214 requires support of the forwarding and sending of GTP-U End Marker messages. 
	Main functionality
	Sub-functionality
	SGW
	PGW
	TDF

	C. Support for UE mobility
	1. Forwarding of "end marker" (as long as user plane to source eNB exists)
	X
	
	

	
	2. Sending of "end marker" after switching the path to target node 
	X
	X
	


The Sx protocol extensions to support these functionalities need to be defined.

2. Reason for Change
The forwarding of "end marker" packets (received from a PGW-U by an SGW-U) can be supported without specific Sx protocol extensions. The SGW-U removes the GTP-U header and creates a new GTP-U header with the downstream F-TEID provisioned in the Outer Header Creation IE of the FAR. 
The stage 2 requirements for sending End Marker messages are further specified in subclause 5.8 of 3GPP TS 23.214. The construction of the End Marker message may either be done in the CP function or UP function, based on network configuration. 
1) UP function constructing the "end marker" packets 

The CP function requests the UP function to construct and send "end marker" packets by sending an Sx Session Modification request message including the new F-TEID-u of the downstream node (e.g. NodeB or SGW) and including an instruction to the UP function to construct and send end marker packets on the old path (i.e. towards the old F-TEID) prior to switching to the new F-TEID. 
Table 7.5-1: Attributes within Forwarding Action Rule

	Attribute
	Description
	Comment
	Applicability

	
	
	
	SGW


	PDN GW
	TDF

	…
	
	
	
	
	

	Send end marker packet(s)
	Instructs the UP function to construct end marker packet(s) and send them out as described in clause 5.8.1.
	This parameter should be sent together with the "out header creation" parameter of the new F-TEID-u.
	X
	X
	

	…
	
	
	
	
	


2) CP function constructing the "end marker" packets 

Per subclause 5.8.2 of TS 23.214, the CP function shall indicate the UP function to switch the downstream path(s) by sending an Sx Session Modification request message (new downstream F-TEID). After sending the last PDU on the old path, the UP function shall replace the old F-TEID with the new one and responds with an Sx Session Modification response message to acknowledge the success of path switch.

When the path switch is finished, the CP function constructs the end marker packet(s) and sends it to the UP function. The UP function then forwards the packet(s) to the source eNodeB/Node B or SGW.
The following solution is proposed to implement the above requirements:

Principles:

-
the CP function constructs the GTP-U End Marker packets, with the destination IP address and TEID set according to the old F-TEID value, and with a source IP address set according to the UP function's F-TEID value (e.g. S1/Iu SGW F-TEID).

-
the CP function encapsulate the GTP-U End Marker packets themselves in GTP-U packets according to the principles agreed for data forwarding between the CP function and the UP function;

-
the UP function performs one GTP-U decapsulation and forward the (inner) GTP-U End Marker packets to the destination IP address of these packets (as set by the CP function). 
-
one specific Sx-u tunnel is set up per the UP function for forwarding the End Marker packets. The PDR/FAR associated to this Sx-u tunnel requires the UP function to perform a single GTP-U decapsulation and to forward the (inner) GTP-U End Marker packets without any further change.

Note that the Sx-u tunnels, per bearer of PDN connections, used for 

-
Forwarding of user-plane packets between the UE and the CP function (PGW) – scenario 1 of subclause 5.3.1,

-
Forwarding of packets subject to buffering in the CP function (SGW) – scenario 3 of subbclause 5.3.1,

cannot be reused for forwarding the End Marker packets because the UP function behaviour is different for End Marker packets compared to regular user plane payloads:
-
a double GTP-u decapsulation may be required to be performed for G-PDUs received from the CP function (for DL data buffering in CP function, when the entire S5/S8 GTP-U packets need to be buffered in the CP function), whereas a single GTP-U decapsulation is required to be performed for the End Markers in this approach;

-
an outer header creation is required for sending a regular user plane payload, while it would not be required for End Marker packets in the solution proposed here;

-
QER and URR may need to be applied to regular user plane payloads, where this shall not be used for sending End Markers, e.g. to ensure the End Marker packets are delivered to the downstream node.

The solution above presents the following advantages:

-
It does not require any specific UP function support for the sending of End Marker packets, which is understood to be the original intention of defining an option to construct these packets in the CP function;

-
It enables the CP function to modify the FAR associated to the Sx-u PDRs established per bearer of PDN connection for the scenario 1 and scenario 3 with the new downstream F-TEID in the same Sx Session Modification Request message as the one used for modifying the FARs associated with the S5/S8 or SGi PDRs).
-
the solution ensures the End Marker packets are processed as they need to be in the UP function, and with a behaviour which can be different from the UP function processing required for sending regular user plane packets.

3. Conclusions
It is proposed to specify the Sx protocol extensions: 

1.  to support the construction and sending of GTP-U End Marker packets by the UP function, according to the aforementioned principles.

2. to document how to support the construction and sending of GTP-U End Marker packets by the CP function according to the proposed solution.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v0.3.0.
* * * First Change * * * *

5.3
Data Forwarding between the CP and UP functions

5.3.1
General

Forwarding of user plane data between the CP and UP functions may take place as part of the following scenarios (see 3GPP TS 23.214 [2]).

Table 5.3.1-1: Data forwarding scenarios between the CP and UP functions

	
	Scenario description
	Data forwarding direction
	Applicable to

	1
	Forwarding of user-plane packets between the UE and the CP function 
	UP to CP function

CP to UP function
	PGW

	2
	Forwarding of packets between the CP function and the external PDN / SGi 
	UP to CP function

CP to UP function
	PGW

	3
	Forwarding of packets subject to buffering in the CP function
	UP to CP function

CP to UP function
	SGW

	4
	Forwarding of End Marker Packets constructed by the CP function to a downstream node
	CP to UP function
	SGW, PGW


Editor's note:
Forwarding of user-plane packets between the UP function and the CP function may also take place for lawful interception (pending SA2/SA3 requirements) and restoration scenarios (pending CT4 conclusions on the restoration study).


User plane packets shall be forwarded between the CP and UP functions by encapsulating the user plane packets using  GTP-U encapsulation (see 3GPP TS 29.281 [3]). 

For forwarding data from the UP function to the CP function, the CP function shall configure PDR(s) per Sx session context, with the PDI identifying the user plane traffic to forward to the CP function and with a FAR set with the Destination Interface  "CP function side" and set to perform GTP-U encapsulation and to forward the packets to a GTP-u F-TEID uniquely assigned in the CP function per Sx session and PDR. The CP function shall then identify the PDN connection and the bearer to which the forwarded data belongs by the F-TEID in the header of the encapsulating GTP-U packet.

For forwarding data from the CP function to the UP function, the CP function shall configure one or more PDR(s) per Sx session context, with the PDI set with the Source Interface "CP function side" and identifying the GTP-u F-TEID uniquely assigned in the UP function per PDR, and with a FAR set to perform GTP-U decapsulation and to forward the packets to the intended destination. URRs and QERs may also be configured.

Sx session contexts may correspond to individual PDN connections, TDF sessions, or standalone sessions not tied to any PDN connection or TDF session used e.g. for forwarding RADIUS, Diameter or DHCP signalling between the PGW-C and the PDN or for forwarding End Marker packets from the PGW-C or SGW-C to a downstream SGW-U or eNodeB. 

The CP function may establish one Sx-u tunnel per:

-
 bearer of PDN connection e.g. for the data forwarding scenarios 1 and 3;

-
 UP function or PDN e.g. for the data forwarding scenario 2 and 4.

5.3.x
Sending of End Marker packets 
The construction of End Marker packets may either be done in the CP function or UP function, based on network configuration, as specified in subclause 5.8 of 3GPP TS 23.214 [2].
For End Marker packets constructed in the UP function, the CP function shall request the UP function to construct and send End Marker packets by sending a Session Modification Request including FAR(s) with the new downstream F-TEID and with the SNDEM (Send End Marker Packets) flag set. 
Editor's Note: It is FFS whether the construction of End Marker packets in the UP function is optional to support for the UP function, and thus whether a new feature flag should be defined.
For End Marker packets constructed in the CP function, the CP function shall:
-
establish (once) one standalone Sx session not tied to any PDN connection, per the UP function, for forwarding End Marker packets, and provision the UP function to perform one GTP-U decapsulation and to forward the resulting packets without any further change towards the destination IP address of these packets;

-
construct the GTP-U End Marker packets, with the destination IP address and TEID set according to the old F-TEID value, and with a source IP address set according to the UP function's F-TEID value (e.g. S1 or Iu SGW F-TEID);
-
encapsulate the constructed GTP-U End Marker packets in GTP-U packets according to the principles specified in subclause 5.3.1 for data forwarding between the CP function and the UP function, and send them towards the F-TEID assigned in the UP function for the above Sx session, after receipt of the Sx Session Modification Response indicating that the UP function has switched to a new F-TEID.
Upon receipt of an Sx Session Modification Request modifying the F-TEID in the Outer Header Creation of a FAR, the UP function shall send the Response message only after having switched to the new F-TEID.
* * * Next Change * * * *

7.5.4
Sx Session Modification Request 

The Sx Session Modification Request is used over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to modify the Sx session.

Table 7.5.4-1: Information Elements in a Sx Session Modification Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	
	X
	X
	X
	

	Remove PDR
	C
	This IE when present may contain one ore more PDR Rules which are requested to be removed. See Table 7.5.4-8.
	X
	X
	X
	Remove PDR

	Remove FAR
	C
	This IE when present may contain one or more FAR Rules which are requested to be removed. See Table 7.5.4-9.
	X
	X
	X
	Remove FAR

	Remove URR
	C
	This IE when present may contain one or more URR Rules which are requested to be removed. See Table 7.5.4-10.
	X
	X
	X
	Remove URR

	Remove QER
	C
	This IE when present may contain one or more QER Rules which are requested to be removed. See Table 7.5.4-11.
	-
	X
	X
	Remove QER

	Create PDR
	C
	PDRs which need to be created. 

See Table 7.5.2-2.
	X
	X
	X
	Create PDR

	Create FAR
	C
	FARs which need to be created. 

See Table 7.5.2-4.
	X
	X
	X
	Create FAR

	Create URR
	C
	URRs which need to be created. 

See Table 7.5.2-7.
	X
	X
	X
	Create URR

	Create QER
	C
	QERs which need to be created. 

See Table 7.5.2-8.
	-
	X
	X
	Create QER

	Update PDR
	C
	PDRs which need to be modified. 

See Table 7.5.4-2.
	X
	X
	X
	Update PDR

	Update FAR
	C
	FARs which need to be modified. 

See Table 7.5.4-3.
	X
	X
	X
	Update FAR

	Update URR
	C
	This IE shall be present if URR(s) previously created for the Sx session need to be modified.

Several IEs within the same IE type may be present to represent a list of modified URRs. Previously URRs that are not modified shall not be included.See Table 7.5.4-6.
	X
	X
	X
	Update URR

	Update QER
	C
	This IE shall be present if QER(s) previously created for the Sx session  need to be modified. 

Several IEs within the same IE type may be present to represent a list of modified QERs. 

Previously created QERs that are not modified shall not be included.
See Table 7.5.4-7.
	-
	X
	X
	Update QER


Editor’s note: 
additional and conditions of IEs are FFS.
Editor’s note: 
The modification procedure it is assumed that only the delta changes are provided, it need to be clarified how to perform change of values, add new values and cancel values..

Editor’s note: 
It needs to be decided how to structure the session ID. 
It needs to be decided if Session ID should be moved to the message header.
It is FFS how the UP and CP identifying uniquely a session.
Table 7.5.4-2: Update PDR IE within Sx Session Modification Request
	Octet 1 and 2
	
	Update PDR IE Type = 9 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	
	X
	X
	X
	

	Precedence
	C
	This IE shall be present if there is a change in the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet.
	
	
	
	

	PDI
	C
	This IE shall be present if there is a change within the PDI against which incoming packets will be matched. When present, this IE shall replace the PDI previously stored in the UP function for this PDR. See Table 7.5.2-3.
	X
	X
	X
	PDI

	FAR ID 
	
	If present, this IE shall contain the FAR IDs to be associated to the PDR which are new.
	X
	X
	X
	FAR ID

	URR ID 
	
	This IE shall be present if a measurement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contains the list of all the URR IDs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	
	This IE shall be present if a QoS enforcement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contain the list of all the QER IDs to be associated to the PDR.
	-
	X
	X
	QER ID

	Application start/Stop Notification 
	C
	This IE shall be present if the CP function requests a change in the UP function to report an application start and stop. 
	-
	X
	X
	Application Notification


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-3: Update FAR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update FAR IE Type = 10 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	If present, this IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	X
	X
	X
	FAR ID

	Apply Action
	
	
	
	
	
	Apply Action

	Updated Forwarding parameters
	C
	See table 7.5.4-4.
	X
	X
	X
	Update Forwarding Parameters

	Updated Buffering parameters
	C
	See Table 7.5.4-5.
	X
	X
	X
	Update Buffering Parameters


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-4: Updated Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Forwarding Parameters IE Type = 11 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	C
	This IE shall only be provided if it is changed.
	X
	X
	X
	Destination Interface

	Precedence
	C
	This IE shall only be provided if it is changed
	
	
	
	

	PDN instance
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Redirect Information
	C
	This IE shall be present if the instructions regarding the redirection of traffic by the UP function need to be modified.See 8.2.x.
	-
	X
	X
	Redirect Information

	Outer header removal 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Outer eader creation 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Outer header marking 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Forwarding policy 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Container for header enrichment
	C
	This IE shall only be provided if it is changed
	
	
	
	

	SxSMReq-Flags
	C
	This IE shall be included if at least one of the flags is set to 1. 

· SNDEM (Send End Marker Packets): this IE shall be present if the CP function modifies the F-TEID of the downstream node in the Outer Header Creation IE and the CP function requests the UP function to construct and send GTP-U End Marker messages towards the old F-TEID of the downstream node. 
	X
	X
	-
	SxSMReq-Flags


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-5: Update Buffering Parameters IE in FAR 
	Octet 1 and 2
	
	Update Buffering Parameters IE Type = 12 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-6: Update URR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update URR IE Type = 13 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	X
	X
	X
	URR ID

	Volume Threshold
	C
	This IE shall be present if the Volume Threshold needs to be modified. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR.
	-
	X
	X
	Volume Threshold

	Time Threshold
	C
	This IE shall be present if the Time Threshold needs to be modified. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR.
	-
	X
	X
	Time Threshold

	Monitoring Time
	C
	This IE shall be present if the Monitoring Time needs to be modified. When present, this IE shall contain the time at which the UP function shall re-apply the volume or time threshold. 
	-
	X
	X
	Monitoring Time

	Subsequent Volume Threshold
	C
	This IE shall be present if the Subsequent Volume Threshold needs to be modified. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Volume Threshold

	Subsequent Time Threshold
	C
	This IE shall be present if the Subsequent Time Threshold needs to be modified. When present, it shall indicate the time usage value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Time Threshold

	Inactivity Detection Time
	C
	This IE shall be present if the Time Threshold IE has been provided to the UP function and the Inactivity Detection Time needs to be modified. When present, it shall indicate the duration of the inactivity period after which time measurement needs to be suspended when no packets are received during this inactivity period. 
	-
	X
	X
	Inactivity Detection Time

	Reporting Triggers
	C
	This IE shall be present if the Reporting Triggers need to be modified. When present, this IE shall indicate the trigger(s) for reporting network resources usage to the CP function.
	-
	X
	X
	Reporting Triggers


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-7: Update QER IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update QER IE Type = 14 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	-
	X
	X
	QER ID

	Precedence
	
	See NOTE 1.
	
	
	
	

	QER Correlation ID
	C
	This IE shall be present if the QER correlation ID in this QER needs to be modified.

See NOTE 1.
	-
	X
	-
	QER Correlation ID

	Gate Status
	C
	This IE shall be present if the Gate Status needs to be modified. When present, it shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
See NOTE 1.
	-
	X
	X
	Gate Status

	Maximum bitrate
	C
	This IE shall be present if an MBR enforcement action applied to packets matching this PDR need to be modified. 

When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;
-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	MBR

	Guaranteed bitrate
	C
	This IE shall be present if a GBR authorization to packets matching this PDR needs to be modified. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the bearer GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	GBR

	Transport level marking
	C
	This IE shall be set if DL DSCP marking for packets matching the PDR needs to be modified.
See NOTE 1.
	-
	-
	X
	DL Transport Level Marking

	Extension Header
	
	See NOTE 1.
	
	
	
	

	NOTE 1:
The IEs which do not need to be modified shall not be included in the Update QER IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update QER IE.


Editor’s note: additional IEs and conditions of IEs are FFS.
Editor’s note:
It is FFS how to encode the Update QER IE to stop applying some QoS enforcement action in the UP function.
Table 7.5.4-8: Remove PDR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove PDR IE Type = 15 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	Identifies the PDRs to be deleted.


	X
	X
	X
	PDR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-9: Remove FAR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove FAR IE Type = 16 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	Identifies the FARs to be deleted.
	X
	X
	
	FAR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-10: Remove URR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove URR IE Type = 17 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	Identifies the URRs to be deleted.
	X
	X
	X
	URR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-11: Remove QER IE Sx Session Modification Request 

	Octet 1 and 2
	
	Remove QER IE Type = 18 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	QER ID
	M
	Identifies the QERs to be deleted.
	-
	X
	X
	QER ID


Editor’s note: IEs and conditions of IEs are FFS.
* * * Next Change * * * *

8.2.x
SxSMReq-Flags
The SxSMReq-Flags IE indicates flags applicable to the Sx Session Modification Request message. It is coded as depicted in Figure 8.2.x-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n 
	

	
	5
	Spare
	SNDEM
	
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: SxSMReq-Flags
The following bits within Octet 5 shall indicate:

-
Bit 2 to 8 – Spare, for future use, shall be set to zero by the sender and discarded by the receiver.

· Bit 1 – SNDEM (Send End Marker Packets): if this bit is set to 1, it indicates that the UP function shall construct and send End Marker packets towards the old F-TEID of the downstream node when switching to the new F-TEID.
* * * End of Changes * * * *

