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1. Introduction

In many 3GPP TS's, the procedure to define a bit mask AVP has been traditionally done as follows:
- Define an AVP with type Unsigned32, or Unsigned64

- Include a table, where the left-most column indicates a bit number order (typically starting with bit-0, bit-1, and so on…), and a right column with a description of the bit, and its meaning when it is set or cleared

Example (from 3GPP TS 29.273):

5.2.3.20
DER-Flags

The DER-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as defined in table 5.2.3.20/1:
Table 5.2.3.20/1: DER-Flags

	Bit
	Name
	Description

	0
	NSWO-Capability-Indication
	This bit, when set, indicates to the 3GPP AAA proxy/server that the TWAN supports non-seamless WLAN offload service (see clause 16 of 3GPP TS 23.402 [3]).

	1
	TWAN-S2a-Connectivity-Indicator
	This bit is only applicable to the TWAN authentication and authorization procedure, when authorizing the SCM for EPC access. 

When set, it indicates to the 3GPP AAA Server that the TWAN has completed the necessary S2a network connectivity actions, and the 3GPP AAA Sever can finalize the EAP conversation by sending a final EAP ‘Success’ or ‘Failure’ response to the TWAN.

	2
	IMEI-Check-Required-In-VPLMN
	This bit is only applicable to the TWAN authentication and authorization procedure, when the UE and the network support Mobile Equipment Identity signalling over trusted WLAN. 

When set, it indicates to the 3GPP AAA Server that the 3GPP AAA Server shall retrieve the IMEI(SV) from the UE and return it to the VPLMN with the IMEI-Check-Request-In-VPLMN bit set in the DEA-Flags. 

	3
	IMEI-Check-Request-In-VPLMN
	This bit is only applicable to the TWAN authentication and authorization procedure, when the UE and the network support Mobile Equipment Identity signalling over trusted WLAN. 

When set, it indicates that the 3GPP AAA Proxy shall perform the IMEI(SV) check in the VPLMN and send the IMEI check result to the 3GPP AAA Server. 


Unfortunately, this description alone is not enough to uniquely encode the bit mask, since it is not said which bit is actually bit-0, bit-1, etc… Bit-0 could refer, in principle, to the Most Significant Bit (MSB) or to the Least Significant Bit (LSB) of the 32 bits that compose the Unsigned32 AVP.

Therefore, if for example, NSWO-Capability-Indication (Bit-0) needs to be set in DER-Flags, the AVP could be encoded as:

- 0x80000000 (if Bit-0 = MSB), or
- 0x00000001 (if Bit-0 = LSB)

Note that this issue is not directly related to the concept of endianness (big endian vs. little endian). All data in Diameter protocol is sent in "network byte order", or "big endian". The problem here is just a naming convention for Bit-0, Bit-1, etc… Note that this problem does not occur in other IETF RFCs defining bit masks, because they usually define them as 0x00000001, 0x00000002… (see for example, IETF RFC 5447, for the definition of MIP6-Feature-Vector), instead of talking about Bit-0, Bit-1, etc…
2. Discussion
So, which one of the 2 approaches above is right?

First, and foremost, IETF RFC 3588 / 6733 (Diameter Base Protocol) should be used as main reference, for obvious reasons. In absence of any other indication, the same approach used in those RFCs should be the default interpretation for the bit ordering. Then, in IETF RFC 6733, we can see:

3.  Diameter Header
   A summary of the Diameter header format is shown below.  The fields

   are transmitted in network byte order.

       0                   1                   2                   3

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |    Version    |                 Message Length                |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      | Command Flags |                  Command Code                 |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                         Application-ID                        |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                      Hop-by-Hop Identifier                    |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                      End-to-End Identifier                    |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |  AVPs ...

      +-+-+-+-+-+-+-+-+-+-+-+-+-

This shows that Bit-0 is the MSB, and Bit-31 is the LSB. Similarly:

4.1.  AVP Header
   The fields in the AVP header MUST be sent in network byte order.  The

   format of the header is:

       0                   1                   2                   3

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                           AVP Code                            |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |V M P r r r r r|                  AVP Length                   |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                        Vendor-ID (opt)                        |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |    Data ...

      +-+-+-+-+-+-+-+-+

Again, it follows the same "Bit-0 = MSB" approach. Finally, a general rule for applicability to all IETF RFCs can be found in IETF RFC 1166:

   Whenever an octet represents a numeric quantity the left most bit in

   the diagram is the high order or most significant bit.  That is, the

   bit labeled 0 is the most significant bit.  For example, the

   following diagram represents the value 170 (decimal).

                               0 1 2 3 4 5 6 7

                              +-+-+-+-+-+-+-+-+

                              |1 0 1 0 1 0 1 0|

                              +-+-+-+-+-+-+-+-+

                              Significance of Bits

So, it seems clear that in absence of any other indication in the 3GPP spec, the correct interpretation should be Bit-0 = MSB.
However, back in 2009 (starting with Rel-8 onwards), a different interpretation was added to some 3GPP TS's, but not to all of them. For example, 3GPP TS 29.272 says:

"For all AVPs which contain bit masks and are of the type Unsigned32, e.g., ULR-Flags, DSR-Flags, PUA-Flags, etc., bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 should be used."

A similar paragraph can be found in 3GPP TS 29.212.

Some TS's that do NOT contain any indication about bit ordering, are: TS 29.229 (Cx), TS 29.329 (Sh), TS 29.273 (AAA), TS 29.172 (SLg), TS 29.173 (SLh)…

3. Way forward

There are basically 2 main options:

a) Do nothing, and leave the TS's as they are. In such case, any dispute concerning the encoding of Unsigned32 bit masks, should be resolved with the understanding that the correct encoding is Bit-0 = MSB, unless the specific 3GPP TS indicates a different interpretation for the bit ordering. In this case, different protocols will use different encoding for Unsigned32 bit masks.
b) Systematically update all 3GPP Diameter TS's, provided that there is full consensus in CT4 on that the desired approach is to have a uniform way of encoding Unsigned32 bit masks, following the same behavior as the one defined in TS 29.272 (Bit-0 = LSB).
The authors of this paper welcome input from CT4 to determine a preferred approach to address this issue.
