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Editor's note:
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Editor's note:
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* * * Next Change * * * *

4.2.2.1.2
Diameter-EAP-Answer (DEA) Command

The Diameter-EAP-Answer (DEA) command, indicated by the Command-Code field set to 268 and the ‘R’ bit cleared in the Command Flags field, is sent from a 3GPP AAA Server to a trusted non-3GPP access network NAS. 
< Diameter-EAP-Answer > ::=

< Diameter Header: 268, PXY >

< Session-Id >
[ DRMP ]
{ Auth-Application-Id }
{ Result-Code }
[ Experimental-Result ]

{ Origin-Host }
{ Origin-Realm }

{ Auth-Request-Type }

[ EAP-Payload ]
[ User-Name ]
[ Session-Timeout ]
[ Accounting-Interim-Interval ]
[ EAP-Master-Session-Key ]

*[ Redirect-Host ]

[ AN-Trusted ]

*[ Supported-Features ]
[Mobile-Node-Identifier]
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
…
*[ AVP ]

* * * Next Change * * * *

5.2.2.1.2
Diameter-EAP-Answer (DEA) Command

The Diameter-EAP-Answer (DEA) command, indicated by the Command-Code field set to 268 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server to a non-3GPP access network NAS. The ABNF is re-used from the IETF RFC 5779 [2]. The ABNF also contains AVPs that are reused from IETF RFC 4072 [5].
< Diameter-EAP-Answer > ::=
< Diameter Header: 268, PXY, 16777250 >

< Session-Id >
[ DRMP ]
{ Auth-Application-Id }
{ Result-Code }
[ Experimental-Result ]
{ Origin-Host }
{ Origin-Realm }

{ Auth-Request-Type }

[ EAP-Payload ]
[ User-Name ]
[ Session-Timeout ]
[ Accounting-Interim-Interval ]
[ EAP-Master-Session-Key ]

[ Context-Identifier ]

[ APN-OI-Replacement ]
*[ APN-Configuration ]

[MIP6-Agent-Info ]
[ MIP6-Feature-Vector ]

[ Mobile-Node-Identifier ]
[ 3GPP-Charging-Characteristics ]

[ AMBR ]
*[ Redirect-Host ]
[ AN-Trusted ]
[ Trace-Info ]

[ Subscription-ID ]
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
*[ Supported-Features ]

[ MIP-FA-RK ]

[ MIP-FA-RK-SPI ]

[ NSWO-Authorization ] 
[ DEA-Flags ] 
[ TWAN-Connection-Mode ]
[ TWAN-Connectivity-Parameters ]
[ WLCP-Key ]

[ Terminal-Information ]
…

*[ AVP ]
* * * Next Change * * * *

5.2.2.2.4
Session-Termination-Answer (STA) Command

The Session-Termination-Answer (STA) command, indicated by the Command-Code field set to 275 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to a trusted non-3GPP access network. The Command Code value and ABNF are re-used from the IETF RFC 3588 [7] Session-Termination-Answer command.
   <Session-Termination-Answer> ::=
< Diameter Header: 275, PXY, 16777250 >

< Session-Id >
[ DRMP ]
{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
*[ AVP ]

* * * Next Change * * * *

5.2.2.3.4
AA-Answer (AAA) Command
The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to a Trusted Non-3GPP access network. The ABNF is re-used from IETF RFC 4005 [4], adding AVPs from IETF RFC 5779 [2].
< AA-Answer > ::=



< Diameter Header: 265, PXY, 16777250 >

< Session-Id >
[ DRMP ]
{ Auth-Application-Id }
{ Auth-Request-Type }
{ Result-Code }

[ Experimental-Result ]

{ Origin-Host }
{ Origin-Realm }

[ Session-Timeout ]
[ Accounting-Interim-Interval ]

[ Context-Identifier ]

 [ APN-OI-Replacement ]
*[ APN-Configuration ]
[ 3GPP-Charging-Characteristics ]
[ Trace-Info ]

[ Subscription-ID ]
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
…
*[ AVP ]

* * * Next Change * * * *

5.2.2.4.2
Session-Termination-Answer (STA) Command

The Session-Termination-Answer (STA) command, indicated by the Command-Code field set to 275 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA server to a non-3GPP access network. The Command Code value and ABNF are re-used from the IETF RFC 3588 [7] Session-Termination-Answer command.
   <Session-Termination-Answer> ::=
< Diameter Header: 275, PXY, 16777250 >

< Session-Id >
[ DRMP ]
{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
*[ AVP ]
* * * Next Change * * * *

5.2.3.1
General
The following table describes the Diameter AVPs defined for the STa interface protocol in NBM mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 5.2.3.1/1: Diameter STa AVPs
	
	AVP Flag rules

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not

	MIP6-Feature-Vector
	124
	5.2.3.3
	Unsigned64
	M
	
	
	V,P

	QoS-Capability
	578
	5.2.3.4
	Grouped
	M
	
	
	V,P

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	
	
	V,P

	RAT-Type
	1032
	5.2.3.6
	Enumerated
	M,V
	
	
	P

	ANID
	1504
	5.2.3.7
	UTF8String
	M,V
	
	
	P

	AN-Trusted
	1503
	5.2.3.9
	Enumerated
	M,V
	
	
	P

	MIP-FA-RK
	1506
	5.2.3.12
	OctetString
	M,V
	
	
	P

	MIP-FA-RK-SPI
	1507
	5.2.3.13
	Unsigned32
	M,V
	
	
	P

	Full-Network-Name
	1516
	5.2.3.14
	OctetString
	V
	
	
	M,P

	Short-Network-Name
	1517
	5.2.3.15
	OctetString
	V
	
	
	M,P

	WLAN-Identifier
	1509
	5.2.3.18
	Grouped
	V
	
	
	M,P

	Mobile-Node-Identifier
	506
	5.2.3.2
	UTF8String
	M
	
	
	V,P

	Transport-Access-Type
	1519
	5.2.3.19
	Enumerated
	V
	
	
	M,P

	APN-Configuration
	1430
	8.2.3.7
	Grouped
	M,V
	
	
	P

	Visited-Network-Identifier
	600
	9.2.3.1.2
	OctetString
	M,V
	
	
	P

	DER-Flags
	1520
	5.2.3.20
	Unsigned32
	V
	
	
	M,P

	DEA-Flags
	1521
	5.2.3.21
	Unsigned32
	V
	
	
	M,P

	SSID
	1524
	5.2.3.22
	UTF8String
	V
	
	
	M,P

	HESSID
	1525
	5.2.3.23
	UTF8String
	V
	
	
	M,P

	Access-Network-Info
	1526
	5.2.3.24
	Grouped
	V
	
	
	M,P

	TWAN-Connection-Mode
	1527
	5.2.3.25
	Unsigned32
	V
	
	
	M,P

	TWAN-Connectivity-Parameters
	1528
	5.2.3.26
	Grouped
	V
	
	
	M,P

	Connectivity-Flags
	1529
	5.2.3.27
	Unsigned32
	V
	
	
	M,P

	TWAN-PCO
	1530
	5.2.3.28
	OctetString
	V
	
	
	M,P

	TWAG-CP-Address
	1531
	5.2.3.29
	Address
	V
	
	
	M,P

	TWAG-UP-Address
	1532
	5.2.3.30
	UTF8String
	V
	
	
	M,P

	TWAN-S2a-Failure-Cause
	1533
	5.2.3.31
	Unsigned32
	V
	
	
	M,P

	SM-Back-Off-Timer
	1534
	5.2.3.32
	Unsigned32
	V
	
	
	M,P

	WLCP-Key
	1535
	5.2.3.33
	OctetString
	V
	
	
	M,P

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table describes the Diameter AVPs re-used by the STa interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within STa. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. 

Table 5.2.3.1/2: STa re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Accounting-Interim-Interval
	IETF RFC 3588 [7]
	
	

	Auth-Request-Type
	IETF RFC 3588 [7]
	
	

	Calling-Station-Id
	IETF RFC 4005 [4]
	
	

	Subscription-ID
	IETF RFC 4006 [20]
	
	Must not set

	EAP-Master-Session-Key
	IETF RFC 4072 [5]
	
	

	EAP-Payload
	IETF RFC 4072 [5]
	
	

	RAT-Type
	3GPP TS 29.212 [23]
	
	

	Re-Auth-Request-Type
	IETF RFC 3588 [7]
	
	

	Session-Timeout
	IETF RFC 3588 [7]
	
	

	User-Name
	IETF RFC 3588 [7]
	
	

	Terminal-Information
	3GPP TS 29.272 [29]
	
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	
	

	Supported-Features

	3GPP TS 29.229 [24]
	
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	See section 5.2.3.10
	

	Feature-List

	3GPP TS 29.229 [24]
	See section 5.2.3.11
	

	BSSID
	3GPP TS 32.299 [30]
	
	

	Location-Information
	IETF RFC 5580 [46]
	
	

	Location-Data
	IETF RFC 5580 [46]
	
	

	Operator-Name
	IETF RFC 5580 [46]
	
	

	Logical-Access-ID
	ETSI TS 283 034 [48]
	
	

	Local-Time-Zone
	3GPP TS 29.272 [29]
	
	

	PDN-Type
	3GPP TS 29.272 [29]
	
	

	Served-Party-IP-Address
	3GPP TS 32.299 [30]
	
	

	OC-Supported-Features
	IETF RFC 7683 [47]
	See section 8.2.3.22
	

	OC-OLR
	IETF RFC 7683 [47]
	See section 8.2.3.23
	

	DRMP
	IETF draft-ietf-dime-drmp-02 [53]
	See section 8.2.3.25
	Must not set

	Load
	IETF draft-ietf-dime-load-03 [xx]
	See section 8.2.3.yy
	Must not set

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


Only those AVP initially defined in this reference point or AVP with values initially defined in this reference point and for this procedure are described in the following subchapters.

* * * Next Change * * * *

7.2.2.1.2
Diameter-EAP-Answer (DEA) Command

The Diameter-EAP-Answer (DER) command, indicated by the Command-Code field set to 268 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to the ePDG. The ABNF is based on the one in IETF RFC 5779 [2].

< Diameter-EAP-Answer > ::=
< Diameter Header: 268, PXY, 16777264>

< Session-Id >
[ DRMP ]
{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ EAP-Payload ]
[ User-Name ]

[ EAP-Master-Session-Key ]
[ APN-OI-Replacement ]

[ APN-Configuration ]
[ MIP6-Feature-Vector ]

[ Mobile-Node-Identifier ] 

[ Trace-Info ] 

[ Subscription-ID ]
[ Session-Timeout ]

[ MIP6-Agent-Info ] 
[ 3GPP-Charging-Characteristics ]
*[ Redirect-Host ]
*[ Supported-Features ]
[ OC-Supported-Features ]
[ OC-OLR ] 
*[ Load ]
[ Access-Network-Info ]
[ User-Location-Info-Time ]
…
*[ AVP ]

* * * Next Change * * * *

7.2.2.1.4
Diameter-AA-Answer (AAA) Command
The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the "R" bit cleared in the Command Flags field, is sent from 3GPP AAA Server/Proxy to a ePDG. 

<AA-Answer> ::= 



< Diameter Header: 265, REQ, PXY, 16777264 >

< Session-Id >
[ DRMP ]
{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]
[ APN-OI-Replacement ]
[ APN-Configuration ] 
[ Trace-Info ] 

[ Subscription-ID ]
[ 3GPP-Charging-Characteristics ]
[ Session-Timeout ]
[ OC-Supported-Features ]
[ OC-OLR ] 
*[ Load ]
[ Access-Network-Info ]
[ User-Location-Info-Time ]
…

*[ AVP ]
* * * Next Change * * * *

7.2.2.2.2
Session-Termination-Answer (STA) Command

The Session-Termination-Answer (STA) command, indicated by the Command-Code field set to 275 and the "R" bit clear in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to a ePDG. The ABNF is based on the one in IETF RFC 3588 [7], and is defined as follows:
< Session-Termination-Answer > ::=

< Diameter Header: 275, PXY, 16777264 >

< Session-Id >
[ DRMP ]
{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
…

*[ AVP ]

* * * Next Change * * * *

7.2.2.3.4
Session-Termination-Answer (STA) Command

The Session-Termination-Answer (STA) command, indicated by the Command-Code field set to 275 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to an ePDG. The Command Code value and ABNF are re-used from the IETF RFC 3588 [7] Session-Termination-Answer command.
   <Session-Termination-Answer> ::=
< Diameter Header: 275, PXY, 16777264 >

< Session-Id >
[ DRMP ]
{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
*[ AVP ]
* * * Next Change * * * *

7.2.3.1
General
The following table describes the Diameter AVPs defined for the SWm interface protocol for untrusted non-3GPP access, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 7.2.3.1/1: Diameter SWm AVPs
	
	AVP Flag rules

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not

	APN-Configuration
	1430
	8.2.3.7
	Grouped
	M,V
	
	
	P

	Mobile-Node-Identifier
	506
	5.2.3.2
	OctetString
	M
	
	
	V,P

	MIP6-Feature-Vector
	124
	5.2.3.3
	Unsigned64
	M
	
	
	V,P

	QoS-Capability
	578
	9.2.3.2.4
	Grouped
	M
	
	
	V,P

	RAT-Type
	1032
	5.2.3.6
	Enumerated
	M,V
	
	
	P

	Visited-Network-Identifier
	600
	9.2.3.1.2
	OctetString
	M,V
	
	
	P

	Trace-Info
	1505
	8.2.3.1.3
	Grouped
	V
	
	
	M,P

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	
	
	V,P

	Emergency-Indication
	1538
	7.2.3.4
	Unsigned32
	V
	
	
	M,P

	Access-Network-Info
	1526
	5.2.3.24
	Grouped
	V
	
	
	M,P

	AAR-Flags
	1539
	7.2.3.5
	Unsigned32
	V
	
	
	M,P

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table describes the Diameter AVPs re-used by the SWm interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within SWm. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported.

Table 7.2.3.1/2: SWm re-used Diameter AVPs 
	Attribute Name
	Reference
	Comments
	M-bit

	Auth-Request-Type
	IETF RFC 3588 [7]
	
	

	Subscription-ID
	IETF RFC 4006 [20]
	
	

	EAP-Master-Session-Key
	IETF RFC 4072 [5]
	
	

	EAP-Payload
	IETF RFC 4072 [5]
	
	

	Re-Auth-Request-Type
	IETF RFC 3588 [7]
	
	

	Session-Timeout
	IETF RFC 3588 [7]
	
	

	User-Name
	IETF RFC 3588 [7]
	
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	
	

	Terminal-Information
	3GPP TS 29.272 [29]
	
	

	Supported-Features

	3GPP TS 29.229 [24]
	
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	See section 7.2.3.2
	

	Feature-List

	3GPP TS 29.229 [24]
	See section 7.2.3.3
	

	3GPP-Charging-Characteristics
	3GPP TS 29.061 [31]
	
	

	UE-Local-IP-Address
	3GPP TS 29.212 [23]
	
	

	OC-Supported-Features
	IETF RFC 7683 [47]
	See section 8.2.3.22
	

	OC-OLR
	IETF RFC 7683 [47]
	See section 8.2.3.23
	

	User-Location-Info-Time
	3GPP TS 29.212 [23]
	See section 5.3.101
	

	DRMP
	IETF draft-ietf-dime-drmp-02 [53]
	See section 8.2.3.25
	Must not set

	Load
	IETF draft-ietf-dime-load-03 [xx]
	See section 8.2.3.yy
	Must not set

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies.

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


Only those AVP initially defined in this reference point and for this procedure are described in the following subchapters. 

* * * Next Change * * * *

8.2.2.1
Authentication Procedure

The Multimedia-Authentication-Request (MAR) command, indicated by the Command-Code field set to 303 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS in order to request security information. This corresponds to section 8.1.2.1.

Message Format

< Multimedia-Auth-Request > ::=  < Diameter Header: 303, REQ, PXY, 16777265 >

< Session-Id >
[ DRMP ]
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
[ Destination-Host ]
{ User-Name }
[ RAT-Type ]
[ ANID ]

[ Visited-Network-Identifier]
[ Terminal-Information ]

{ SIP-Auth-Data-Item }
{ SIP-Number-Auth-Items } 
[AAA-Failure-Indication ]
[ OC-Supported-Features ]
*[ Supported-Features ]

…

*[ AVP ]
The Multimedia-Authentication-Answer (MAA) command, indicated by the Command-Code field set to 303 and the 'R' bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Authentication-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in RFC 3588 [7].

Message Format

< Multimedia-Auth-Answer > ::=  < Diameter Header: 303, PXY, 16777265 >

< Session-Id >
[ DRMP ]
{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ User-Name}

[ SIP-Number-Auth-Items ]

*[ SIP-Auth-Data-Item ]
[ 3GPP-AAA-Server-Name ]

[ OC-Supported-Features ]
[ OC-OLR ]
* [ Load ]
*[ Supported-Features ]
…

*[ AVP ]

* * * Next Change * * * *

8.2.2.3
Non-3GPP IP Access Registration Procedure

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 301 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS; this corresponds to section 8.1.2.2.2. This command is also sent by the 3GPP AAA Server to restore the registration data and the dynamic data previously stored in HSS, which may have been lost after a restart; this corresponds to section 8.1.2.4.2.
Message Format

< Server-Assignment-Request > ::= 
< Diameter Header: 301, REQ, PXY, 16777265 >

< Session-Id >
[ DRMP ]
{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

[ Service-Selection ]

[ Context-Identifier ]
[ MIP6-Agent-Info ] 
[ Visited-Network-Identifier ]
{ User-Name}
{ Server-Assignment-Type }
*[ Active-APN ]
[ OC-Supported-Features ]
*[ Supported-Features ]

[ Terminal-Information ]
…

*[ AVP ]

The Server-Assignment-Answer (SAA) command, indicated by the Command-Code field set to 301 and the 'R' bit cleared in the Command Flags field, is sent by the HSS to the 3GPP AAA Server to confirm the registration, de‑registration, user profile download or restoration procedure. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in RFC 3588 [7].

Message Format

< Server-Assignment-Answer > ::=

< Diameter Header: 301, PXY, 16777265 >

< Session-Id >
[ DRMP ]
{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ User-Name}

[ Non-3GPP-User-Data ]

[ 3GPP-AAA-Server-Name ]

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
*[ Supported-Features ]
…

*[ AVP ]

* * * Next Change * * * *

8.2.3.0
General

The following table describes the Diameter AVPs defined for the SWx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.

Table 8.2.3.0/1: Diameter SWx AVPs
	
	AVP Flag rules

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not

	Non-3GPP-User-Data
	1500
	8.2.3.1
	Grouped
	M,V
	
	
	P

	Non-3GPP-IP-Access
	1501
	8.2.3.3
	Enumerated
	M,V
	
	
	P

	Non-3GPP-IP-Access-APN
	1502
	8.2.3.4
	Enumerated
	M,V
	
	
	P

	ANID
	1504
	5.2.3.7
	UTF8String
	M,V
	
	
	P

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M,P

	PPR-Flags
	1508
	8.2.3.17
	Unsigned32
	V
	
	
	M,P

	TWAN-Default-APN-Context-Id
	1512
	8.2.3.18
	Unsigned32
	V
	
	
	M,P

	TWAN-Access-Info
	1510
	8.2.3.19
	Grouped
	V
	
	
	M,P

	Access-Authorization-Flags
	1511
	8.2.3.20
	Unsigned32
	V
	
	
	M,P

	WLAN-Identifier
	1509
	5.2.3.18
	Grouped
	V
	
	
	M,P

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	
	
	V,P

	AAA-Failure-Indication
	1518
	8.2.3.21
	Unsigned32
	V
	
	
	M,P

	Access-Network-Info
	1524
	5.2.3.24
	Grouped
	V
	
	
	M,P

	3GPP-AAA-Server-Name
	318
	8.2.3.24
	DiameterIdentity
	M, V
	
	
	P

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table describes the Diameter AVPs re-used by the SWx interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within SWx. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. 

Table 8.2.3.0/2: SWx re-used Diameter AVPs 
	Attribute Name
	Reference
	Comments
	M-bit

	User-Name
	IETF RFC 3588 [7]
	
	

	Session-Timeout
	IETF RFC 3588 [7]
	
	

	Subscription-ID
	IETF RFC 4006 [20]
	
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	
	

	MIP6-Feature-Vector
	IETF RFC 5447 [6]
	
	

	Service-Selection
	IETF RFC 5778 [11]
	
	

	3GPP-Charging-Characteristics
	3GPP TS 29.061 [31]
	
	

	RAT-Type
	3GPP TS 29.212 [23]
	
	

	Visited-Network-Identifier
	3GPP TS 29.229 [24]
	
	

	SIP-Number-Auth-Items
	3GPP TS 29.229 [24]
	
	

	SIP-Item-Number
	3GPP TS 29.229 [24]
	
	

	SIP-Auth-Data-Item
	3GPP TS 29.229 [24]
	
	

	SIP-Authentication-Scheme
	3GPP TS 29.229 [24]
	
	

	SIP-Authenticate
	3GPP TS 29.229 [24]
	
	

	SIP-Authorization
	3GPP TS 29.229 [24]
	
	

	Confidentiality-Key
	3GPP TS 29.229 [24]
	
	

	Integrity-Key
	3GPP TS 29.229 [24]
	
	

	Server-Assignment-Type
	3GPP TS 29.229 [24]
	
	

	Deregistration-Reason
	3GPP TS 29.229 [24]
	
	

	Supported-Features
	3GPP TS 29.229 [24]
	
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	
	

	Feature-List
	3GPP TS 29.229 [24]
	
	

	APN-Configuration
	3GPP TS 29.272 [29]
	
	

	Context-Identifier
	3GPP TS 29.272 [29]
	
	

	Terminal-Information
	3GPP TS 29.272 [29]
	
	

	AMBR
	3GPP TS 29.272 [29]
	
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	
	

	Trace-Reference
	3GPP TS 29.272 [29]
	
	

	Trace-Data
	3GPP TS 29.272 [29]
	
	

	Active-APN
	3GPP TS 29.272 [29]
	
	

	BSSID
	3GPP TS 32.299 [30]
	
	

	Location-Information
	IETF RFC 5580 [46]
	
	

	Location-Data
	IETF RFC 5580 [46]
	
	

	Operator-Name
	IETF RFC 5580 [46]
	
	

	Local-Time-Zone
	3GPP TS 29.272 [29]
	
	

	OC-Supported-Features
	IETF RFC 7683 [47]
	See section 8.2.3.22
	Must not set

	OC-OLR
	IETF RFC 7683 [47]
	See section 8.2.3.23
	Must not set

	DRMP
	IETF draft-ietf-dime-drmp-02 [53]
	See section 8.2.3.25
	Must not set

	Load
	IETF draft-ietf-dime-load-03 [xx]
	See section 8.2.3.yy
	Must not set

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies.

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


Only those AVP initially defined in this reference point or AVP with values initially defined in this reference point and for this procedure are described in the following subchapters.
* * * Next Change * * * *

8.2.3.yy
Load
The Load AVP is of type Grouped and it is defined in IETF draft-ietf-dime-load-03 [xx]. This AVP is used to support Diameter load control mechanism, see Annex E for more information.

* * * Next Change * * * *

8.3
User identity to HSS resolution

The User identity to HSS resolution mechanism enables the 3GPP AAA server to find the identity of the HSS that holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been deployed by the network operator. The resolution mechanism is not required in networks that utilise a single HSS or when a 3GPP AAA server is configured to use pre-defined HSS address/identity. 

This User identity to HSS resolution mechanism may rely on routing capabilitites provided by Diameter and be implemented in the home operator network within dedicated Diameter Agents (Redirect Agents or Proxy Agents) responsible for determining the HSS identity based on the provided user identity. If this Diameter based implementation is selected by the Home network operator, the principles described below shall apply.

In networks where more than one independently addressable HSS are utilized by a network operator, and the 3GPP AAA server is not configured to use pre-defined HSS address/identity, each 3GPP AAA server shall be configured with the address/identity of the Diameter Agent (Redirect Agent or Proxy Agent) implementing this resolution mechanism.

To get the HSS identity that holds the subscriber data for a given user identity, the 3GPP AAA server shall send the Diameter request normally destined to the HSS to a pre-configured address/identity of a Diameter agent supporting the User identity to HSS resolution mechanism.

-
If this Diameter request is received by a Diameter Redirect Agent, the Diameter Redirect Agent shall determine the HSS identity based on the provided user identity and sends to the 3GPP AAA server a notification of redirection towards the HSS identity, in response to the Diameter request. Multiple HSS identities may be included in the response from the Diameter Redirect Agent, as specified in IETF RFC 3588 [7]. In such a case the ordering of HSS identities in the response is significant (i.e. the most preferred HSS identity is the first in the list and the least preferred HSS identity is last), and the 3GPP AAA server shall select an HSS identity from the ordered list taking into account the ordering and - if the Diameter load control mechanism is supported (see IETF draft-ietf-dime-load-03 [xx]) - load values from Load AVPs of type HOST previously received from those HSSs. The 3GPP AAA server shall then send the Diameter request to the HSS identity selected from the ordered list received in the Diameter response from the Diameter Redirect Agent. If no successful response to the Diameter request is received, the 3GPP AAA server shall send a Diameter request to another HSS identity selected from the ordered list, again taking into account the ordering and - if the Diameter load control mechanism is supported - load values from Load AVPs of type HOST. This procedure shall be repeated until a successful response from an HSS is received.
-
If this Diameter request is received by a Diameter Proxy Agent, the Diameter Proxy Agent shall determine the HSS identity based on the provided user identity and shall forward the Diameter request directly to the HSS. The 3GPP AAA server shall determine the HSS identity from the response to the Diameter request received from the HSS.

After the User identity to HSS resolution, the 3GPP AAA server shall store the HSS identity/name/Realm and shall use it in further Diameter requests associated to the same user dentity.
NOTE:
Alternatives to the user identity to HSS resolution Diameter based implementation are outside the scope of this specification.

* * * Next Change * * * *

9.2.2.2.2
AA-Answer (AAA) Command

The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the "R" bit cleared in the Command Flags field, is sent from the 3GPP AAA Server to the PDN GW. The Command Code value and ABNF are re-used from the IETF RFC 4005 [4] AA-Answer command. New AVPs are added using the *[AVP] extension mechanism in the original ABNF.

NOTE:
This command is used for the S6b Authorization Procedure for PMIPv6 or GTPv2, and also for the S6b Service Authorization Information Update procedure for PMIPv6, GTPv2 or DSMIPv6 following a previous RAR/RAA command exchange initiated by the 3GPP AAA Server.
   <AA-Answer> ::= 



< Diameter Header: 265, PXY, 16777272 >
< Session-Id >
[ DRMP ]
{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

...

[ MIP6-Feature-Vector ]

[ Session-Timeout ] 
[ APN-Configuration ]
[ QoS-Resources ]
[ AN-Trusted ]
*[ Redirect-Host ]

[ Trace-Info ]
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
*[ Supported-Features ]
...

*[ AVP ]

* * * Next Change * * * *

9.2.2.3.2
Session-Termination-Answer (STA) Command

The Session-Termination-Answer (STA) command, indicated by the Command-Code field set to 275 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA server to a PDN GW. The Command Code value and ABNF are re-used from the IETF RFC 3588 [7] Session-Termination-Answer command.



<Session-Termination-Answer> ::= 
< Diameter Header: 275, PXY, 16777272 >

< Session-Id >
[ DRMP ]
{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
*[ AVP ]

* * * Next Change * * * *

9.2.2.4.4
Session-Termination-Answer (STA) Command

The Session-Termination-Answer (STA) command, indicated by the Command-Code field set to 275 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to an PDN GW. The Command Code value and ABNF are re-used from the IETF RFC 3588 [7] Session-Termination-Answer command.
<Session-Termination-Answer> ::=
< Diameter Header: 275, PXY, 16777272 >

< Session-Id >
[ DRMP ]
{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
*[ AVP ]

* * * Next Change * * * *

9.2.2.5.2
AA-Answer (AAA) Command

The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server to a PDN GW. The Command Code value and ABNF are re-used from the IETF RFC 4005 [4] AA-Answer command. New AVPs are added using the *[AVP] extension mechanism in the original ABNF.
   <AA-Answer> ::= 



< Diameter Header: 265, PXY, 16777272 >

< Session-Id >
[ DRMP ]
{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
...

[ MIP6-Feature-Vector ]

[ Session-Timeout ] 
[ APN-Configuration ]
[ QoS-Resources ]

*[ Redirect-Host ]

*[ Supported-Features ]
[MIP-Session-Key]
...
*[ AVP ]

* * * Next Change * * * *

9.2.3.3
S6b Re-used Diameter AVPs
Table 9.2.3.3/1: S6b re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	Supported-Features

	3GPP TS 29.229 [24]
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	See section 9.2.3.4

	Feature-List

	3GPP TS 29.229 [24]
	See section 9.2.3.5

	MIP-Careof-Address
	IETF RFC 5778 [11]
	

	UE-Local-IP-Address
	3GPP TS 29.212 [23]
	

	OC-Supported-Features
	IETF RFC 7683 [47]
	See section 8.2.3.22

	OC-OLR
	IETF RFC 7683 [47]
	See section 8.2.3.23

	DRMP
	IETF draft-ietf-dime-drmp-02 [53]
	See section 8.2.3.25

	Load
	IETF draft-ietf-dime-load-03 [xx]
	See section 8.2.3.yy

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies.

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


* * * Next Change * * * *

Annex E (normative):
Diameter load control mechanism

E.1
General

IETF draft-ietf-dime-load-03 [xx] specifies a Diameter overload control mechanism which includes the definition and the transfer of related AVPs between Diameter nodes.
E.2
SWx interface

E.2.1
General

The Diameter load control mechanism is an optional feature over the SWx interface.

It is recommended to make use of IETF draft-ietf-dime-load-03 [xx] on the SWx interface where, when applied, the 3GPP AAA server shall behave as a receiving node and the HSS as a reporting node.

E.2.2
HSS behaviour

The HSS may report its current load by including a Load AVP of type HOST in answer commands as described in IETF draft-ietf-dime-load-03 [xx]. 

The HSS calculates its current load by implementation specific means. For example, the HSS may take into account the traffic over the SWx interface or other interfaces, the level of usage of internal resources (CPU, memory), the access to external resources, etc. 

The HSS determines when to send Load AVPs of type HOST by implementation specific means.

E.2.3
3GPP AAA server behaviour

When performing next hop Diameter Agent selection for requests that are routed based on realm, the 3GPP AAA server may take into account load values from Load AVPs of type PEER received from candidate next hop Diameter nodes, as per IETF draft-ietf-dime-load-03 [xx].
E.3
STa interface

E.3.1
General

The Diameter load control mechanism is an optional feature over the STa interface.

It is recommended to make use of the IETF draft-ietf-dime-load-03 [xx] over the STa interface where, when applied, the trusted non 3GPP access network shall behave as a receiving node and the 3GPP AAA server as a reporting node.

E.3.2
3GPP AAA server behaviour

The 3GPP AAA server may report its current load by including a Load AVP of type HOST in answer commands as described in IETF draft-ietf-dime-load-03 [xx]. 

The 3GPP AAA server calculates its current load by implementation specific means. For example, the 3GPP AAA server may take into account the traffic over the STa interface or other interfaces, the level of usage of internal resources (CPU, memory), the access to external resources, etc. 

The 3GPP AAA server determines when to send Load AVPs of type HOST by implementation specific means.

E.3.3
Trusted non 3GPP access network behaviour

When performing next hop Diameter Agent selection for requests that are routed based on realm, the Trusted non 3GPP access network may take into account load values from Load AVPs of type PEER received from candidate next hop Diameter nodes, as per IETF draft-ietf-dime-load-03 [xx].
E.4
S6b interface

E.4.1
General

The Diameter load control mechanism is an optional feature over the S6b interface.

It is recommended to make use of the IETF draft-ietf-dime-load-03 [xx] over the S6b interface where, when applied, the PDN-GW shall behave as a receiving node and the 3GPP AAA server as a reporting node.

E.4.2
3GPP AAA server behaviour

The 3GPP AAA server may report its current load by including a Load AVP of type HOST in answer commands as described in IETF draft-ietf-dime-load-03 [xx]. 

The 3GPP AAA server calculates its current load by implementation specific means. For example, the 3GPP AAA server may take into account the traffic over the S6b interface or other interfaces, the level of usage of internal resources (CPU, memory), the access to external resources, etc. 

The 3GPP AAA server determines when to send Load AVPs of type HOST by implementation specific means.

E.4.3
PDN-GW behaviour

When performing next hop Diameter Agent selection for requests that are routed based on realm, the PDN-GW may take into account load values from Load AVPs of type PEER received from candidate next hop Diameter nodes, as per IETF draft-ietf-dime-load-03 [xx].
E.5.
SWa Interface

E.5.1
General

The Diameter load control mechanism is an optional feature over the SWa interface. 

It is recommended to make use of the IETF draft-ietf-dime-load-03 [xx] over the SWa interface where, when applied, the untrusted non-3GPP access network shall behave as a receiving node and the 3GPP AAA server as a reporting node.

E.5.2
3GPP AAA server behaviour

The 3GPP AAA server behaviour is the same as described in subclause E.3.2 for STa by replacing: 

-
trusted non 3GPP access network by untrusted non 3GPP access network;

-
STa by SWa.

E.5.3
untrusted non-3GPP access network behaviour

The untrusted non-3GPP access network behaviour is the same as described in subclause E.3.3 for STa by replacing: 

-
trusted non 3GPP access network by untrusted non 3GPP access network;

- 
STa by SWa.

E.6
SWm Interface

E.6.1
General

The Diameter load control mechanism is an optional feature over the SWm interface.

It is recommended to make use of the IETF draft-ietf-dime-load-03 [xx] over the SWm interface where, when applied, the ePDG shall behave as a receiving node and the 3GPP AAA server as a reporting node.

E.6.2
3GPP AAA server behaviour

The 3GPP AAA server behaviour is the same as described in subclause E.3.2 for STa by replacing 

-
trusted non 3GPP access network by ePDG;

- 
STa by SWm. 

E.6.3
ePDG behaviour

The ePDG behaviour is the same as described in subclause E.3.3 for STa by replacing: 

-
trusted non 3GPP access network by ePDG;

- 
STa by SWm.

* * * Next Change * * * *

Annex F (informative):
Change history

*****text not shown for clarity**************

* * * End Of Change * * * *

