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1. Reason for Change
A prerequisite for designing the Sx protocol is to specify the packet forwarding model over the Sx reference point, i.e. the logical abstractions within the UP function which can be handled by the CP function to control the packet processing in the UP function. 

2. Conclusions

See Discussion in C4-165071.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v0.1.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".


* * * Next Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.


Match Field: a field of the Packet Detection Information of a Packet Detection Rule against which a packet is attempted to be matched. 
Matching: comparing the set of header fields of a packet to the match fields of the Packet Detection Information of a Packet Detection Rule.
* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CP function
Control Plane function

FAR
Fowarding Action Rule

PDI
Packet Detection Information

PDR
Packet Detection Rule

PGW
PDN Gateway

PGW-C
PDN Gateway Control plane function
PGW-U
PDN Gateway User plane function
QER
QoS Enforcement Rule
SGW
Serving Gateway

SGW-C
Serving Gateway Control plane function
SGW-U
Serving Gateway User plane function
TDF-C
Traffic Detection Function Control plane function
TDF-U
Traffic Detection Function User plane function
UP function
User Plane function

* * * Next Change * * * *

4
General description
4.1
Introduction

Editor's Note:
Show figure to show the impacted/separated nodes and interfaces. Add general statements about interface principles and the protocol.
4.x
Packet Forwarding Model

4.x.1
General
The packet forwarding scenarios supported over the Sx reference points are specified in 3GPP TS 23.214 [x].
The CP function controls the packet processing in the UP function by establishing, modifying or terminating Sx Session contexts and by configuring (i.e. adding, modifying or deleting) PDRs, FARs, QERs and/or URRs per Sx session context, whereby an Sx session context may correspond to an individual PDN connection, a TDF session, or a standalone session not tied to any PDN connection or TDF session used e.g. for forwarding Radius, Diameter or DHCP signalling between the PGW-C and the PDN. 
Each PDR shall contain a PDI, i.e. one or more match fields against which incoming packets will be matched, and may be associated to the following rules providing the set of instructions to apply to packets matching the PDI:
-
one or more FARs, which contain instructions related to the processing of the packets as follows:

-
an Apply-Action parameter, which indicates whether the UP function shall forward, drop or buffer the packet with or without notifying the CP function about the arrival of a DL packet;  
-
forwarding and/or buffering parameters, which the UP function shall use if the Apply-Action parameter requests the packets to be forwarded or buffered respectively. These parameters may remain configured in the FAR regardless of the Apply-Action parameter value, to minimize the changes to the FAR during the transitions of the UE between the idle and connected modes.
NOTE 1:
Buffering refers here to the buffering of the packet in the UP function. The UP function is instructed to forward DL packets to the CP function when applying buffering in the CP function. 
-
one or more QERs, which contains instructions related to the QoS enforcement of the traffic;

-
one or more URRs, which contains instructions related to traffic measurement and reporting.
Editor's note: details on how the CP and UP functions shall handle the QERs and URRs, e.g. when the DL traffic is buffered in the UP or CP function, are FFS.
The same FAR and/or URR may only be associated to one or multiple PDRs of the same Sx session context. 
The same QER may be associated to one or multiple PDRs of the same or multiple Sx session contexts. For instance, the enforcement of APN-AMBR in the PGW-U may be achieved by associating the same QER (via the same QoS Enforcement Rule Correlation ID) to all the PDRs corresponding to the non-GBR bearers of all the UE's PDN connections to the same APN. A QER that is associated to multiple Sx sessions shall be configured, with the same QER contents, in each of these Sx sessions.
On receipt of a packet, the UP function shall perform a lookup of the configured PDRs, starting with the PDRs with the highest precedence and continuing then with PDRs in decreasing order of precedence, until a PDR is found to match the incoming packet. Only the highest precedence PDR matching the packet shall be selected, i.e. the UP function shall stop the PDRs lookup once a matching PDR is found.
A packet matches a PDR if all the match fields of the PDI of the PDR are matching the corresponding packet header fields. If a match field is not included in the PDI, it shall be considered as matching all possible values in the header field of the packet. If the match field is present and does not include a mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value. If the match field is present and includes a mask (e.g. IP address with a prefix mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value for the bits which are set in the mask. 
The match fields of the PDI may correspond to outer and/or inner packet header fields, e.g. uplink bearer binding verification in the PGW-U may be achieved by configuring a PDR with the PDI containing the local GTP-U F-TEID (for outer IP packet matching) and the SDF filters of the data flows mapped to the bearer (for inner IP packet matching).
The CP function shall not configure more than one PDR with the same match fields in the PDI (i.e. with the same set of match fields and with the same value). The CP function may configure PDRs with the same value for a subset of the match fields of the PDI but not all. For instance, the CP function may configure two PDRs which differ by having one match field set to a specific value in one PDR and the same match field not included in the other PDR (thus matching any possible value). 
The CP function may configure a PDR with all match fields wildcarded (i.e. all match fields omitted in the PDI) and with the lowest precedence, to control how the UP function shall process packets unmatched by other PDRs. The CP function may configure the UP function to send these packets to the CP function or to drop them. 

The UP function should drop packets unmatched by any PDRs.
The packet processing flow in the UP function is illustrated in Figure 4.x.1-1.
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Figure 4.x.1-1: Packet processing flow in the UP function
At the termination of an Sx session, the UP function shall delete the Sx session context and all the associated non-preconfigured rules. 
NOTE 2:
When a QER is associated to multiple Sx sessions, deleting the QER in one Sx session does not result in deleting the QER in the other Sx sessions to which the QER was also associated. 
* * * End of Changes * * * *
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