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1. Introduction
Within a create, modify or delete command information for several bearers are provided. Tese have to be mapped to different enforcement rules.

 Stage 2  specifies the following enforcement rules:

-
Packet Detection Rule (PDR), with information describing what packets should receive a certain treatment (e.g. forwarding and other types of enforcement)

- 
Forwarding Action Rule (FAR), contains forwarding actions to be applied to a packet

- 
Usage Reporting Rule (URR), contains information that defines a certain measurement and how it shall be reported

- 
QoS Enforcement Rule (QER), contains information related to QoS enforcement of traffic

- 
BAR buffering Action Rule the functionality Buffering of data in CP and UP is currently not listed in stage 2.

Stage 2 provides high level description of the data for configuration of the user plane. It is stage 3 task to structure the parameters needed at UP to perform the required actions.

The control plane node has to identify the parameters which needs to be delivered via Sx interface and received from different interfaces. 

2. Reason for Change
Below possible structure for the session management messages on Sx interface are shown. The content is based on current stage 2 TS 23.214 0.2.0. Therefore the Rules below did not contain all information elements only minimum to decide on the principle structure. This is reflected in Editors notes.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244.
* * * First Change * * * *

7.x Session management messages

7.x.1 General
This subclause specifies the session management messages used over the Sxa, Sxb and Sxc reference points.
7.x.2
Sx Session Establishment Request

The Sx Session Establishment Request shall be sent over the Sxa, Sxb and Sxc interface by the CP function to establish a new Sx session context in the UP function.

Table 7.x.2-1: Information Elements in an Sx Session Establishment Request
	Information elements
	P
	Condition / Comment
	IE Type

	Session-ID
	M
	This IE shall uniquely identifies the Sx session in the CP function
	

	Packet Detection Rule (s)
	M
	This IE shall include one or more PDRs to be associated to the Sx session.
	PDR

	Forwarding Action Rule (s)
	M
	This IE shall include one or more FARs to be associated to the Sx session.
	FAR

	Usage Reporting Rule (s)
	O
	This IE may include one or more URRs to be associated to the Sx session.
	URR

	QoS Enforcement Rule (s)
	O
	This IE may include one or more QERs to be associated to the Sx session.
	QER


Editor’s note: IEs and conditions of IEs are FFS.
Editor’s note: It needs to be decided how to structure the session ID. It could be structured like the sender F-TEID in GTP. If correlation of sessions belonging to one user a kind of corelation ID would need to be added. This could be done by including this within the session ID or to have session ID as 2 IE (TEID –C, session corelation ID).
Table 7.x.2-2: PDR within Sx Session Establishment Request

	Octet 1 and 2
	
	PDR IE Type = x1 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	Rule ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet (see subclause 4.x).
	

	Packet Detection information
	M
	This IE shall contain the PDI against which incoming packets will be matched (see subclause 4.x).
	PDI

	Forwarding Action Rule ID (s)
	M
	This IE shall contain the FAR IDs to be associated to the PDR.
	Rule ID

	Usage Reporting Rule ID (s)
	C
	This IE shall be present over the Sxa, Sxb and Sxc interface if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contains the URR IDs to be associated to the PDR.
	Rule ID

	QoS Enforcement Rule ID (s)
	C
	This IE shall be present over the Sxb and Sxc interface if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR.
	Rule ID

	Application start/Stop Notification 
	C
	This IE shall be present over the Sxb and Sxc interface if the CP function requests the UP function to report an application start and stop. 
	Application Notification


Editor’s note: It needs to be decided if an IE Type definition is needed for each kind of Rule or if this is part of a "Rule ID" definiton itself. In the table it is assumed thta the type of rule is part of the Rule ID.
Table 7.x.2-3: PDI within Sx Session Establishment Request

	Octet 1 and 2
	
	PDI IE Type = x1 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Interface Direction
	M
	This IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	

	Local F-TEID 
	O
	This IE may be present over the Sxa and Sxb interface. When present, it shall identify the local F-TEID to match for an incoming packet. 

This IE shall be set to the value x (FFS, meaning "choose") if the CP function requests the UP function to assign a local F-TEID to the PDR.
	

	PDN Instance
	O
	This IE may be present over the Sxb interface. When present, this IE shall identify the PDN instance to match for the incoming packet.
	

	UE IP address 
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the source or destination IP address to match for the incoming packet.  
	

	SDF Filter
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the SDF filter to match for the incoming packet.  
	

	Application ID
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the Application ID to match for the incoming packet.  
	


Editor’s note: additional IEs and conditions of IEs are FFS.
Table 7.x.2-4: FAR to be created within Sx Session Establishment Request

	Octet 1 and 2
	
	FAR IE Type = x2 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that Sx session.
	Rule ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, (see subclause 4.x).
	Apply Action

	Forwarding parameters
	
	This IE shall be present when the Apply-Action requests the packets to be forwarded. It may be present otherwise. 

When present, it shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded. 
	Forwarding Parameters

	Buffering parameters
	
	This IE may be present. 

When present, it shall contain the buffering instructions to be applied by the UP function when the Apply-Action requests the packets to be buffered.
	Buffering Parameters


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.x.2-5: Forwarding Parameters in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = xx2 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Interface direction
	M
	This IE shall identify whether the the outgoing packets is sent to the "access side" (i.e. DL traffic), the "core side" (i.e. UL traffic), the "CP function side" (i.e. data forwarded to the CP function) or to "SGi-LAN".
	

	Precedence
	C
	This IE shall be present if the PDR is associated to more than one FAR. When present, this IE shall indicate the FAR's precedence among all the FARs associated to the PDR, i.e. the order in which to apply the FAR.
	

	PDN instance
	O
	This IE may be present over the Sxb interface. When present, this IE shall identify the PDN instance towards which to send the outgoing packet.
	

	Outer header creation 
	C
	This IE may be present over Sxa and Sxb. If present it shall contain the F-TEID of the "remote side" for protocol type GTP.
	

	Outer header marking 
	
	
	

	Forwarding policy 
	
	
	

	Container for header enrichment
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.x.2-6: Buffering Parameters in FAR 
	Octet 1 and 2
	
	Buffering-Parameters IE Type = x5 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.x.2-7: Usage Reporting Rule to be created within Sx Session Establishment Request

	Octet 1 and 2
	
	URR IE Type = x3 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session.
	Rule ID

	Measurement Key
	
	
	

	Reporting Triggers
	
	
	

	Periodic measurement threshold 
	
	
	

	Volume measurement threshold
	
	
	

	Time measurement threshold
	
	
	

	Event measurement threshold
	
	
	

	Inactivity detection time
	
	
	

	Event based reporting
	
	
	


Editor’s note: additional and conditions of IEs are FFS.
Table 7.x.2-6: QoS Enforcement Rule to be created within Sx Session Establishment Request

	Octet 1 and 2
	
	QER IE Type = x4 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that Sx session
	Rule ID

	Precedence
	
	
	

	QoS Enforcement Rule correlation ID
	
	
	

	Gate status UL/DL 
	
	
	

	Maximum bitrate
	
	
	

	Guaranteed bitrate
	
	
	

	Transport level marking
	
	
	

	Extension Header
	
	
	


Editor’s note: additional and conditions of IEs are FFS.
7.x.3
Sx Session Establishment Response

The Sx Session Establishment Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Establishment Request.

Table 7.x.3-1: Information Elements in a Sx Session Establishment Response
	Information elements
	P
	Condition / Comment
	IE Type

	Cause
	M
	
	Cause

	Session-ID
	M
	This IE shall uniquely identify the Sx session  in the UP function.
	

	Packet Detection Rule acknowledge
	C
	If present, this IE shall contain the PDR information associated to the Sx session.
	PDRack


Editor’s note: IEs and conditions of IEs are FFS.
Editor’s note: If the handling of one or more rule cause an error it is FFS if the UP just rejects the the request or reports the rule which causes the error.
Table 7.x.3-2: Packet Detection Rule created within Session Establishment Response
	Octet 1 and 2
	
	PDRack IE Type = y1 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Cause
	M
	
	Cause

	PDR ID
	M
	
	Rule ID

	Outer header removal 
	C
	If F-TEID allocation in UP is activated, this IE shall contain the F-TEID of the "local side" to be used for this PDR
	


Editor’s note: additional and conditions of IEs are FFS.
Editor’s note: In Stage 2 "Outer header removal" is proposed to be in FAR, it is proposed to put this in the PDR instead as the local F-TEID is usualy part of the PDR.
Editor’s note: In this relaes "Outer header removal" contains only the local F-TEID if F-TEID is assigned by the UP. It needs to be decided f we diefine it as IE Type "Local F-TEID" or as an IE which may contain "Local F-TEID".
7.x.4
Session Modification Request 

The Sx Session Modification Request is used over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to modify the Sx session.
Table 7.x.y-1: Information Elements in a Session Modification Request
	Information elements
	P
	Condition / Comment
	IE Type

	 Session-ID
	M
	
	

	Rules to be removed
	C
	This IE when present may contain one ore more Rules (PDR, FAR, URR, QER) which are requested to be removed
	Remove Rule

	PDRs to be modified
	C
	Packet Detection Rules which need to be modified, created
	PDR

	FARs to be modified
	C
	Forwarding Action Rules which need to be modified, created
	FAR

	URRs to be modified
	C
	Usage Reporting Rules which need to be modified, created
	URR

	QERs to be modified
	C
	QoS Enforcement Rules which need to be modified, created
	QER


Editor’s note: It needs to be decided if we have PDR/FAR/QERURR IE with an identifier modify, create or 2 seperated IEs for creation or modification. This depends on the modification procedure itself. The modification procedure need to be described to clarify if an Sx Session Modification Request, only the changed and new values shall be included or if it contains always the complete rule (always replace) or if a Rule needs to be replaced, the old rule shall be removed first and in a second step newly created. and an overwrite is always performed. And if a Rule in the Sx Session Modification Request does not exist, it shall be newly created. 

Table 7.x.4-2: Packet Detection Rule within Session Modification Request

	Octet 1 and 2
	
	PDR IE Type = x1 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	
	Rule ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet (see subclause 4.x).
	

	Packet Detection information
	M
	This IE shall contain the PDI against which incoming packets will be matched (see subclause 4.x).
	PDI

	Forwarding Action Rule ID (s)
	M
	This IE shall contain the FAR IDs to be associated to the PDR.
	Rule ID

	Usage Reporting Rule ID (s)
	C
	This IE shall be present over the Sxa, Sxb and Sxc interface if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contains the URR IDs to be associated to the PDR.
	Rule ID

	QoS Enforcement Rule ID (s)
	C
	This IE shall be present over the Sxb and Sxc interface if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR.
	Rule ID

	Application start/Stop Notification 
	C
	This IE shall be present over the Sxb and Sxc interface if the CP function requests the UP function to report an application start and stop. 
	Application Notification


Editor’s note: additional IEs and conditions are FFS.
Table 7.x.4-3: Packet Detection information within Session Modification Request

	Octet 1 and 2
	
	PDI IE Type = x2 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Interface Direction
	M
	This IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	Interface-Direction

	Local F-TEID 
	O
	This IE may be present over the Sxa and Sxb interface. When present, it shall identify the local F-TEID to match for an incoming packet. 

This IE shall be set to the value x (FFS, meaning "choose") if the CP function requests the UP function to assign a local F-TEID to the PDR.
	Local-F-TEID

	PDN Instance
	O
	This IE may be present over the Sxb interface. When present, this IE shall identify the PDN instance to match for the incoming packet.
	PDN-Instance

	UE IP address 
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the source or destination IP address to match for the incoming packet.  
	UE-IP-address

	SDF Filter
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the SDF filter to match for the incoming packet.  
	SDF-Filter

	Application ID
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the Application ID to match for the incoming packet.  
	Application-ID


Editor’s note: additional IEs and conditions are FFS.
Table 7.x.4-4: Forwarding Action Rule to be created within Session Modification Request

	Octet 1 and 2
	
	FAR IE Type = x3 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that Sx session.
	Rule ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, (see subclause 4.x).
	Apply Action

	Forwarding parameters
	
	This IE shall be present when the Apply-Action requests the packets to be forwarded. It may be present otherwise. 

When present, it shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded. 
	Forwarding Parameters

	Buffering parameters
	
	This IE may be present. 

When present, it shall contain the buffering instructions to be applied by the UP function when the Apply-Action requests the packets to be buffered.
	Buffering Parameters


Editor’s note: additional IEs and conditions are FFS.
Table 7.x.4-5: Forwarding Parameters in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = xx2 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Interface direction
	M
	This IE shall identify whether the the outgoing packets is sent to the "access side" (i.e. DL traffic), the "core side" (i.e. UL traffic), the "CP function side" (i.e. data forwarded to the CP function) or to "SGi-LAN".
	

	Precedence
	C
	This IE shall be present if the PDR is associated to more than one FAR. When present, this IE shall indicate the FAR's precedence among all the FARs associated to the PDR, i.e. the order in which to apply the FAR.
	

	PDN instance
	O
	This IE may be present over the Sxb interface. When present, this IE shall identify the PDN instance towards which to send the outgoing packet.
	

	Outer header creation 
	C
	This IE may be  present over Sxa and Sxb. If present it shall contain the F-TEID of the "remote side" for protocol type GTP.
	

	Outer header marking 
	
	
	

	Forwarding policy 
	
	
	

	Container for header enrichment
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.x.4-6: Buffering Parameters in FAR 
	Octet 1 and 2
	
	Buffering-Parameters IE Type = x5 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.x.4-7: Usage Reporting Rule to be created within Session Modification Request

	Octet 1 and 2
	
	URR IE Type = x4 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	Rule ID

	Measurement Key
	
	
	

	Reporting triggers
	
	
	

	Periodic measurement threshold 
	
	
	

	Volume measurement threshold
	
	
	

	Time measurement threshold
	
	
	

	Event measurement threshold
	
	
	

	Inactivity detection time


	
	
	

	Event based reporting
	
	
	


Editor’s note: additional IEs and conditions are FFS.
Table 7.x.4-8: QoS Enforcement Rule to be created within Session Modification Request

	Octet 1 and 2
	
	QER IE Type = x5 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	Rule ID

	Precedence
	
	
	

	QoS Enforcement Rule correlation ID
	
	
	

	Gate status UL/DL 
	
	
	

	Maximum bitrate
	
	
	

	Guaranteed bitrate
	
	
	

	Transport level marking
	
	
	

	Extension Header
	
	
	


Editor’s note: additional IEs and conditions of IEs are FFS.
Table 7.x.4-9: Rule to be removed within Session Modification Request

	Octet 1 and 2
	
	Remove Rule IE Type = x7 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	Identifies the rule to be deleted.
Note.
	Rule ID

	NOTE:
Rule ID may occur multiple times, if more than one rule is requested to be deleted.


Editor’s note: IEs and conditions of IEs are FFS.
7.x.5
Sx Session Modification Response 

The Sx Session Modification Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Modification Request.

Table 7.x.5-1: Information Elements in a Sx Session Modification Response
	Information elements
	P
	Condition / Comment
	IE Type

	Cause
	M
	
	Cause

	Packet Detection Rule acknowledge
	C
	If present, this IE shall contain the PDR information associated to the Sx session.
	PDR ack


Editor's Note: If update/creation of one or more rule failes does it mean the whole modify request failes? Should the UP reports which  rule(s) failed? This needs to be clarified in the Procedure Clause.
Table 7.x.5-2: Packet Detection Rule acknowledge within Session Modification Response
	Octet 1 and 2
	
	PDR ack IE Type = y1 (decimal)
	

	Octets 3 and 4
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	Rule ID
	M
	
	Rule ID

	Outer header removal 
	C
	If F-TEID allocation in UP is activated on Sxa, Sxb, this IE shall contain the F-TEID of the "local side" to be used for this PDR
	


Editor’s note: IEs and conditions of IEs are FFS.
7.x.6
Sx Session Deletion Request 

The Sx Session Deletion Request is used over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to delete the Sx session.
Table 7.x.6-1: Information Elements in a Sx Session Deletion Request
	Information elements
	P
	Condition / Comment
	IE Type

	Session-ID 
	M
	
	


7.x.7
Sx Session Deletion Response 
The Sx Session Deletion Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Deletion Request.

Table 7.x.7-1: Information Elements in a Session Deletion Response
	Information elements
	P
	Condition / Comment
	IE Type

	Cause
	M
	
	Cause


7.x.8
Sx Session Reporting 

Session level Reporting is used between SGW-U and SGW-C, PGW-U and PGW-C, TDF-U and TDF-C

Table 7.x.8-1: Information Elements in a Sx Session Reporting
	Information elements
	P
	Condition / Comment
	IE Type

	Session ID
	
	
	

	Rule ID
	
	
	Rule ID

	Measurement Key
	
	
	

	Reporting trigger
	
	
	

	Start time
	
	
	

	End time
	
	
	

	Measurement information
	
	
	

	Time of last packet
	
	
	


Editor's Note: Details on the IEs and conditions are FFS.
7.x.9
Sx Session Reporting acknowledge
Session level Reporting acknowledge is a reply to Session level Reporting
Table 7.x.9-1: Information Elements in a Session Level Reporting acknowledge
	Information elements
	P
	Condition / Comment
	IE Type

	Cause
	M
	
	Cause

	Session ID
	M
	
	

	Rule ID
	M
	
	Rule ID


Editor's Note: Details on the IEs and conditions are FFS.
* * * End of Changes * * * *

