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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies the Packet Forwarding Control Protocol (PFCP) used on the interface between the control plane and the user plane function in a split SGW, PGW and TDF architecture in EPC. 
The architecture reference model and stage 2 information are specified in 3GPP TS 23.214 [2].

PFCP shall be used over the Sxa, Sxb, Sxc and the combined Sxa/Sxb reference points.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".

[3]
3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".

[4]
IETF RFC 768: "User Datagram Protocol".

[5]
IETF RFC 791: "Internet Protocol".

[6]
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification". 

 .

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

Match Field: a field of the Packet Detection Information of a Packet Detection Rule against which a packet is attempted to be matched. 

Matching: comparing the set of header fields of a packet to the match fields of the Packet Detection Information of a Packet Detection Rule.


3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CP function
Control Plane function

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6 

PFCP
Packet Forwarding Control Protocol

FAR
Fowarding Action Rule

PDI
Packet Detection Information

PDR
Packet Detection Rule

PGW
PDN Gateway

PGW-C
PDN Gateway Control plane function
PGW-U
PDN Gateway User plane function
QER
QoS Enforcement Rule
SGW
Serving Gateway

SGW-C
Serving Gateway Control plane function
SGW-U
Serving Gateway User plane function
TDF-C
Traffic Detection Function Control plane function
TDF-U
Traffic Detection Function User plane function
UDP
User Datagram Protocol

UP function
User Plane function



4
Protocol Stack
4.1
Introduction
Editor's Note:
Describe the transport (Protocol stack) for the control plane and the user plane (user plane forwarding).
The protocol stack for the Sx reference point shall be as depicted in Figure 4.1-1.


[image: image3]
Figure 4.1-1: PFCP stack
4.2
UDP header and port numbers

4.2.1
General

A User Datagram Protocol (UDP) compliant with IETF RFC 768 [4] shall be used.
4.2.2
Request message

The UDP Destination Port number for a Request message shall be xxxx. It is the registered port number for PFCP. 
Editor's note: the UDP port to be used for PFCP needs to be registered at IANA.
The UDP Source Port for a Request message is a locally allocated port number at the sending entity.

4.2.3
Response message

The UDP Destination Port value of a Response message shall be the value of the UDP Source Port of the corresponding Request message.

The UDP Source Port of a Response message shall be the value from the UDP Destination Port of the corresponding message.

4.3
IP header and IP addresses

4.3.1
General

In this subclause, "IP" refers either to IPv4 as defined by IETF RFC 791 [5] or IPv6 as defined by IETF RFC 2460 [6]. A PFCP entity shall support both IPv4 and IPv6.

4.3.2
Request Message

The IP Destination Address of a Request message shall be an IP address of the peer entity. 
During the establishment of an Sx Session, the CP and the UP functions select and communicate to each other the IP Destination Address at which they expect to receive subsequent Request messages related to that Sx Session.

The IP Source Address of a Request message shall be an IP address of the sending entity.

4.3.3
Response Message

The IP Destination Address of a Response message shall be copied from the IP Source Address of the corresponding Request message.

The IP Source Address of a Response message shall be copied from the IP destination address of the corresponding Request message.
4.4
Layer 2

Typically Ethernet should be used as a Layer 2 protocol, but operators may use any other technology.

4.5
Layer 1

Operators may use any appropriate Layer 1 technology.
5
General description
5.1
Introduction

Editor's Note:
Show figure to show the impacted/separated nodes and interfaces. Add general statements about interface principles and the protocol.
5.2
Packet Forwarding Model

5.2.1
General

The packet forwarding scenarios supported over the Sx reference points are specified in 3GPP TS 23.214 [2].

The CP function controls the packet processing in the UP function by establishing, modifying or terminating Sx Session contexts and by configuring (i.e. adding, modifying or deleting) PDRs, FARs, QERs and/or URRs per Sx session context, whereby an Sx session context may correspond to an individual PDN connection, a TDF session, or a standalone session not tied to any PDN connection or TDF session used e.g. for forwarding Radius, Diameter or DHCP signalling between the PGW-C and the PDN. 

Each PDR shall contain a PDI, i.e. one or more match fields against which incoming packets will be matched, and may be associated to the following rules providing the set of instructions to apply to packets matching the PDI:

-
one or more FARs, which contain instructions related to the processing of the packets as follows:

-
an Apply-Action parameter, which indicates whether the UP function shall forward, drop or buffer the packet with or without notifying the CP function about the arrival of a DL packet;  

-
forwarding and/or buffering parameters, which the UP function shall use if the Apply-Action parameter requests the packets to be forwarded or buffered respectively. These parameters may remain configured in the FAR regardless of the Apply-Action parameter value, to minimize the changes to the FAR during the transitions of the UE between the idle and connected modes.

NOTE 1:
Buffering refers here to the buffering of the packet in the UP function. The UP function is instructed to forward DL packets to the CP function when applying buffering in the CP function. 

-
one or more QERs, which contains instructions related to the QoS enforcement of the traffic;

-
one or more URRs, which contains instructions related to traffic measurement and reporting.

Editor's note: details on how the CP and UP functions shall handle the QERs and URRs, e.g. when the DL traffic is buffered in the UP or CP function, are FFS.

The same FAR and/or URR may only be associated to one or multiple PDRs of the same Sx session context. 

The same QER may be associated to one or multiple PDRs of the same or multiple Sx session contexts. For instance, the enforcement of APN-AMBR in the PGW-U may be achieved by associating the same QER (via the same QoS Enforcement Rule Correlation ID) to all the PDRs corresponding to the non-GBR bearers of all the UE's PDN connections to the same APN. A QER that is associated to multiple Sx sessions shall be configured, with the same QER contents, in each of these Sx sessions.

On receipt of a packet, the UP function shall perform a lookup of the configured PDRs, starting with the PDRs with the highest precedence and continuing then with PDRs in decreasing order of precedence, until a PDR is found to match the incoming packet. Only the highest precedence PDR matching the packet shall be selected, i.e. the UP function shall stop the PDRs lookup once a matching PDR is found.

A packet matches a PDR if all the match fields of the PDI of the PDR are matching the corresponding packet header fields. If a match field is not included in the PDI, it shall be considered as matching all possible values in the header field of the packet. If the match field is present and does not include a mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value. If the match field is present and includes a mask (e.g. IP address with a prefix mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value for the bits which are set in the mask. 
The match fields of the PDI may correspond to outer and/or inner packet header fields, e.g. uplink bearer binding verification in the PGW-U may be achieved by configuring a PDR with the PDI containing the local GTP-U F-TEID (for outer IP packet matching) and the SDF filters of the data flows mapped to the bearer (for inner IP packet matching).

The CP function shall not configure more than one PDR with the same match fields in the PDI (i.e. with the same set of match fields and with the same value). The CP function may configure PDRs with the same value for a subset of the match fields of the PDI but not all. For instance, the CP function may configure two PDRs which differ by having one match field set to a specific value in one PDR and the same match field not included in the other PDR (thus matching any possible value). 

The CP function may configure a PDR with all match fields wildcarded (i.e. all match fields omitted in the PDI) and with the lowest precedence, to control how the UP function shall process packets unmatched by other PDRs. The CP function may configure the UP function to send these packets to the CP function or to drop them. 

The UP function should drop packets unmatched by any PDRs.

The packet processing flow in the UP function is illustrated in Figure 5.2.1-1.


[image: image4.emf]PDR

Packet In Packet Out

PDR

PDR

PDR

MATCH

(find 

matching 

PDR with 

highest 

precedence)

...

Apply Instructions set in the 

matching PDR

FARs QERs URRs


Figure 5.2.1-1: Packet processing flow in the UP function
At the termination of an Sx session, the UP function shall delete the Sx session context and all the associated non-preconfigured rules. 

NOTE 2:
When a QER is associated to multiple Sx sessions, deleting the QER in one Sx session does not result in deleting the QER in the other Sx sessions to which the QER was also associated. 
5.3
Data Forwarding between the CP and UP functions

5.3.1
General

Forwarding of user plane data between the CP and UP functions may take place as part of the following scenarios (see 3GPP TS 23.214 [2]).

Table 5.3.1-1: Data forwarding scenarios between the CP and UP functions

	
	Scenario description
	Data forwarding direction
	Applicable to

	1
	Forwarding of user-plane packets between the UE and the CP function 
	UP to CP function

CP to UP function
	PGW

	2
	Forwarding of packets between the CP function and the external PDN / SGi 
	UP to CP function

CP to UP function
	PGW

	3
	Forwarding of packets subject to buffering in the CP function
	UP to CP function

CP to UP function
	SGW


Editor's note: forwarding of user-plane packets between the UP function and the CP function may also take place for lawful interception (pending SA2/SA3 requirements) and restoration scenarios (pending CT4 conclusions on the restoration study).

Editor's note: it is FFS how the CP function sends End Marker packets to UP function.

User plane packets shall be forwarded between the CP and UP functions by encapsulating the user plane packets using  GTP-U encapsulation (see 3GPP TS 29.281 [3]). 

For forwarding data from the UP function to the CP function, the CP function shall configure PDR(s) per Sx session context, with the PDI identifying the user plane traffic to forward to the CP and with a FAR set with the Interface Direction "CP function side" and set to perform GTP-U encapsulation and to forward the packets to a GTP-u F-TEID uniquely assigned in the CP function per Sx session and PDR. The CP function shall then identify the PDN connection and the bearer to which the forwarded data belongs by the F-TEID in the header of the encapsulating GTP-U packet.

For forwarding data from the CP function to the UP function, the CP function shall configure one or more PDR(s) per Sx session context, with the PDI set with the Interface Direction "CP function side" and identifying the GTP-u F-TEID uniquely assigned in the UP function per PDR, and with a FAR set to perform GTP-U decapsulation and to forward the packets to the intended destination. URRs and QERs may also be configured.

Sx session contexts may correspond to individual PDN connections, TDF sessions, or standalone sessions not tied to any PDN connection or TDF session used e.g. for forwarding RADIUS, Diameter or DHCP signalling between the PGW-C and the PDN. 

The CP function may establish one Sx-u tunnel per:

-
 bearer of PDN connection e.g. for the data forwarding scenarios 1 and 3;

-
 UP function or PDN e.g. for the data forwarding scenario 2.

6
Procedures
6.1
Introduction
Editor's Note:
Description of the procedures, like path management 

6.2
Sx Node Related Procedures

6.2.1
General

Editor's Note: General decription for node related  procedures and the following subclauses should describe the  procedures.
6.3
Sx Session Related Procedures

6.3.1
General

Editor's Note: general description  of content of the subclause
6.3.2
Sx Session Establishment Procedure

Editor's Note: This section should descirbe how a new session is created.

6.3.2.1
General
6.3.2.2
CP function behaviour

6.3.2.3
UP function behaviour

6.3.3
Sx Session Modification Procedure

Editor's Note: This session should descirbe how an existing session can be modified.

6.3.4
Sx Session Deletion Procedure

Editor's Note: This session should descirbe how a session is deleted.
7
Messages and message formats
7.1
Introduction
Editor's Note:
This section defines messages and formats used on Sx interface. 
7.2
Format of the PFCP Messages
7.2.1
General
The format of a PFCP message is depicted in Figure 7.2.1-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to m
	PFCP message header
	

	
	m+1 to n
	Zero or more Information Element(s)
	

	
	
	
	


Figure 7.2.1-1: PFCP Message Format
A PFCP message shall contain the PFCP message header and may contain subsequent information element(s) dependent on the type of message.

7.2.2
PFCP Message Header 
7.2.2.1
General format
The PFCP uses a variable length header. The Protocol header length shall be a multiple of 4 octets. Figure 7.2.2.1-1 illustrates the format of the PFCP Header. 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	Spare
	Spare
	Spare
	T

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	m to k(m+3)
	
	If T flag is set to 1, then TEID shall be placed into octets 5-8. Otherwise, TEID field is not present at all.

	n to (n+2)
	
	Sequence Number

	(n+3)
	
	Spare


Figure 7.2.2.1-1: General format of PFCP Header
Editor's Note: It is FFS whether to use a "TEID" in the header.

Editor's Note: It is FFS if the Source "TEID" should be added in the header.
Editor's Note: It is FFS if the Session ID should be added in the header.

Editor's Note: It is FFS how to handle Sequence Number per session or per Node.
Where:

-
if T = 0, TEID field is not present, k = 0, m = 0 and n = 5;

-
if T = 1, TEID field is present, k = 1, m = 5 and n = 9.

The usage of the PFCP header is defined in subclause 7.2.2.4. 
Octet 1 bits shall be coded as follows:

-
Bits 6-8 represent the Version field.

-
Bit 5-2 are spare, the sender shall set them to "0" and the receiving entity shall ignore them.
-
Bit 1 represents the TEID flag (T).

-

7.2.2.2
PFCP Header for Node related Messages

The PFCP message header for the node related messages shall not contain the TEID field, but shall contain the Sequence Number field, followed by one spare octet as depicted in figure 7.2.2.2-1. The spare bits shall be set to zero by the sender and ignored by the receiver. 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	Spare
	Spare
	Spare
	T=0

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Sequence Number (1st Octet)

	6
	
	Sequence Number (2nd Octet)

	7
	
	Sequence Number (3rd Octet)

	8
	
	Spare


Figure 7.2.2.2-1: PFCP Message Header for node related messages

7.2.2.3
PFCP Header for Session related Messages

For The PFCP message header, for session related messages, shall contain the TEID and Sequence Number fields followed by one spare octet. The PFCP header is depicted in figure 7.2.2.3-1. The spare bits shall be set to zero by the sender and ignored by the receiver.
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	Spare
	Spare
	Spare
	T=1

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)

	10
	
	Sequence Number (2nd Octet)

	11
	
	Sequence Number (3rd Octet)

	12
	
	Spare


Figure 7.2.2.3-1: PFCP message Header for session related messages

7.2.2.4
Usage of the PFCP Header
7.2.2.4.1
General
The format of the PFCP header is specified in subclause 7.2.2.1. 

The usage of the PFCP header shall be as defined below. 

The first octet of the header shall be used is the following way:

· Bits 8 to 6, which represent the PFCP version, shall be set to decimal 1 ("001").

· Bit 5 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 4 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 3 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it. 

-
Bit 2 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 1 represents a "T" flag, which indicates if TEID field is present in the PFCP header or not. If the "T" flag is set to 0, then the TEID field shall not be present in the PFCP header. If the "T" flag is set to 1, then the TEID field shall immediately follow the Length field, in octets 5 to 8. Apart from the node  related messages , in all Sx specific messages the value of the "T" flag shall be set to "1".

The usage of the fields in octets 2 - n of the header shall be as specified below.

-
Octet 2 represents the Message type field, which shall be set to the unique value for each type of control plane message. Message type values are specified in Table 7.3.x-1 "Message types for PFCP".  

-
Octets 3 to 4 represent the Message Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the PFCP header (the first 4 octets). The TEID (if present) and the Sequence Number shall be included in the length count. The format of the Length field of information elements is specified in subclause 8.2 "Information Element Format".

-
T=1, and therefore octets 5 to 8 represent the Tunnel Endpoint Identifier (TEID) field. This field shall unambiguously identify a tunnel endpoint in the receiving Packet Forward Control entity. The Tunnel Endpoint Identifier is set by the sending entity in the PFCP header of all control plane messages to the TEID value provided by the corresponding receiving entity (CP or UP). If a peer's TEID is not available the TEID field shall be present in a PFCP header, but its value shall be set to "0", "Conditions for sending TEID=0 in PFCP header". 
NOTE:
The TEID in the PFCP header of a message is set to the TEID value provided by the corresponding receiving entity regardless of whether the source IP address of the request message and the IP Destination Address provided by the receiving entity for subsequent request messages  are the same or not.
-
Octets 9 to 11 represent PFCP Sequence Number field.
7.3
PFCP Message Types

7.3.1
General
Editor's Note: In this section the message format should be described baseline should be clause 6 of TS 29.274.
7.3.2
Message Types
Editor's Note: In this section the message types between CP and UP shall be listed.
7.4
Sx Node Related Messages
Editor's Note:
In this subclause and the following the configuartion message and their content should be added.
Editor's Note:
In this subclause and the following the message for path manement and their content should be added.
7.5
Sx Session Related Messages

Editor's Note:
In this subclause and the following the session related message and their content should be added.
7.5.1 General
This subclause specifies the session related messages used over the Sxa, Sxb and Sxc reference points.
7.5.2
Sx Session Establishment Request

The Sx Session Establishment Request shall be sent over the Sxa, Sxb and Sxc interface by the CP function to establish a new Sx session context in the UP function.

Table 7.5.2-1: Information Elements in an Sx Session Establishment Request

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	This IE shall uniquely identify the Sx session in the CP function
	X
	X
	X
	

	Create PDR
	M
	This IE shall include one or more PDRs to be associated to the Sx session. 
See Table 7.5.2-2.
	X
	X
	X
	Create PDR

	Create FAR
	M
	This IE shall include one or more FARs to be associated to the Sx session. 
See Table 7.5.2-4.
	X
	X
	X
	Create FAR

	Create URR
	O
	This IE may include one or more URRs to be associated to the Sx session. 
See Table 7.5.2-7.
	X
	X
	X
	Create URR

	Create QER
	O
	This IE may include one or more QERs to be associated to the Sx session. 
See Table 7.5.2-8.
	-
	X
	X
	Create QER


Editor’s note: IEs and conditions of IEs are FFS.
Editor’s note: It needs to be decided how to structure the session ID. 
It needs to be decided if Session ID should be moved to the message header.
It is FFS how the UP and CP identify uniquely an Sx session.
Table 7.5.2-2: PDR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet.
	X
	X
	X
	

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched. 
See Table 7.5.2-3.
	X
	X
	X
	PDI

	FAR ID 
	M
	This IE shall contain the FAR IDs to be associated to the PDR.
	
	
	
	FAR ID

	URR ID
	C
	This IE shall be present over the Sxa, Sxb and Sxc interface if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contain the URR IDs to be associated to the PDR.
	
	
	
	URR ID

	QER ID 
	C
	This IE shall be present over the Sxb and Sxc interface if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR.
	
	
	
	QER ID

	Application start/Stop Notification 
	C
	This IE shall be present over the Sxb and Sxc interface if the CP function requests the UP function to report an application start and stop. 
	
	
	
	Application Notification


Editor'sNote:
It needs to be clarified if Precedence in the PDR is associated to all PDR belonging to a session or if this is relevant for the node. This depends on how UP is designed to detect a packet looking for session and in second step for matching PDR. Or if UP detects packet based on precedence of the PDRs active in the UP.

Table 7.5.2-3: PDI IE within Sx Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Interface Direction
	M
	This IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	
	
	
	

	Local F-TEID 
	O
	This IE may be present over the Sxa and Sxb interface. When present, it shall identify the local F-TEID to match for an incoming packet. 

This IE shall be set to the value x (FFS, meaning "choose") if the CP function requests the UP function to assign a local F-TEID to the PDR.
	
	
	
	

	PDN Instance
	O
	This IE may be present over the Sxb interface. When present, this IE shall identify the PDN instance to match for the incoming packet.
	
	
	
	

	UE IP address 
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the source or destination IP address to match for the incoming packet. 
	
	
	
	

	SDF Filter
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the SDF filter to match for the incoming packet. 
	
	
	
	

	Application ID
	O
	This IE may be present of the Sxb and Sxc interface. When present, it shall identify the Application ID to match for the incoming packet. 
	
	
	
	


Editor’s note: additional IEs and conditions of IEs are FFS.
Table 7.5.2-4: Create FAR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that Sx session.
	
	
	
	FAR ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, See subclause 4.x.
	
	
	
	Apply Action

	Forwarding parameters
	
	This IE shall be present when the Apply-Action requests the packets to be forwarded. It may be present otherwise. 

When present, it shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded. 

See table 7.5.2-5.
	
	
	
	Forwarding Parameters

	Buffering parameters
	
	This IE may be present. 

When present, it shall contain the buffering instructions to be applied by the UP function when the Apply-Action requests the packets to be buffered. See table 7.5.2-6.
	
	
	
	Buffering Parameters


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.2-5: Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = 4 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Interface direction
	M
	This IE shall identify whether the outgoing packet is sent to the "access side" (i.e. DL traffic), the "core side" (i.e. UL traffic), the "CP function side" (i.e. data forwarded to the CP function) or to "SGi-LAN".
	X
	X
	X
	

	Precedence
	C
	This IE shall be present if the PDR is associated to more than one FAR. When present, this IE shall indicate the FAR's precedence among all the FARs associated to the PDR, i.e. the order in which to apply the FAR.
	X
	X
	-
	

	PDN instance
	O
	When present, this IE shall identify the PDN instance towards which to send the outgoing packet.
	-
	X
	-
	

	Outer header removal 
	O
	This IE may be present over Sxa and Sxb. 
	X
	X
	-
	

	Outer header creation 
	O
	If present it shall contain the F-TEID of the remote PFCP peer.
	X
	X
	-
	

	Outer header marking 
	
	
	
	
	
	

	Forwarding policy 
	
	
	
	
	
	

	Container for header enrichment
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.2-6: Buffering Parameters IE in FAR 
	Octet 1 and 2
	
	Buffering-Parameters IE Type = 5 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.2-7: Create URR IE within Sx Session Establishment Request 
	Octet 1 and 2
	
	Create URR IE Type = 6 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session.
	
	
	
	URR ID

	Measurement Key
	
	
	
	
	
	

	Reporting Triggers
	
	
	
	
	
	


Editor’s note: additional and conditions of IEs are FFS.
Table 7.5.2-8: Create QER IE within Sx Session Establishment Request 
	Octet 1 and 2
	
	Create QER IE Type = 7 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that Sx session
	X
	X
	X
	QER ID

	Precedence
	
	
	
	
	
	

	Gate status UL/DL 
	
	
	
	
	
	

	Maximum bitrate
	
	
	
	
	
	

	Guaranteed bitrate
	
	
	
	
	
	

	Transport level marking
	
	
	
	
	
	

	Extension Header
	
	
	
	
	
	


Editor’s note: additional and conditions of IEs are FFS.
Editor’s note:
Extension Header may be in the FAR as outer header marking.
7.5.3
Sx Session Establishment Response

The Sx Session Establishment Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Establishment Request.

Table 7.5.3-1: Information Elements in a Sx Session Establishment Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Created PDR 
	C
	If present, this IE shall contain the PDR information associated to the Sx session. There may be several instances of this IE.

See table 7.5.3-2.
	X
	X
	-
	Created PDR


Editor’s note: IEs and conditions of IEs are FFS.
Editor’s note: If the handling of one or more rule cause an error the UP rejects the request and may report the rule(s) which causes the error to be clarified and added. 
Table 7.5.3-2: Created PDR IE within Sx Session Establishment Response 
	Octet 1 and 2
	
	Created PDR IE Type = 8 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	
	X
	X
	-
	

	Local F-TEID 
	C
	If the UP function allocates the F-TEID, this IE shall contain the local F-TEID to be used for this PDR.
	X
	X
	-
	


Editor’s note: additional and conditions of IEs are FFS.
7.5.4
Sx Session Modification Request 

The Sx Session Modification Request is used over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to modify the Sx session.

Table 7.5.4-1: Information Elements in a Sx Session Modification Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	
	X
	X
	X
	

	Remove PDR
	C
	This IE when present may contain one ore more PDR Rules which are requested to be removed. See Table 7.5.4-3.
	
	
	
	Remove PDR

	Remove FAR
	C
	This IE when present may contain one or more FAR Rules which are requested to be removed. See Table 7.5.4-3.
	
	
	
	Remove FAR

	Remove URR
	C
	This IE when present may contain one or more URR Rules which are requested to be removed. See Table 7.5.4-3.
	
	
	
	Remove URR

	Remove QER
	C
	This IE when present may contain one or more QER Rules which are requested to be removed. See Table 7.5.4-3.
	
	
	
	Remove QER

	Create PDR
	C
	PDRs which need to be created. 

See Table 7.5.2-2.
	
	
	
	Create PDR

	Create FAR
	C
	FARs which need to be created. 

See Table 7.5.2-4.
	
	
	
	Create FAR

	Create URR
	C
	URRs which need to be created. 

See Table 7.5.2-7.
	
	
	
	Create URR

	Create QER
	C
	QERs which need to be created. 

See Table 7.5.2-8.
	
	
	
	Create QER

	Update PDR
	C
	PDRs which need to be modified. 

See Table 7.5.4-2.
	
	
	
	Update PDR

	Update FAR
	C
	FARs which need to be modified. 

See Table 7.5.4-4.
	
	
	
	Update FAR

	Update URR
	C
	URRs which need to be modified. 

See Table 7.5.4-7.
	
	
	
	Update URR

	Update QER
	C
	QERs which need to be modified. 

See Table 7.5.4-8.
	
	
	
	Update QER


Editor’s note: 
additional and conditions of IEs are FFS.
Editor’s note: 
The modification procedure it is assumed that only the delta changes are provided, it need to be clarified how to perform change of values, add new values and cancel values..

Editor’s note: 
It needs to be decided how to structure the session ID. 
It needs to be decided if Session ID should be moved to the message header.
It is FFS how the UP and CP identifying uniquely a session.
Table 7.5.4-2: Update PDR IE within Sx Session Modification Request
	Octet 1 and 2
	
	Update PDR IE Type = 9 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	
	X
	X
	X
	

	Precedence
	C
	This IE shall be present if there is a change in the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet.
	
	
	
	

	Update PDI
	C
	This IE shall be present if there is change within the PDI against which incoming packets will be matched. See Table 7.5.4-3.
	
	
	
	Update PDI

	FAR ID 
	
	If present, this IE shall contain the FAR IDs to be associated to the PDR which are new.
	
	
	
	FAR ID

	URR ID 
	
	This IE shall be present if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contains the URR IDs to be associated to the PDR which are new.
	X
	X
	X
	URR ID

	QER ID 
	
	This IE shall be present if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR which are new.
	-
	X
	X
	QER ID

	Application start/Stop Notification 
	C
	This IE shall be present if the CP function requests a change in the UP function to report an application start and stop. 
	-
	X
	X
	Application Notification


Editor’s note: additional IEs and conditions are FFS.
Editor’s note: It needs to be clarified how to remove Rule ID from a PDR.
Table 7.5.4-3: Update PDI IE within Sx Session Modification Request
	Octet 1 and 2
	
	Update PDI IE Type = 10 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Interface Direction
	C
	If present, this IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	
	
	
	Interface-Direction

	Local F-TEID 
	O
	When present, it shall identify the local F-TEID to match for an incoming packet. 

This IE shall be set to the value x (FFS, meaning "choose") if the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	Local-F-TEID

	PDN Instance
	O
	This IE may be present over the Sxb interface. When present, this IE shall identify the PDN instance to match for the incoming packet.
	
	
	
	PDN-Instance

	UE IP address 
	O
	When present, it shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	UE-IP-address

	SDF Filter
	O
	When present, it shall identify the SDF filter to match for the incoming packet.  
	-
	X
	X
	SDF-Filter

	Application ID
	O
	When present, it shall identify the Application ID to match for the incoming packet.  
	-
	X
	X
	Application-ID


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-4: Update FAR IE within Sx Session Modification Request 
	Octet 1 and 2
	
	Update FAR IE Type = 11 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	If present, this IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	X
	X
	X
	FAR ID

	Apply Action
	
	
	
	
	
	Apply Action

	Updated Forwarding parameters
	
	See table 7.5.4-5.
	
	
	
	Update Forwarding Parameters

	Updated Buffering parameters
	
	See Table 7.5.4-6.
	
	
	
	Update Buffering Parameters


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-5: Update Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Forwarding Parameters IE Type = 12 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Interface direction
	
	
	
	
	
	

	Precedence
	
	
	
	
	
	

	PDN instance
	
	
	
	
	
	

	Outer header removal 
	
	
	
	
	
	

	Outer header creation 
	
	
	
	
	
	

	Outer header marking 
	
	
	
	
	
	

	Forwarding policy 
	
	
	
	
	
	

	Container for header enrichment
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-6: Update Buffering Parameters IE in FAR 
	Octet 1 and 2
	
	Update Buffering Parameters IE Type = 13 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-7: Update URR IE within Sx Session Modification Request 
	Octet 1 and 2
	
	Update URR IE Type = 14 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	X
	X
	X
	URR ID

	Measurement Key
	
	
	
	
	
	

	Reporting triggers
	
	
	
	
	
	


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-8: Update QER IE within Sx Session Modification Request 
	Octet 1 and 2
	
	Update QER IE Type = 15 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	X
	X
	X
	QER ID

	Precedence
	
	
	
	
	
	

	QER correlation ID
	
	
	
	
	
	

	Gate status UL/DL 
	
	
	
	
	
	

	Maximum bitrate
	
	
	
	
	
	

	Guaranteed bitrate
	
	
	
	
	
	

	Transport level marking
	
	
	
	
	
	

	Extension Header
	
	
	
	
	
	


Editor’s note: additional IEs and conditions of IEs are FFS.
Table 7.5.4-9: Remove PDR IE within Sx Session Modification Request 
	Octet 1 and 2
	
	Remove PDR IE Type = 16 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	Identifies the PDRs to be deleted.


	
	
	
	PDR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-10: Remove FAR IE within Sx Session Modification Request 
	Octet 1 and 2
	
	Remove FAR IE Type = 17 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	Identifies the FARs to be deleted.
	
	
	
	FAR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-11: Remove URR IE within Sx Session Modification Request 
	Octet 1 and 2
	
	Remove URR IE Type = 18 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	Identifies the URRs to be deleted.
	
	
	
	URR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-12: Remove QER IE Sx Session Modification Request 
	Octet 1 and 2
	
	Remove QER IE Type = 19 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	QER ID
	M
	Identifies the QERs to be deleted.
	
	
	
	QER ID


Editor’s note: IEs and conditions of IEs are FFS.
7.5.5
Sx Session Modification Response 

The Sx Session Modification Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Modification Request.

Table 7.5.5-1: Information Elements in a Sx Session Modification Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Created PDR
	C
	If present, this IE shall contain the PDR information associated to the Sx session. 

See Table 7.5.3-2.
	X
	X
	-
	Created PDR


Editor's Note: If removal/update/creation of one or more rule fails the whole request is rejected and it needs to be clarified if the Rules which causes the error are reported to the CP. This needs to be clarified in the Procedure Clause.

7.5.6
Sx Session Deletion Request 

The Sx Session Deletion Request shall be sent over over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to delete the Sx session.
Table 7.5.6-1: Information Elements in a Sx Session Deletion Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	
	X
	X
	X
	


Editor’s note: It needs to be decided how to structure the session ID. 
It needs to be decided if Session ID should be moved to the message header.
It is FFS how the UP and CP identifying uniquely a session.
7.5.7
Sx Session Deletion Response 
The Sx Session Deletion Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Deletion Request.

Table 7.5.7-1: Information Elements in a Sx Session Deletion Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause


7.5.8
Sx Session Report Request 

The Sx Session Report Request shall be sent over the Sxa, Sxb and Sxc interface by the UP function to report information to the UP function.
Table 7.5.8-1: Information Elements in a Sx Session Report Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	
	X
	X
	X
	


Editor's Note: Details on the IEs and conditions are FFS.
7.5.9
Sx Session Report Response
The Sx Session Report Response shall be sent over the Sxa, Sxb and Sxc interface by the CP function to the UP function as a reply to the Sx Session Report Request.

Table 7.5.9-1: Information Elements in a Sx Session Report Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause


Editor's Note: Details on the IEs and conditions are FFS.
8
Information Elements
8.1
General

Editor's Note: In this section new and possible reused information elements.
8.2
Information Elements Format
Editor's Note:
In this subclause the information elements defined for Sx should be added.
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