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1st Change

5.20.3.1
General

Media plane optimization procedures for WebRTC are described in 3GPP TS 23.228 [2], annex U.2.4, and in 3GPP TS 24.371 [44], sublause 7.4.5. The purpose of media plane optimization procedures is to convey media between WebRTC clients without bearer level protocol conversion. When both ends are WebRTC IMS clients (WIC), the eIMS-AGWs remain allocated but media plane interworking is disabled, except when LI is needed. Depending on configuration in the eP-CSCF (IMS-ALG), the eIMS-AGW then forwards all protocol layers either including DTLS, or on top of DTLS transparently.
NOTE 1:
Terminating the DTLS protocol layer for all calls can improve the transparency of LI.
NOTE 2:
In Rel-13, the media plane optimization procedure only supports the transparent forwarding of all protocol layers including DTLS, and no related configuration in the eP-CSCF (IMS-ALG) is thus required. The configuration in the eP-CSCF (IMS-ALG) needs to take into account if the eIMS-AGW supports the media plane optimization procedures with DTLS layer termination added in Rel-14.
The SDP attributes associated with WebRTC media plane optimization procedures "tra-contact", "tra-m-line", "tra-att", "tra-SCTP-association", "tra-media-line-number" and "tra-bw" are defined in 3GPP TS 24.229 [11], subclause 7.5.4.
2nd Change

5.20.3.2
WIC originating call

If an eP-CSCF (IMS-ALG) forwards an SDP offer from the WIC, and supports media plane optimization, and does not need to perform legal interception, then the eP-CSCF (IMS-ALG) will include media suitable for non-WebRTC IMS UEs, but also encapsulate information about the media in the original encoding as received in the SDP offer from the WIC in "tra-m-line", "tra-att" and "tra-bw" SDP attributes, as described in 3GPP TS 24.371 [44]. The eP-CSCF (IMS-ALG) shall:
-
configure the eIMS-AGW to reserve resources suitable for the media described in the SDP offer outside the "tra-m-line", "tra-att" and "tra-bw" SDP attributes.
-
encapsulate the IP address received from the eIMS-AGW for the termination towards the IMS core network in the SDP contact line and also encapsulate the address information into a "tra-contact" attribute;
-
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization including the DTLS layer, for each media line in the SDP offer sent on the Mw interface that does not relate to a data channel or that is the first media line within the SDP offer that relates to a data channel, encapsulate the UDP port number allocated by the eIMS-AGW in the "tra-m-line" SDP attribute; and

-
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization excluding the DTLS layer, in addition for each media line in the SDP offer sent on the Mw interface that does not relate to a data channel or that is the first media line within the SDP offer that relates to a data channel within one SCTP association:

a)
reserve a stream endpoint or termination towards the IMS core network interface in "inactive" mode with "UDP/DTLS" as transport protocol, and the same IP address as allocated by the eIMS-AGW for the termination or stream endpoint with resources suitable for the media described in the SDP offer outside the "tra-m-line", "tra-att" and "tra-bw" SDP attributes.
b)
request from the IMS-AGW a certificate fingerprint for that stream endpoint or termination; 
c)
encapsulate a "fingerprint" attribute as provided by the eIMS-AGW into an "tra-att" attribute", and add this attribute as a media level attribute in the SDP offer; and
d)
encapsulate the UDP port number allocated by the eIMS-AGW for the stream endpoint or termination towards the IMS core network interface with "UDP/DTLS" transport in the "tra-m-line" SDP attribute.
If an e-PCSCF (IMS-ALG) receives an SDP answer from the IMS core network and the SDP answer includes "tra-m-line" media level SDP attributes, the eP-CSCF (IMS-ALG) will de-encapsulate information to the optimized media from the received SDP answer and construct the SDP answer towards the WIC based on that de-encapsulated information as described in 3GPP TS 24.371 [44]. The e-P-CSCF (IMS-ALG) shall:

-
include the IP address received from the eIMS-AGW for the termination towards the WIC in the SDP contact line sent toward the WIC:

-
for each media line in the SDP answer, which is not marked with a "tra-SCTP-association" SDP attribute or which is the first media line in the SDP marked with a "tra-SCTP-association" SDP attribute that indicates an SCTP association:

1.
include the UDP port number allocated by the eIMS-AGW for the termination or stream endpoint towards the WIC in the SDP media line in the SDP answer to the WIC; 

2.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization including the DTLS layer, reconfigure the terminations or stream endpoints towards the IMS core network interface and towards the WIC related to that media line to transport "UDP" and media format agnostic information; or
NOTE:
If interconnected H.248 Stream endpoints or terminations at the eIMS-AGW are configured with transport "UDP", they will pass the payload within UDP without modifications, known as UDP transparent forwarding. For WebRTC media plane optimization, the UDP payload will be either DTLS encapsulating SCTP and data channel(s), DTLS-SRTP encapsulating key management information, or SRTP encapsulating audio or video media. However, the eIMS-AGW will be configured at terminations towards the WIC to apply ICE procedures according to subclause 5.18.

3.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization excluding the DTLS layer:

a)
reserve a stream endpoint or termination towards the WIC with "UDP/DTLS" as transport protocol

b)
configure the eIMS-AGW to through-connect the stream endpoint or termination towards the IMS core network interface with "UDP/DTLS" as transport protocol,
c)
configure the eIMS-AGW to release the termination or stream end point towards the IMS core network interface with resources suitable for the media described in the SDP offer outside the "tra-m-line", "tra-att" and "tra-bw" SDP attributes
d)
provide the fingerprint received in the corresponding "tra-att" SDP attribute to the eIMS-AGW for the stream endpoint or termination towards the IMS core network interface and do not provide that fingerprint attribute towards the WIC;

e)
request from the IMS-AGW a certificate fingerprint for the stream endpoint or termination towards the WIC,

f)
encapsulate fingerprint provided by the eIMS-AGW into an "fingerprint" attribute, and add this attribute as a media level attribute in the SDP answer sent towards the WIC;
g)
provide the fingerprint received in the corresponding "fingerprint" SDP attribute in the previous SDP offer from the WIC to the eIMS-AGW for the stream endpoint or termination towards the WIC;
h)
determine via the SDP "a=setup" attribute (see IETF RFC 7345 [33]) encapsulated in "tra-att" SDP attribute if the IMS-AGW needs to act as DTLS client or DTLS server towards the IMS core network and towards the served UE; and
i)
for the termination where the IMS-AGW needs to act as DTLS server, provide the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup; and

-
if several media lines in the SDP answer are marked with "tra-SCTP-association" SDP attributes indicating the same SCTP association, release the stream endpoints related to the second and subsequent of those media lines (in the order they appear in the SDP answer).


3rd Change

5.20.3.3
WIC terminating call

If an eP-CSCF (IMS-ALG) receives an SDP offer from the IMS core network and the eP-CSCF (IMS-ALG) supports media plane optimization, then the eP-CSCF (IMS-ALG) will determine whether media plane optimization is to be applied as described in 3GPP TS 24.371 [44]. If media plane optimization is to be applied, then the eP-CSCF (IMS-ALG) will de-encapsulate information to the optimized media from the received SDP offer and construct the SDP offer towards the WIC based on that de-encapsulated information as described in 3GPP TS 24.371 [44], 
and the eP-CSCF (IMS-ALG) shall
-
include the IP address received from the eIMS-AGW for the termination towards the WIC in the SDP contact line sent toward the WIC; and

-
for each media line in the SDP answer, which is not marked with a "tra-SCTP-association" SDP attribute or which is the first media line in the SDP marked with "tra-SCTP-association" SDP attribute that indicates an SCTP association;
1.
 reserve a termination or stream endpoint towards the IMS core network and a termination or stream endpoint towards the WIC related to that media line;

2.
include the UDP port number allocated by the eIMS-AGW for the stream endpoint or termination towards the WIC in the SDP media line;

3.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization including the DTLS layer, provide transport "UDP" and media format agnostic information for the terminations or stream endpoints towards the IMS core network and towards the WIC; and
NOTE:
If interconnected H.248 Stream endpoints or terminations at the eIMS-AGW are configured with transport "UDP", they will pass the payload within UDP without modifications, known as UDP transparent forwarding. For WebRTC media plane optimization, the UDP payload will be either DTLS encapsulating SCTP and data channel(s) or DTLS-SRTP encapsulating key management information, or SRTP encapsulating audio or video media. However, the eIMS-AGW will be configured at terminations towards the WIC to apply ICE procedures according to subclause 5.18.

4.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization excluding the DTLS layer:

a)
provide transport "UDP/DTLS" and media format agnostic information for the terminations or stream endpoints towards the IMS core network and towards the WIC;
b)
provide the fingerprint received in the corresponding "tra-att" SDP attributes to the eIMS-AGW for the stream endpoint or termination towards the IMS core network interface and do not provide that fingerprint attribute towards the WIC;

c)
request from the IMS-AGW a certificate fingerprint for the stream endpoint or termination towards the WIC,

d)
encapsulate fingerprint provided by the eIMS-AGW into an "fingerprint" attribute, and add this attribute as a media level attribute in the SDP offer sent towards the WIC; and

e)
request from the IMS-AGW a certificate fingerprint for the stream endpoint or termination towards the IMS core network.
If the eP-CSCF (IMS-ALG) receives an SDP answer from the WIC and the eP-CSCF (IMS-ALG) decided to apply media plane optimization when processing the corresponding SDP offer, then the eP-CSCF (IMS-ALG) will construct the SDP answer towards the IMS core network encapsulating received information as described in 3GPP TS 24.371 [44], and the eP-CSCF (IMS-ALG) shall:

-
include the IP address received from the eIMS-AGW for the termination towards the IMS core network in the SDP contact line: and

-
for each media line in the received SDP answer:
1.
encapsulate the UDP port number allocated by the eIMS-AGW for the stream endpoint or termination towards the IMS core network in the "tra-m-line" SDP attribute; and

2.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization excluding the DTLS layer:
a)
provide the fingerprint received in the "fingerprint" SDP attribute from the WIC to the eIMS-AGW for the stream endpoint or termination towards the WIC;

b)
encapsulate fingerprint provided by the eIMS-AGW for the termination or stream endpoint towards the IMS core network into a "tra-att" SDP attributes, and add this attribute as a media level attribute in the SDP answer sent towards the IMS core network;

c)
determine via the SDP "a=setup" attribute (see IETF RFC 7345 [33]) if the IMS-AGW needs to act as DTLS client or DTLS server towards the IMS core network and towards the served UE; and

d)
for the termination where the IMS-AGW needs to act as DTLS server, provide the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup.

4th Change

6.2.22.3
Media Plane Optimization
6.2.22.3.1
Media Plane Optimization including DTLS layer for WIC originating call
The H.248 Context model for a WebRTC call in figure 6.2.10.6.2.1 is assumed. However, the example flow in this subclause focuses on the WebRTC data channel part only. Thus, only H.248 Streams S1 (for de-aggregation of multiple data channels) and S2 (for MSRP traffic) are indicated subsequently.

Figure 6.2.22.3.1.1 shows the message sequence chart example for the WIC originated procedure to establish a WebRTC data channel with media plane optimization following the procedures in subclause 5.20.3.2.



[image: image2.emf]IMS-ALG e-IMS-AGW

3. Create outgoing termination T

2

1. SDP offer (

c=IP1o,

m=application P1o UDP/DTLS/SCTP webrtc-

datachannel,

a=max-message-size:UE-Sa,

a=sctp-port:UE-Pa, a=setup:actpass, 

a=connection:new; a=fingerprint:UE-a,

a=dcmap:SCTPstreamID-a subprotocol=MSRP, 

a=dcsa:SCTPstreamID-a setup=actpass,

a=dcsa:

SCTPstreamID-a

path:path-a)

2. H.248 ADD req (

C=?, T=?, Stream=2 ( 

Local(LAddr=?, LPort=?m=TCP

)) )

4. H.248 ADD resp (C=C1, T=T

2

, 

Stream=2 ( Local(LAddr=IP2o, 

LPort=P2o)) )

 

5. Modify SDP offer 

6. SDP offer (

c=IP2o, 

a=tra-contact=IP2o

a=tra-media-line-number=x

m=P2oTCP/MSRP,

a=setup:actpass, a=msrp-cema, a=path;path-a

a=tra-SCTP-association=1;

a=tra-m-line=application P2o UDP/DTLS/SCTP webrtc-datachannel,

a=tra-att=max-message-size:UE-Sa,

a=tra-att=sctp-port:UE-Pa

a=tra-att=setup:actpass,

a=tra-att=connection:new;

a=tra-att=fingerprint:UE-a,

a=tra-att=dcmap:SCTPstreamID-a subprotocol=MSRP,

a=tra-att=dcsa:SCTPstreamID-a setup=actpass,

a=tra-att

=dcsa:

SCTPstreamID-a

path:path-a)

7. SDP answer (

c=IP1a, m=P1aTCP/MSRP,

a=tra-SCTP-association=1

a=tra-m-line=application P1a UDP/DTLS/SCTP webrtc-datachannel,

a=tra-att=max-message-size:RSa,

a=tra-att=sctp-port:RPa,

a=tra-att=setup:active,

a=tra-att=connection:new;

a=tra-att=fingerprint:R-a,

a=tra-att=dcmap:SCTPstreamID-a subprotocol=MSRP

a=tra-att

=dcsa:

SCTPstreamID-a

setup:active

a=tra-att

=dcsa:

SCTPstreamID-a

path:path-b)

9. Configure outgoing termination T

2

8. H.248 MOD req (C=C1, T=T

2

, Stream=2 ( 

Remote(RAddr=IP1a, RPort=P1a)) Local(m=UDP) 

)

10. H.248 MOD resp 

(C=C1, T=T

2

)

 

14. Modify SDP answer 

15. SDP answer (

c=IP2a,

m=application P2a UDP/DTLS/SCTP webrtc-

datachannel,

a=max-message-size:RSa,

a=sctp-port:RPa,

a=setup:active, a=connection:new; 

a=fingerprint:R-a, a=dcmap:SCTPstreamID-a 

subprotocol=MSRP

a=dcsa:

SCTPstreamID-a

setup:active

a=dcsa:

SCTPstreamID-a

path:path-b )

16. DTLS ClientHello

Reserve IMS 

Resources

Configure IMS 

Resources

17. Remaining messages of DTLS handshake

12. Create incoming termination T

1

11. H.248 ADD req (

C=C1, T=?,

Stream=2 (Remote(RAddr=IP1o, RPort=P1o, m=UDP),

Local(LAddr=?, LPort=?, m=UDP

)) 

)

13. H.248 ADD resp (

C=C1, T=T

1

,

Stream=2 (Local( LAddr=IP2a, LPort=P2a, m=UDP)

))

 

Reserve and Configure 

IMS Resources

18. SCTP association estabilishment

WIC-A


NOTE:
Message 16 (DTLS ClientHello) can be received by the eIMS-AGW from the remote peer before the eIMS-AGW is configured to pass it (in steps 8.-13.) and will then be dropped by the eIMS-AGW. However, the remote peer will then resend message 16 after a timeout while waiting for a response.

Figure 6.2.22.3.1.1: WIC originated procedure for WebRTC data channel establishment with media plane optimization including DTLS layer
6.2.22.2.3
Media Plane Optimization excluding DTLS layer for WIC originating call
The H.248 Context model for a WebRTC call in figure 6.2.10.6.2.1 is assumed. However, the example flow in this subclause focuses on the WebRTC data channel part only. Thus, only H.248 Streams S1 (for de-aggregation of multiple data channels) and S2 (for MSRP traffic) are indicated subsequently. Furthermore, there is an additional termination T3 towards the IMS core network to handle DTLS.
Figure 6.2.22.3.2.1 shows the message sequence chart example for the WIC originated procedure to establish a WebRTC data channel with media plane optimization following the procedures in subclause 5.20.3.2.
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NOTE:
Message 22 (DTLS ClientHello) can be received by the eIMS-AGW from the remote peer before the eIMS-AGW is configured to pass it (in steps 11.-19.) and will then be dropped by the eIMS-AGW. However, the remote peer will then resend message 16 after a timeout while waiting for a response.

Figure 6.2.22.3.3.1: WIC originated procedure for WebRTC data channel establishment with media plane optimization excluding DTLS layer
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